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Introduction 

 

 The Blind Eagle APT group is a threat actor group that is believed to be involved in 

cyber espionage activities. The group mainly targets Colombian government institutions as 

well as important corporations in the financial sector, petroleum industry, and professional 

manufacturing. In this report, we will examine Blind Eagle's multi-stage attack chain and 

provide indicators of compromise (IoCs) that can be used to detect and defend against the 

group's attacks. 

Who Is Blind Eagle? 

 

Blind Eagle (aka APT-C-36) is a suspected South America espionage group that has 

been active since at least 2018. The group is known for using a variety of sophisticated attack 

techniques, including custom malware, social engineering tactics, and spear-phishing attacks. 

They have also been observed using exploits for zero-day vulnerabilities in their attacks. 
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First Stage: Javascript Downloader 

 

 In the first stage, a javascript downloader is used. The code below which is written in 

Javascript uses ActiveXObject to run PowerShell commands.  

 

 
 

Additionally, Blind Eagle abuses Discord CDNs to store the next stage script. Powershell 

command above downloads the “cacha.pdf” named ps1 script from 

“hxxp://cdn.discordapp[.]com/attachments/940363101067411527/946390049979781130/cac

ha.pdf” then executes the script.  
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Second Stage: Powershell Script 

 

 We have a Powershell Script with a length of 673.993. Execution starts with loading a 

DLL into memory from an obfuscated and Base64 encoded string. 

 

 
 

 
 

This is a DLL file, portable executable, written in .NET. 

 

 
 

  



APT Blind Eagle’s Malware Arsenal: Technical Analysis of the New Attack Chain 

 
6 

As you see in the pictures above, the Powershell script calls method Bypass() from the DLL. 

This method is simply an AMSI (AntiMalware Scan Interface) bypasser. 

 

 
 

If the bypass is successful, the method outputs the message "bypass" to the console. If there 

is any exception during the execution, the method catches it and outputs the exception 

message and its inner exception to the console. 
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We are back to our Powershell script. It checks the registry for 

HKCU:\software\wow6432node\Microsoft\WindowsUpdate key. If it is not present then it 

creates the key and sets an obfuscated value without deobfuscating it. 

 

 
 

Then it drops 2 files. First one is a Powershell script named myScript.ps1 and the second one 

is a batch file named SystemLogin.bat. 
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Finally, it places a VBScript named Login1.vbs in the Startup folder, which will be 

executed automatically when the system starts. Subsequently, the script is executed. 
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Third Stage: VBScript Located in the Startup 

 

 The VBScript located in the Startup folder executes the SystemLogin.bat which was 

dropped previously. 
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Fourth Stage: Obfuscated Batch Script 

 

Deobfuscated form of the batch script below is: 

 

 

mshta  vbscript:Execute("CreateObject(""WScript.Shell"").Run 
""powershell -ExecutionPolicy Bypass & 
'C:\Users\Public\myScript.ps1'"", 0:close") 

 

 

So it executes the myScript.ps1 which was dropped previously from Powershell script. 
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Fifth Stage: Final Powershell Script leads to NjRAT 

 

 First it loads the same AMSIBypasser DLL into memory and calls the same method in 

the second stage. Then it loads a second DLL which is AES256 Decryptor, it decrypts the 

contents of the HKCU:\software\wow6432node\Microsoft\WindowsUpdate Registry Key which 

was previously written. The “5456846176463687555” passphrase is used to create the 

decryption key. 

 

 
 

 
 

Decrypted content is a new Powershell script which leads to njRAT. njRAT, also known as 

Bladabindi is a remote access tool (RAT) with user interface or trojan which allows the holder 

of the program to control the end-user's computer.  



APT Blind Eagle’s Malware Arsenal: Technical Analysis of the New Attack Chain 

 
12 

YARA RULE 

 

rule Blind_Eagle_Stages 

{ 

    meta: 

        author = "seyitsec" 

        date = "2023-04-16" 

        hash = 

"d10a6df70ccbd813af1614eecf8da1485cbb45889ab6a87b410dee10e98fcfbf" 

    strings: 

        str1= 

”https://cdn.discordapp.com/attachments/940363101067411527/946390049979

781130/cacha.pdf” 

        str2= ”PSK]Bd{wn|izmdw><;:vwlmdUqkzw{wn|d_qvlw{]xli|m” 

        str3= 

”comoestorganizadoelconjuntodeobjetosgeogrficosdelterritorioDistritalen

reasurbanasyruralesm-aljghipdfejfdxasf” 

 

    condition: 

        any of ($str*) 

} 
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Indicators Of Compromise  

 

 

TYPE VALUE 

SHA256 d10a6df70ccbd813af1614eecf8da1485cbb45889ab6a87b410dee10e98fcfbf 

SHA256 e8ba5871d6005a6b63ec510869baab3e2a485e3d63d7526f19a38af0eac834ac 

SHA256 93ce9e3b4c9eea7ed5f36512e884fcfb516d1f764b5c28a47542062a6f303bb9 

URL hxxps://cdn.discordapp.com/attachments/940363101067411527/94639004997978

1130/cacha.pdf 

IP febenvi[.]duckdns.org:2050 

 

MITRE ATT&CK 

 

 

ATT&CK NAME ATT&CK ID 

Powershell T1059.001 

Scripting T1064 

Startup Folder T1547.001 

Process Injection T1055 

Masquerading T1036 

Sandbox Evasion T1497 

Application Layer Protocol T1071 
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