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Introduction 

 

Armageddon Group is a notorious threat actor group that has been responsible for 

multiple cyber attacks in Ukraine and other parts of the world. One of their tactics involves the 

use of an Infostealer malware that is designed to steal sensitive information from targeted 

systems. In our previous report we examined the tactics, techniques and procedures which 

Armageddon use when they attack Ukrainian Government Entities. 

 

In this technical analysis, we will delve into the details of how the Armageddon Group's 

Infostealer malware operates, what its capabilities are, and how it can be detected and 

mitigated. We will analyze the malware's code and behavior, as well as its delivery methods 

and infection vectors. 

 

By conducting this analysis, we hope to provide insights into the workings of this 

dangerous malware, and help organizations and individuals better protect themselves against 

future attacks. 

 

 

What is an Infostealer? 

 

An infostealer malware is a type of malicious software (malware) that is designed to 

infiltrate a victim's computer system, gather sensitive or valuable information, and send it back 

to the attacker. The stolen information can include passwords, credit card numbers, personal 

identification information, and other data that can be used for identity theft or other criminal 

purposes. 

 

 

 

 

 

  

https://threatmon.io/beyond-bullets-and-bombs-an-examination-of-armageddon-groups-cyber-warfare-against-ukraine/
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Malware Delivery Phases of Armageddon 
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Technical Analysis 

 

 Binary is a Portable Executable file and written in C++. Visual Studio 2015 has been 

used and as seen compiled in August, 2022. 

 

 
 

Malware begins execution by creating a mutex named “Global\\flashUpdated_r”. Mutexes are 

used by malware to prevent reinfection. Then it checks for error code 183 ALREADY_EXISTS. 

It shows that there is a mutex named Global\\flashUpdated_r, and if there is, it terminates. 

 

 
… 

 
 

Then it reads environment variables for computer name, username, temp directory and local 

app data directory. 
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To gain persistence, it creates a registry entry “Windows Task” under the RUN key. 

 

 
 

Then it prepares the string for L”C:\\Users\\{username}\\AppData\\Local\\profiles_c.ini” . 

 

 
 

 
 

 

 

 After it creates a 12 characters random “x” string it creates a directory under the 

%TEMP% with the name of “x” string. 
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 L”C:\\Users\\{username}\\AppData\\Local\\TEMP\\XXXXXXXXXX” 

 

 

 
 

 

 
 

Then it reads main volume’s (“C:\\”) serial number and return as a string, then it will concat 

the other information that taken from the PC like 

“ComputerName||UserName||Random12CharString||VolumeSerialNumber” 

 

 

 
 

 

 
 

 

 

 

 

 

 

 

 

 Before connecting the C2 Server it first prepares the hardcoded domain name with 

random string subdomain. 
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Gets the IP address of the server. 
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After checking the C2 server, malware creates a trend.txt file and writes random 12 chars in 

it. 

 

 
 

 
 

 Then it recursively checks the system for desired extensions. 
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Then it stores the filenames under “C:\Users\{username}\AppData\Local\IconsCache.db” 

 

 

 
 

 Using this technique to understand whether it is a unique file or not. If the file is a 

unique file it sends all the contents of the file to the C2 server using HTTPS. 

 

 
 

 
 

 

 

 

 

 

 



Cybergun: Technical Analysis of the Armageddon's Infostealer 

 

 
12 

 Here is one of the decrypted HTTPS requests. In the censored part, there is the user 

and pc data that was taken from our computer in a BASE64 encoded form. 

 

 
 

After it sleeps for 5 seconds, it repeats all the action. 
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YARA RULE 

 

rule Armageddon_Pteranodon 

{ 

    meta: 

 

        author = "seyitsec" 

        date = "2023-03-17" 

        hash = "139547707f38622c67c8ce2c026bf32052edd4d344f03a0b37895b5de016641a" 

 

    strings: 

 

        str1=”Global\flashUpdated_r” 

        str2=”profiles_c.ini” 

        str3=”Mozilla/1.0 (Windows NT 6.1; Win64; x64; rv:102.0) Gecko Firefox/102.0 (64-bit)” 

        str4=”trend.txt” 

 

 

 

 

    condition: 

 

        all of ($str*) 

 

} 

 

 

 

IOCs 

 

TYPE IOC 

SHA-256 HASH 139547707f38622c67c8ce2c026bf32052edd4d344f03a0b37895b
5de016641a 

DOMAIN celticso.ru 
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MITRE ATT&CK 

 

 

 

Technique Name Technique ID 

Phishing T1566 

Boot Or Logon Autostart Execution T1547 

Data from Information Repositories T1213 

Obfuscated Files or Information T1083 

Query Registry T1012 

Software Discovery T1518 

Application Layer Protocol T1071 

Exfiltration Over C2 Channel T1041 

Modify Registry T1112 
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