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Executive Summary  

 

The DoNot Team, also referred to as APT-C-35, is an advanced persistent threat (APT) 

group that has been operational since at least 2016. The group is recognized for its highly 

sophisticated tactics and techniques, which enable them to establish and maintain a 

persistent presence on targeted systems and networks. Due to their capabilities, the DoNot 

Team is considered a significant threat to organizations and individuals, with a focus on 

targeting South Asian countries including India, Pakistan, Sri Lanka, and Bangladesh. We 

have identified a new campaign targeting Pakistan that utilizes an Excel file attachment. 

Upon enabling macros on the attachment, the VBA code within the file drops additional files 

and executes them at a specific time. 

 

Technique Analysis  

 

APT-C-35 is an apt group malware that has been identified as part of a spear phishing email 

campaign. The campaign targeted Pakistan's defence sector and used Excel documents as 

a means of delivery. 

 

The attackers used social engineering tactics, such as phishing, to trick victims into 

downloading and opening the malicious Excel files. The Excel files contained macros that, 

when activated, would download and install the APT-C-35 malware on the victim's device. 

 

The APT-C-35 apt group is capable of stealing sensitive information, such as login 

credentials and keystrokes, and can also allow the attackers to remotely control the infected 

device. 
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          Figure 1 - Malicious Excel file. 

 

 

Upon enabling macros on the Excel file, it executes obfuscated Visual Basic for Applications 

(VBA) code that creates two files in the "C:\ProgramData\WindowsSecurity" directory and 

another file in the "\Users\Public\Documents" directory. These files are subsequently 

accessed by a dropped dynamic link library (dll) file. The VBA code sets a Windows Task 

Scheduler task to run these files at a specific time.  
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Figure 2 - Malicious macro code inside the Excel file. 

 

So we can go deep with the code of it. Upon launching the excel file and enabling macros, a 

check is performed to determine the existence of the folder 

"C:\ProgramData\WindowsSecurity". If the folder does not exist, it is created and then 

creates a text file "C:\Users\Public\Documents\desktop.ini.txt". 

It takes a byte array represented by a string in a textbox and writes it to a file 

"C:\ProgramData\WindowsSecurity\winnet.dll" and This process can be observed in the 

subsequent figure. 
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Figure 3 - Deobfuscation of VBA  

  

And It creates a scheduled task using the Windows Task Scheduler to run the second stage 

and we can see that in the next figure. 
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Figure 4 -  Set scheduled task to run second stage 
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Second Stage  

  

The second stage of the malware is a dynamic link library (DLL) that contains malicious 

imports referred to as "webservice." Through the process of reverse engineering the DLL 

file, it has been determined that the malware is capable of reading a file named 

"desktop.ini.txt," which is dropped by an Excel file. This can be observed in the 

accompanying figure.  

 

Malware utilizes a basic decryption algorithm by pushing various hexadecimal values and 

subsequently implementing a loop to decrypt crucial strings. 

 
              Figure 5- Simple algorithm to description 

 

By utilizing a debugger, we are able to decrypt encrypted data, as demonstrated in the 

following figure. 
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Figure 6 -  decrypt stings 

 

 

 
Figure 7 -  Open desktop.ini.txt 

 

In our analysis of the malware, we have encountered a significant obstacle in the third stage 

of attack. Upon reading the desktop.ini.txt file, the malware is unable to proceed as it 
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recognizes the file size to be equal to zero kilobytes. This issue is depicted in the 

accompanying figure. 

 

 
Figure 8 -  desktop.ini.txt 

 

 

Upon infection, the malware will establish a TCP connection with a remote server to receive 

bytes of data. This initial socket connection and communication with the server can be used 

to identify the malware. The received bytes are then compared with the "#" character, 

indicating the start of a process that utilizes PowerShell to execute code. This code, believed 

to be written into the "destop.ini.txt" file, is executed to carry out the malware's malicious 

intent.  

 

 
Figure 9- Connection with C2  

 

Upon further analysis, it has been determined that the malware has the capability to initiate a 

PowerShell process in order to execute subsequent processes. 

 

- whoami.exe process is a command-line tool that is used to display the current user's 

username and group information 
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- tasklist.exe process is a command-line tool that is used to display a list of 

currently running processes on a system 

- findste.exe used by the malware to carry out specific functions 

 

Through a thorough analysis of the PowerShell code in question, it has been determined that 

the code is utilizing a Base64 . Upon decoding the Base64 encoded data, further analysis 

reveals the following results. 

 
Figure 10 -  decode encode data 

 

we were able to successfully deobfuscate the embedded PowerShell code. The 

deobfuscated code is shown in the accompanying figure.  
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Figure 11 -  deobfuscation of  powershell code  

Based on our analysis, this script is likely designed to check for the existence of specific 

folders on the host system and create them if they do not exist. However, it also establishes 

a connection to an external IP address and port number and uses the IEX command to 

execute data received from this connection.  

 

 

C2 communication 

 

During the second stage of the malware's operation, it establishes communication with a 

specific IP address. This IP address is decrypted utilizing a runtime algorithm, which can be 

identified as a simple arithmetic algorithm.  

Upon decryption of the IP, a connection is established with the IP address 213.227.154.196 

through the TCP protocol to receive a Portable Executable (PE) file. The received file is then 

parsed and loaded into memory for execution. 

 

 
Figure 12- TCP connection 

The IP address range allocated for use in this process is "213.227.128.0 - 213.227.159.255", 

with the handle for this range also being the same. This range is of IP version IPv4 and has 

been assigned the name "NL-LEASEWEB-20000721". It is classified as "ALLOCATED PA", 

which stands for Provider Aggregatable, and is associated with the country code "NL". 
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Yara Rule  

 
rule DoNot_APT_DLL: DoNot APT DLL 

{ 

    meta: 

        description = "DoNot_APT_DLL” 

        author = "@malgamy12" 

        date = "2023/1/14" 

        sample1 = "d1b828440268685f40a1bb45dda46748d0713a2365e669806d3b6b14f370bb3f" 

 

    strings: 

 

        $op = {2C ?? 8D 49 ?? 88 41 ?? 8A 01 84 C0 75} 

 

        $pdb = "C:\\Users\\user\\source\\repos\\psdll\\Release\\psdll.pdb" ascii 

 

        $s1 = "webservice" ascii 

        $s2 = "CreateProcessA"  ascii 

 

    condition: 

        uint16(0) == 0x5A4D and all of them 

} 

 

 

 

Indicator of Compromise (IOC) 

 

Hashes  

● 9de6b542a323b5198dbf472d612313f0cc236e9156e78c583da055d0ce7a29f7  

● d1b828440268685f40a1bb45dda46748d0713a2365e669806d3b6b14f370bb3f  

● b59913878de7c9b10a2c4dfc4f9d1634b95510b4efafb546c46ef076f917911c  

Paths  

● \Users\Public\Documents\desktop.ini.txt  

● C:\ProgramData\WindowsSecurity\winnet.dll  

● C:\ProgramData\WindowsSecurity\winnet.zip  

IPs  

● 213.227.154.196 
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Mitre ATT&CK Tactics and Techniques 

 

Tactic Technique ID Technique Name 

Execution T1064  
T1203  

Scripting confidence 
Exploitation for Client Execution confidence 

Defense Evasion T1036  
T1064  

Masquerading confidence 
Scripting confidence 

Discovery T1083  
T1082  

File and Directory Discovery confidence 
System Information Discovery confidence 

Defense Evasion T1218.011 
T1497  

Rundll32 confidence 
Virtualization/Sandbox Evasion 
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