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In-Depth Analysis on The Roles of Threat Actors and Attacks In The Ukraine-Russia War

Summary

The beginning of the Russia-Ukraine war dates back to Russia's annexation of
Crimea in 2014. The political tension that erupted in 2021-2022 was the last straw and
Russian forces took action on Putin's orders. Taking action on February 24, 2022, Russian
forces launched a large-scale invasion of Ukraine. Russian President Vladimir Putin claims
that this is not an invasion, but that Russia is protecting its geopolitical interests in the
region, its citizens and its deployed soldiers.

This report is the 4rd Report in a series of investigations on threat actors playing an active
role in the Ukraine-Russia war, based on the IT Army of Ukraine report shared by ThreatMon
earlier.

Cyber Wars in The Ukraine-Russia War

In 2014, Russia annexed Crimea, leading to conflict in the Donbass region and the
start of a cyber war between Ukraine and Russia. Since then, Ukraine has been a frequent
target of Russian cyber attacks, including ransomware, DDoS, and data manipulation. These
attacks have targeted critical sectors such as energy, finance, and communication.

One of the most notable cyber attacks on Ukraine occurred in 2015 when parts of the
country experienced power cuts. The attack was allegedly carried out by the pro-Russian
group Sandworm, which targeted the country's electricity grid. This cyber attack caused a
worldwide debate on cybersecurity and served as a wake-up call for Ukraine to take stronger
measures on cybersecurity.

Following the attack, Ukraine implemented several measures to enhance its cybersecurity
capabilities. The country established a National Coordination Center for Cybersecurity and
developed a national cybersecurity strategy. Additionally, the government introduced
legislation to strengthen cybersecurity regulations and established partnerships with
international organizations to share best practices and expertise.

Despite these efforts, Ukraine remains a target for cyber attacks from Russia. In 2017, the
country was hit by another cyber attack, the NotPetya ransomware attack, which caused
widespread disruption in Ukraine and other countries. The attack is believed to have been
carried out by Russian hackers and caused billions of dollars in damage.

Ukraine's experience highlights the growing threat of cyber attacks and the need for
countries to take cybersecurity seriously. As technology continues to advance, the risk of
cyber attacks is only going to increase. Therefore, countries must continue to invest in
cybersecurity measures to protect themselves from these threats.
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In-Depth Analysis on The Roles of Threat Actors and Attacks In The Ukraine-Russia War

Threat Actor Review: IT Army of Ukraine

Who is IT Army of Ukraine?

Two days after the Russian invasion, which started with Putin's announcement of a
"special military intervention" on television on February 24, 2022, Ukraine's deputy prime
minister and minister of digital transformation, Mykhailo Fedorov, announced the creation of
a volunteer cyber army. Volunteers joining the group were divided into units to carry out
DDoS attacks and the more experienced to perform complex cyber operations.

IT Army of Ukraine uses Twitter and Telegram channels to announce the attacks. A website
has been created so that more volunteers can participate and the IT Army can install the
tools it has developed, and the attacks and the consequences of their attacks are shared on
Telegram channels.

Which Side They Supports?
IT Army of Ukraine is a hacking group affiliated with Ukraine.

What Types of Attacks Does IT Army of Ukraine Execute?

IT Army of Ukraine carries out DDoS (Denial-of-Service) attacks on the websites and
networks they specify. These DDoS attacks sometimes happen to make a website
completely unusable, and sometimes it happens to temporarily stop or slow down some
systems to harm Russia's economy. As a result of these attacks, confidential information of
the attacked systems is also leaked, and they share them in the Telegram group.

As we can see from the development of the situation surrounding
the dumps received from the cbrf, they contain extremely sensitive
information, as evidenced by the attempt by the rashist to block
and delete the archives from the service https: nfiles.com/ In

this regard, we have uploaded independent archives from each
other of the above-mentioned dumps concerning military
institutions and military personnel of the Russian Federation.

We don't stop there! There will be a lot more interesting
information for you in the near future. Wait for announcements!

r 18.18 GB
ir 10.75 GB
14.3 GB

They support these attacks with tools they wrote themselves or with open source proxies
such as "Death By 1000 Needles" or "mhhddos_proxy".
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In-Depth Analysis on The Roles of Threat Actors and Attacks In The Ukraine-Russia War

Telegram 1D r
Add a personal Telegram Bot identifier IT

Our new Telegram bot has learned to provide the personal ID of a participant in
a ddos attack.

https: //t.mejitarmy_stat_bot

And if you run the ddos utility with the ID, the bot will easily provide informative
personal statistics..

More details on the website:
https: /fitarmy.com.ua/statistics

@ Add identifier
9379992

< Back Install Cancel

[paultec il eeel g Insiruciion for dbl000n  nsbruction for Disiress  Insireciion for uaShield

LIKITA Installer JEEEIRI

UKRAINE IT ARMY INSTALLER FOR 58 WINDOWS
(ALL IN ONE - MHDDOS/DB1000N/DISTRESS)

iu can con&ct for help at IT Army of Ukraine Chat.

Downlkoad and install - UKITA Installer | € bips.gihub com ek sancrBlackiukit_nsialler )
Visualization of the inssallation and launch of the attack

IT Army of Ukraine
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In-Depth Analysis on The Roles of Threat Actors and Attacks In The Ukraine-Russia War

Which Sectors Is IT Army of Ukraine Targeting?

IT Army Of Ukraine has targeted almost all sectors in the last year. In total, it has

carried out DDoS attacks by sharing over 9,100 individual IP addresses and URLs on the
Telegram channel. In order from most to least:

Government-run Websites (Courts, Ministry Of Foreign Affairs, Post Office, Russian
Parliament, Beverage Delivery Service...)

Bank, Payment Systems And Stock Market (Qiwi, Gazprom Bank, Central Bank,
Paytrans, Alfa-bank, Moex, Sberbank...)

Media (Mk.ru, Gazeta.ru, Aif.ru, Tass.ru...)

Propaganda Websites

Auction Sites (Rosltorg)

Television Channels And Services (Okko.tv, Wink.ru)

Video Conferencing Apps/sites

Logistics (Ati.su, Datrans.ru, Dellin.ru)

Audit And Accounting Services

Sites Selling Military Equipment (Voentorg, 2gis)

Websites Of Terrorist Groups Against Ukraine

Ticket Reservation Sites (Booking Website)

Websites Selling Unmanned Aerial Vehicles (Copter Drone Shops, Citilink.ru)
University Websites

Insurance Companies

Holdings

Courier Services (Express.dhl.ru, Boxberry.ru)

Cinema And Tv Series Services

Telecom And Communication Companies (Crelcom.ru)

Internet Service Providers (Farline.net, Miranda-media, Dom.ru)
Airlines

Food Delivery Sites (Vkusvill.ru, Smokat.ru, Utkonos.ru)

Electronic And E-commerce Sites (Wildberries.ru, Ozon.ru, Chipdip.ru)
Veterinarians (Vetis)

Petrol And Gas Trading Sites

Freelance Platforms (Fl.ru, Advego.com)

Job Sites (Superjob, Hh.ru, Zarplata.ru)

Ddos Guards

Automotive Industry (Drom.ru, Exist.ru, Autodoc.ru)

Importer Companies (Dns-shop.ru)

Search Engines

Many other industries have been the target of these attacks.
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In-Depth Analysis on The Roles of Threat Actors and Attacks In The Ukraine-Russia War

IT Army of Ukraine's Attacks

Here are some examples of cyber attacks involving IT Army of Ukraine directly or indirectly:

Example attacks

October 24, 2022

On October 24, 2022, the IT ARMY of Ukraine group accessed and extracted more than 230
Gb of large databases of its victims. This data included various operational documents,
transportation and employee profiles.

Gazprom Transgaz, Russian Railways, Mettal Steel Plant in Novolypetsk, Russian company
FTNET
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In-Depth Analysis on The Roles of Threat Actors and Attacks In The Ukraine-Russia War

December 22, 2022

On December 22, 2022, the IT ARMY OF UKRAINE group was behind the attack on
Russian-affiliated freelance.ru. With DDoS attacks, they forced the victim to remain offline for
a certain period of time.

osis  Communily posts

@ Freelance.ru (dpunamc.py)

Yeaxaemeie konnern!

B HacTORALWES BPEMA WOET CaMaR MacCHpoBaHHan ¢ 24 gespann 2022 ropna DDOS
aTaKa Ha HALlKM Cepaepa.

an I'IPH KNagbiE3eM MAKCHMANBHDIE BOZMONMHOCTH ANA BOCCTEHOBNEHWRA
paoTocnocoGHOCTH cepaMca.

CnacuBo 28 NOHAMaHKWE,

sayeno poBoTy No gplnane Gipsam Bnokyrmet Mox

xpdini-arpecopy GyQe-Ruy TEXHONOTIMHY | eKOHD
yined FoAMCTeCH Ta

TEMD, LDy H3C HA ATl € poa B W LFYWAEMD BONC

itinue to work on freelance exchanges and block ¢
ity of bringing technological and econamic benafits t
3Or Country. y and freelance. are added tc

ane A HETEPMNAYWX NOBIAOMNAEMO, LLLO
CrpaBn y cami, AK y Koner.

24 o
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In-Depth Analysis on The Roles of Threat Actors and Attacks In The Ukraine-Russia War

February 28, 2022

On February 28, 2022, Sberbank main domain and many ATMs became unusable due to
DDOS attacks on Sberbank DNS servers.

IT ARMY of Ukraine
Ha AaHWiA MOMEHT NHAW B P@ MaCcoBO 3HIM3 T KOLUTH 3

BaHkoMaTiE. MW MOXeMOo 23EA3TH KONOCANEHUR YPOH EL3pWELLNA
no DNS cBepbaHky!

Hala uine www.soerbank.ru

Mo ReLeLh RN 53 UDP
153 UDP

53 UDP
53 UDP

% y https://www.sberbank.ru/

(]
-/10 FAILED
°g
° % o
()
o
Amsterdam/Netherlands i Detail
; . No r:%-:.;i::-r‘-se 550[).1 ms - kb/s 18789 _

milliseconds kb/second

Yr
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In-Depth Analysis on The Roles of Threat Actors and Attacks In The Ukraine-Russia War

January 16, 2023

January 16, 2023 After the attack on the Russian Regional Development Bank, they caused

the fuel cards to not work at the gas stations.

IT ARMY OF UI{RAINE[EngliEh}
Forwarded from IT ARMY of Ukraine

Ha mHOrMx sanpaBkax B
bamkMpum crano
npodieMoii paciiaTUThCA

KapTaMmu

NMpausHa MoxeT BeITe Ha CTOPpOHE

NoOACAHEUHOHHOrD Gavka BEPP - napTHepa lFﬂtH.qﬂ"Hl.

(1D aueapa 2023 09:31 , WA "Oepom" )

B BawEMpHM Ha aeTo3anpaexax «bawHedTws (rpynna sPocHedTe=) ¢ 9 AHBapR
oTMeYeEHs Chon Nnpu onnate GeaHanwyHeM cnocobom. CTpanawT Kak obbi4HEE
ARTORNANENbLUE, TAK A ORrAHMIALWA. HANpUMep, BOOAMTENER CROPOA NOMOLLLW
NPEAYNPEAnd O BOIMOXHLE Nepefons NpW oNAaTE TONAHBHLIMKW KADTaMW W
NPELIIMEHD B TAKHX CAYY3IAK NN3THTE HANWYHEMA C COXpaHeHne™ yernos. 06

3ToM coobuwmno naganwe UFAL RLU,

Ha ropryed nuHmm «bawHed Ti= coobwman, 41o npobnema yse yCTPaIHEHE HA 4acTH
A3C, HO HA HEXOTOPLIX 3ANPAB0YHEIX CTAHUWAX BCE el MoryT HafinmoaTecA chow.

January 25, 2023

Owned by Russia on January 25, 2023 They targeted digital accounting firm Sbis.

IT ARMY OF UKRAINE(English)
Forwarded from IT ARMY of Ukraine

& ofdrubiog 1 fodos-ataki-24-yarvana-2023-g N = A »

= OFD~ 0 () =D

& Hasan DDoS-aTtaku 24 sHBaps
203 r.
Hesecti
0000
QEHDMEHHI YEARBAMBIE KIMEHTE W napTHape!
NPOAYHTOR

C 1150 24 anpagn 2023 r, wa prcypess onepaTapon HUCKanbHbn

AasiHblx Pocci W nponaaoguTensd KKT coyuecTanswTer DDoS-ataxm
Lisdipsi 1 kefcs

B HeCTORWES BREMA AOCTYMIE B NWHHEE KBGMHETY PaBOTaT C

NEPESORMMA, HO PAGOTOCNDCOGHOCTE BCEX CEPERCOR EOCCTAHOENEHE,

Brgeoponuku
MNepenaqa gaknix B $HC DCYWSCTBNRETCA B WTATHOM pesAMe. Baww
MBCTRYIHH NEPCOHANBHBIE B KOMMEIUECKME faHHblEe Boilni M OCTAHTCA HAnERHD
AFULHUEEHED
Ofz0ps NponysToR G
BetuHape! JINA CROUROA CERSM C HAMMW Bbl MOMETE BOCNONbI0BATHER GHNAEH-

YATOM MW HaT-GaTomM

TpOWWMO eKOHOMIYHWA cekTop BonoTAH gani! Ao NoTOUHWK LWineii

Aogann odg cepeic eig Comc.

Y
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In-Depth Analysis on The Roles of Threat Actors and Attacks In The Ukraine-Russia War

February 15, 2023

February 15, 2023 They gained access to the corporate network of PayTrans, an IT
company that serves the payments of Moscow's normal and medium-capacity metro. It
leaked source code for online payment mobile apps, application server for wire transfers,

ORAZ2 and ORA1 for payment transactions, CCTV data.

MeTpo Mockebl - meTpo, ML, MUK % | MeTtpo Mockew - meTpo, MU, MUK
"' 1 T

a S IKBEHHODE _ I

P T

He i
3|E | O Har.

Y2
*

ThreatMon

11



In-Depth Analysis on The Roles of Threat Actors and Attacks In The Ukraine-Russia War

February 20, 2023
February 20, 2023 QIWI Bank, headquartered in Cyprus, suffered a cyber attack that
damaged its reputation with its customers.
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Ha AaHWi MOMEHT NPOX0OANTE aTaka Ha QIWL 3anmwaemo BonoTaH

Bez oHNaRH BaHKIHMY!

February 24, 2023
IT ARMY OF UKRAINE February 24, 2023 The Russian digital bank blocked its operations
as a result of a DDoS attack against Tochka.

7o nposowno

Touka NpoxodATs "DDoS poboTi”. BoHW

3 CaMoro paHky no GaHky

A AOCI He MOAYTE OKNAaTA 3 NpuegHynTeck!
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In-Depth Analysis on The Roles of Threat Actors and Attacks In The Ukraine-Russia War

March 1, 2023

March 1, 2023 IT ARMY OF UKRAINE carried out a successful DDoS attack on Russian
customs, leading to a system failure in the electronic declaration process and blocking the

cargo customs clearance procedure.
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PepepanbHan TamoXeHHan cnywba

AT coniun e Dad-rTmaa s+
bt ookl e s

nogeeprnace DDoS-aTake

CEDOTLED Yaonn I:.I-".' MEEES MPyanm ORLTE 10RO,

1EPETRHAR TaM0HEHHAA CTy#0a [PTC) B Choes Telegram-KaHane

WimEaa o DIS-aTa pas IMPORMNLIA YTRaM 28 despand. Mo

i @ a fiaena penzena, o paSoTa pecypoon 97T ne

Iy B T e Epenid JTokH OTRSSLTECh Ha pa GiTe

(pOpMONEpATOROE, MEpeJaIHL HEGOPMAIHED B TAMOKEHHRE

W1

IOETBO TAKHE OTMETELIR, 9T0 CHCTEMA ATEKTPOHHOTT
CEARHPANEITEE TORAPOR « ARLTA-CoGTs 28 GeEnpais ImogneprTach
scupeiieErTHO KelepaTakes, EOTOPAS HAPYUIILTA HPaLECCH
TAMUSHBAHHA IPY308. CHCTEMY «AIBTA-CopT= ARTHETCH OUHOA B3

ShIX HOTOALAYEMEE [IH MOJANH JANHEE B TAMOREHHYI CTyAy

oM 28 §eRpaTd «ATRpA-COPTs PAIGCTANA KHEHTAM YVEeIDMTEHHEE |
P DOCG-aTaKes, KITOPE Hayatach i 10 yTpa B LT

K CS0HN B CECTEME A TEKTRHOHHL

CRIUTHED Sa00E. |I\.I-I|-l!'|:|". TN IS

poBA PO BAHEL B ATOT #08 JEHD B 15:00 CIEHLTACTE KOMITAHHH

TeMeHHD BOCCTAHOBHAH O0MeH JAHHEIMH ¢ TAMOHEHHEMH OpraHaM

The 2 Mosoow Times —
IT: L
¥TIH Nocne THOR
Wl TR A
Fr

Buopa MK yCnilwHo 3giAcHWAK He aHoHcoeaHy DDoS-aTaky
Ha POCIAHCEKY MMTHMLLKD, LU0 NpK2Eenc 4o 20018 y cucTemi

ENeKTPOHHOID AeKNapyBaHHA Ta 40 EIJ'IDK}"EI-EJHHFI
POSMUTHEHHA BaHTaxie!
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In-Depth Analysis on The Roles of Threat Actors and Attacks In The Ukraine-Russia War

March 15, 2023

On March 15, 2023, the targeted Bank Bars fell victim to DDoS and lost many of its

customers. So the IT ARMY OF UKRAINE group got what it wanted.

Anna Matveeva .
HO,HCKa)KHTe, €CTb JIM BO3MOXHOCTb ceMyac onjiadymBaTtb MOKYINKK C KaprI?

MNMoka Bucut NnpUnoXxeHune
fl 3BoHMNa BaM Ha ropAYYH JIMHWUIO yTob6 3ajaTb 3TOT BOMNpPOC a He nocnywaTtb

OT onepartopa «3paBCcTBy1Te Mbl paboTaeM 0 CBUAAHUA» i KOHEYHO paja uTo
Bbl paboTaeTe, HO He XXJaTb XXe NoJl roAa Noka Bbl ycTpaHuTe npobnemy, Bce
AeHbrn B BaleM 6aHKe XpaHio, yke Non rofa, 1 Nepebli pa3 NoacTaBa Takas.
Kolwmap Kakomn 1o

; ago Share

Alsu Mutakharova
BmecTo Toro, 4tobbl cMAeTb YAaNATb HeraTUBHblE KOMMEHTapuu, nyydllue
3aiiMuTECh YCTpaHeHWeM npobnempl!!li M @ & & A& ®

HacrynHWiA B Yep3i HegoCTyNHWX CT. AKWA TEpMiHOBO
NPOBOAWTE TEXHIUHI poBoTu. Hac Tinbk f€, LLLO BOHW BCi HiYOro
He pobAATE NOKW M TX He AyNaHemMo Ak cnig. Bennknia i morydii
pYChKWI SEOCE, 33EXAK | B YCbomMy. Moxe TM KBIZ 3anycTuTi 3
MUTAHHAM: XTO HCTYNHWA?
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In-Depth Analysis on The Roles of Threat Actors and Attacks In The Ukraine-Russia War

March 20, 2023

On March 20, 2023, the banking system "ABR Bank" fell victim to a DDoS attack that
interrupted all its operations.

& contws

IIpousomyia omu6ka. Mbl paboTaeM Hajl ITHM.
N

(i svpressa.ru/topics/specialnaya-operaciya-na-ukraine /

502 Bad Gateway

nginx/1.16.1

IMpon3somna omnbka. Mel paGorae

N

{ v d AbE U S DRIBITAET DEOAN WaDT HILE

cont ws T .

A

I, S _.

B

SVPressa.ni

Ha emxigHmx BaHkonas NoLWMpUECA Ha BaH . CAMBOANYHO,

MiCAA KYNW perioHansHnX Haze MiA MOKAan Yoo Cikn", Npaeaa? A
TaKO¥ A0L3NN TPOLKW iHGOPMALIAHOT MFiEH BIAKNFOUWMEBLLI KYTTY
HOBWHHWX NOMWAOK. BikeH BA3ECA.
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March 25, 2023
On March 25, 2023,IT ARMY has been silent for a few days, but during this period, they
launched DDoS attacks on two important banks belonging to Russia, Novikom and Russian

Agrarian Bank, rendering them unusable for a certain period of time.

IT ARMY OF UKRAINE(English)

Forwarded from IT ARMY of Ukraine

.
OoGipwi gevs! He nomuaeTcn BodT B npuamosiie PCXE 1 ua

cadT, Mak gonra Sy HEanE Ty NHE (BpBNRIT
HA ILVPRTAHA Y BHIMES HA NARTE

]
AoBipeA gevs! He NOMyLUSEToR BOATH B MRANCESAE PC.

AHIANT - HD]

o clior n coucerae MNowikom.m oSo# 2a no

B Hac Ha kaHani Byno TMXO AeKiNbka AHIE, 8 TMM Yacom NManano B e
¥

ABox BaHKax - < Mp ICNOBOCTI TA AL )

Jeaki BiAHOENHOEANEHI poboT TPWBEAKTE | 4OCI. X3 TPMEADTE,

Byae Yim YkpaiHi koHTprByLito cnnadvyeaTi.

CyMHOZBICHI "B Ti" monanun Nig nporpamy iHgopMauiiHoi
FirieH, ToX ABAKWA Yac X YMTaYam LOBENOCH MyUMTICA Bes

Yeproeoi 4031 Nponaradan.
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IT Army of Ukraine’s Attack TTPs

Tactics Technique Technique ID

Impact Endpoint Denial of Service: | T1499.002
Service Exhaustion Flood

Impact Network Denial of Service: | T1498.001
Direct Network Flood

Reconnaissance Active Scanning: Scanning | T1595.001
IP Block

Reconnaissance Gather  Victim  Network | T1590.002
Information: DNS

Reconnaissance Gather  Victim  Network | T1590.005
Information: IP Addresses

Collection Data From Local System T1005
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IT Army of Ukraine’s Attack IOCs
oo Jochee
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103[.]1221[.]1253[.]1242
103[.]221[.]254[.]102
103[.]221[.]1254[.]12
103[.]221[.]254[.]125
103[.]221[.]1254[.]7
103[.]224[.]145[.135
103[.]224[.]48[.]38
103[.]224[.]54[.]225
103[.]224[.]54[.]1233
103[.]225[.]125[.]169
103[.]225[.]228[.]21
103[.]225[.189[.]154
103[.]226[.]143[.]254
103[.]226[.]143[.186
103[.]227[.]145[.]78
103[.]227[.]243[.]110
103[.]227[.]252[.166
103[.]227[.]1252[.]80
103[.]227[.]252[.]81
103[.]228[.]118[.]78
103[.]228[.]246[.]30
103[.]228[.]1246[.137
103[.]229[.]83[.]106
103[.]229[.]85[.]209
103[.]229].]85[.]122
103[.]229[.185[.]234
103[.]229].]85[.]54
96[.]30[.]79].]84
96[.136[.]50[.]99
96[.136[.]8[.151
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96[.]9[.166[.]130
96[.]9[.166[.]187
96[.]91.166[.]200
96[.]91.166[.]243
96[.]9[.169[.]164
96[.191.171[.]18
96[.]91.171[.]119
96[.]91.]72[.]180
961911771171
96[.19.177.18
96[.19[.179[.1233
96[.191.186[.]70
96[.]9[.187[.]113
96[.]91.188[.]190
96[.]9[.188[.]194
96[.191.]88[.]94
96[.]9.192[.]146
96[.]9[.192[.]200
96[.]9.192[.]1227
96[.]91[.]136[.]221
96[.]95[.]164[.]41
97[.]1105[.]14[.]11
97[.]74[.1230[.]87
97[.174[.1233[.]206
97[.]74[.16[.164
97[.187[.]248[.]14
98[.]101[.]120[.]1
98[.]103[.188[.]147
98[.]115[.]7[.]156
98[.]126[.]123[.]24
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98[.]162[.]96[.]141
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