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Summary
The beginning of the Russia-Ukraine war dates back to Russia's annexation of

Crimea in 2014. The political tension that erupted in 2021-2022 was the last straw and
Russian forces took action on Putin's orders. Taking action on February 24, 2022, Russian
forces launched a large-scale invasion of Ukraine. Russian President Vladimir Putin claims
that this is not an invasion, but that Russia is protecting its geopolitical interests in the
region, its citizens and its deployed soldiers.

This report is the 4rd Report in a series of investigations on threat actors playing an active
role in the Ukraine-Russia war, based on the IT Army of Ukraine report shared by ThreatMon
earlier.

Cyber Wars in The Ukraine-Russia War
In 2014, Russia annexed Crimea, leading to conflict in the Donbass region and the

start of a cyber war between Ukraine and Russia. Since then, Ukraine has been a frequent
target of Russian cyber attacks, including ransomware, DDoS, and data manipulation. These
attacks have targeted critical sectors such as energy, finance, and communication.

One of the most notable cyber attacks on Ukraine occurred in 2015 when parts of the
country experienced power cuts. The attack was allegedly carried out by the pro-Russian
group Sandworm, which targeted the country's electricity grid. This cyber attack caused a
worldwide debate on cybersecurity and served as a wake-up call for Ukraine to take stronger
measures on cybersecurity.

Following the attack, Ukraine implemented several measures to enhance its cybersecurity
capabilities. The country established a National Coordination Center for Cybersecurity and
developed a national cybersecurity strategy. Additionally, the government introduced
legislation to strengthen cybersecurity regulations and established partnerships with
international organizations to share best practices and expertise.

Despite these efforts, Ukraine remains a target for cyber attacks from Russia. In 2017, the
country was hit by another cyber attack, the NotPetya ransomware attack, which caused
widespread disruption in Ukraine and other countries. The attack is believed to have been
carried out by Russian hackers and caused billions of dollars in damage.

Ukraine's experience highlights the growing threat of cyber attacks and the need for
countries to take cybersecurity seriously. As technology continues to advance, the risk of
cyber attacks is only going to increase. Therefore, countries must continue to invest in
cybersecurity measures to protect themselves from these threats.
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Threat Actor Review: IT Army of Ukraine

Who is IT Army of Ukraine?
Two days after the Russian invasion, which started with Putin's announcement of a

"special military intervention" on television on February 24, 2022, Ukraine's deputy prime
minister and minister of digital transformation, Mykhailo Fedorov, announced the creation of
a volunteer cyber army. Volunteers joining the group were divided into units to carry out
DDoS attacks and the more experienced to perform complex cyber operations.

IT Army of Ukraine uses Twitter and Telegram channels to announce the attacks. A website
has been created so that more volunteers can participate and the IT Army can install the
tools it has developed, and the attacks and the consequences of their attacks are shared on
Telegram channels.

Which Side They Supports?
IT Army of Ukraine is a hacking group affiliated with Ukraine.

What Types of Attacks Does IT Army of Ukraine Execute?
IT Army of Ukraine carries out DDoS (Denial-of-Service) attacks on the websites and

networks they specify. These DDoS attacks sometimes happen to make a website
completely unusable, and sometimes it happens to temporarily stop or slow down some
systems to harm Russia's economy. As a result of these attacks, confidential information of
the attacked systems is also leaked, and they share them in the Telegram group.

They support these attacks with tools they wrote themselves or with open source proxies
such as "Death By 1000 Needles" or "mhhddos_proxy".
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Which Sectors Is IT Army of Ukraine Targeting?
IT Army Of Ukraine has targeted almost all sectors in the last year. In total, it has

carried out DDoS attacks by sharing over 9,100 individual IP addresses and URLs on the
Telegram channel. In order from most to least:

● Government-run Websites (Courts, Ministry Of Foreign Affairs, Post Office, Russian
Parliament, Beverage Delivery Service…)

● Bank, Payment Systems And Stock Market (Qiwi, Gazprom Bank, Central Bank,
Paytrans, Alfa-bank, Moex, Sberbank…)

● Media (Mk.ru, Gazeta.ru, Aif.ru, Tass.ru…)
● Propaganda Websites
● Auction Sites (Rosltorg)
● Television Channels And Services (Okko.tv, Wink.ru)
● Video Conferencing Apps/sites
● Logistics (Ati.su, Datrans.ru, Dellin.ru)
● Audit And Accounting Services
● Sites Selling Military Equipment (Voentorg, 2gis)
● Websites Of Terrorist Groups Against Ukraine
● Ticket Reservation Sites (Booking Website)
● Websites Selling Unmanned Aerial Vehicles (Copter Drone Shops, Citilink.ru)
● University Websites
● Insurance Companies
● Holdings
● Courier Services (Express.dhl.ru, Boxberry.ru)
● Cinema And Tv Series Services
● Telecom And Communication Companies (Crelcom.ru)
● Internet Service Providers (Farline.net, Miranda-media, Dom.ru)
● Airlines
● Food Delivery Sites (Vkusvill.ru, Smokat.ru, Utkonos.ru)
● Electronic And E-commerce Sites (Wildberries.ru, Ozon.ru, Chipdip.ru)
● Veterinarians (Vetis)
● Petrol And Gas Trading Sites
● Freelance Platforms (Fl.ru, Advego.com)
● Job Sites (Superjob, Hh.ru, Zarplata.ru)
● Ddos Guards
● Automotive Industry (Drom.ru, Exist.ru, Autodoc.ru)
● Importer Companies (Dns-shop.ru)
● Search Engines

Many other industries have been the target of these attacks.
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IT Army of Ukraine's Attacks
Here are some examples of cyber attacks involving IT Army of Ukraine directly or indirectly:

Example attacks

October 24, 2022
On October 24, 2022, the IT ARMY of Ukraine group accessed and extracted more than 230
Gb of large databases of its victims. This data included various operational documents,
transportation and employee profiles.

Gazprom Transgaz, Russian Railways, Mettal Steel Plant in Novolypetsk, Russian company
FTNET
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December 22, 2022
On December 22, 2022, the IT ARMY OF UKRAINE group was behind the attack on
Russian-affiliated freelance.ru. With DDoS attacks, they forced the victim to remain offline for
a certain period of time.
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February 28, 2022

On February 28, 2022, Sberbank main domain and many ATMs became unusable due to
DDOS attacks on Sberbank DNS servers.
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January 16, 2023
January 16, 2023 After the attack on the Russian Regional Development Bank, they caused
the fuel cards to not work at the gas stations.

January 25, 2023

Owned by Russia on January 25, 2023 They targeted digital accounting firm Sbis.
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February 15, 2023

February 15, 2023 They gained access to the corporate network of PayTrans, an IT
company that serves the payments of Moscow's normal and medium-capacity metro. It
leaked source code for online payment mobile apps, application server for wire transfers,
ORA2 and ORA1 for payment transactions, CCTV data.
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February 20, 2023
February 20, 2023 QIWI Bank, headquartered in Cyprus, suffered a cyber attack that
damaged its reputation with its customers.

February 24, 2023
IT ARMY OF UKRAINE February 24, 2023 The Russian digital bank blocked its operations
as a result of a DDoS attack against Tochka.
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March 1, 2023
March 1, 2023 IT ARMY OF UKRAINE carried out a successful DDoS attack on Russian
customs, leading to a system failure in the electronic declaration process and blocking the
cargo customs clearance procedure.
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March 15, 2023
On March 15, 2023, the targeted Bank Bars fell victim to DDoS and lost many of its
customers. So the IT ARMY OF UKRAINE group got what it wanted.
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March 20, 2023
On March 20, 2023, the banking system "ABR Bank" fell victim to a DDoS attack that
interrupted all its operations.
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March 25, 2023
On March 25, 2023,IT ARMY has been silent for a few days, but during this period, they
launched DDoS attacks on two important banks belonging to Russia, Novikom and Russian
Agrarian Bank, rendering them unusable for a certain period of time.
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IT Army of Ukraine’s Attack TTPs

Tactics Technique Technique ID

Impact Endpoint Denial of Service:
Service Exhaustion Flood

T1499.002

Impact Network Denial of Service:
Direct Network Flood

T1498.001

Reconnaissance Active Scanning: Scanning
IP Block

T1595.001

Reconnaissance Gather Victim Network
Information: DNS

T1590.002

Reconnaissance Gather Victim Network
Information: IP Addresses

T1590.005

Collection Data From Local System T1005
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IT Army of Ukraine’s Attack IOCs
IOC IOC Type
xn--80aafyzixh[.]xn--j1amh Domain

www[.]zdg[.]md Domain

www[.]usatoday[.]com/search/results?q= Domain

www[.]ukrinform[.]ru Domain

www[.]ted[.]com/search?q= Domain

www[.]stily[.]ge Domain

www[.]rondevo[.]com Domain

www[.]psichopatas[.]lt Domain

www[.]picuki[.]com Domain

www[.]ostro[.]org Domain

www[.]onlinedics[.]ru Domain

www[.]mamywiekszego[.]pl Domain

www[.]fbi[.]com Domain

www[.]dynamomania[.]com Domain

www[.]cia[.]gov/index[.]html Domain

www[.]bigmir[.]net Domain

www[.]alia[.]ge Domain

www[.]abw[.]by Domain

www[.]1variant[.]ru Domain

war[.]lt Domain

vug[.]pl/takeRussiaDown[.]html Domain

vug[.]pl Domain

vtemu[.]by Domain

vlast[.]kz Domain

v3[.]jrmk[.]net Domain

ukrainiancharm[.]com Domain

ukraine[.]is-great[.]org Domain

ua[.]korrespondent[.]net Domain

tv8[.]md Domain

trendy-u[.]com Domain

the-list[.]ams3[.]cdn[.]digitaloceanspaces[.]c
omtarahtino[.]notion[.]site/tarahtino Domain
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talkytimes[.]com Domain

talkyminute[.]com Domain

talkyhour[.]com Domain

stoprussianweb[.]eu Domain

stopputin[.]ddns[.]net Domain

stop-russian-fake[.]news Domain

stop-russia[.]synergize[.]co Domain

stop-russia[.]rf[.]gd Domain

stop-russia[.]great-site[.]net Domain

stop--russian--desinformation-near-page[.]tr
anslate[.]goog Domain

stiri[.]md Domain

star[.]korupciya[.]com Domain

slavaukraini[.]online Domain

slavaukraini[.]000webhostapp[.]com Domain

sbiblio[.]com Domain

russianwarshipgofuckyourself[.]club Domain

russia-must-be-stopped-6mpfu[.]ondigitaloc
ean[.]app Domain

ru[.]jooble[.]org Domain

romancetale[.]com Domain

ringside24[.]com Domain

realist[.]online Domain

raid[.]shell[.]enes[.]tech Domain

r[.]search[.]yahoo[.]com Domain

putler[.]whonnock[.]sk Domain

putin-huilo[.]xyz Domain

primetime[.]ge Domain

pravdatutnews[.]com Domain

point[.]md Domain

play[.]tavr[.]media Domain

pia[.]ge Domain

peliskovi[.]cz Domain

peimquizpol[.]xyz/ Domain

padaread[.]com Domain

19

http://talkytimes.com
http://talkyminute.com
http://talkyhour.com
http://stopputin.ddns.net
http://stop-russia.synergize.co
http://stop-russia.rf.gd
http://stop-russia.great-site.net
http://stiri.md
http://star.korupciya.com
http://slavaukraini.000webhostapp.com
http://sbiblio.com
http://ru.jooble.org
http://romancetale.com
http://ringside24.com
http://r.search.yahoo.com
http://putler.whonnock.sk
http://primetime.ge
http://pravdatutnews.com
http://point.md
http://pia.ge
http://peliskovi.cz
http://padaread.com


In-Depth Analysis on The Roles of Threat Actors and Attacks In The Ukraine-Russia War

padabum[.]com Domain

ovh1[.]vanagas[.]tech Domain

osvita[.]name Domain

omore[.]city Domain

officiel-online[.]com Domain

nowar[.]1plus[.]red Domain

norussian[.]tk Domain

news[.]bigmir[.]net Domain

neagent[.]by Domain

mwl[.]vdl[.]pl Domain

megatv[.]ge Domain

mbox[.]bigmir[.]net Domain

mamywiekszego[.]pl Domain

m[.]valentime[.]com Domain

m[.]rondevo[.]com Domain

m[.]orchidromance[.]com Domain

m[.]loveswans[.]com Domain

m[.]funchatt[.]com Domain

m[.]derzhava-sveta[.]webnode[.]ru Domain

m[.]amourfeel[.]com Domain

m[.]amourfactory[.]com Domain

m[.]999[.]md Domain

livebeam[.]com Domain

lady[.]tochka[.]net Domain

kuzelovi[.]cz Domain

kratkoe[.]com Domain

korupciya[.]com Domain

korrespondent[.]net Domain

konspiracie[.]tresk[.]sk Domain

knizhnik[.]org Domain

kinowar[.]com Domain

kaszaniok[.]github[.]io Domain

kanalukraina[.]tv Domain

joinposter[.]com Domain

jebacruskich[.]page Domain
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ipfs[.]io Domain

internetua[.]com Domain

higherror[.]notion[.]site Domain

help-ukraine-win[.]web[.]app Domain

help-ukraine-win[.]s3[.]eu-west-1[.]amazona
ws[.]com/index[.]html Domain

help-ukraine-win[.]s3[.]eu-west-1[.]amazona
ws[.]com Domain

help-ukraine-win[.]firebaseapp[.]com Domain

gonzo[.]shell[.]enes[.]tech Domain

glavpost[.]com Domain

github[.]com/chmod777anarchy Domain

gazetaby[.]com Domain

fuck-desinformation[.]netlify[.]app Domain

freeanon[.]xyz Domain

fraza[.]com Domain

forum[.]ge Domain

fortuna[.]ge Domain

footballua[.]tv Domain

football[.]by Domain

fly[.]freecluster[.]eu Domain

fc2f61349e3b9152a43028e0509d10dc[.]saf
eframe[.]googlesyndication[.]com Domain

exk[.]kz Domain

euroradio[.]fm Domain

enovosty[.]com Domain

edufuture[.]biz Domain

e007c0704f610e92c793531d460e7e90[.]saf
eframe[.]googlesyndication[.]com Domain

dstat[.]sorryy[.]me Domain

droni[.]ge Domain

docs[.]google[.]com/document/d/18nxvjQuH
pAgrJ-t9S9CJ9dPK9_z0F73UrBpBFn7ZyVo Domain

digest[.]pia[.]ge Domain

dev[.]by Domain

derzhava-sveta[.]webnode[.]ru Domain
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deathtoputin[.]github[.]io Domain

ddosrussia[.]netlify[.]app Domain

ddos[.]featurelab[.]software Domain

ddos-russian-sites[.]com Domain

ddos-hohlov[.]vercel[.]app Domain

d-31801991032363131989[.]ampproject[.]n
et Domain

cyber-yuzh[.]com Domain

cyber-yozh[.]com Domain

cyber-ukraine[.]com Domain

c9248b6329f2bcf745f2dc603017afd7[.]safef
rame[.]googlesyndication[.]com Domain

babsi[.]de Domain

atp[.]gofintechapp[.]com Domain

asiacharm[.]com Domain

as104[.]online-stars[.]org Domain

apteka[.]103[.]by Domain

antiput[.]in Domain

amourleague[.]com Domain

amourfeel[.]com Domain

amourfactory[.]com Domain

aif[.]by Domain

9c6a8bc8c2a9e9e14ce94fbc4d280c26[.]saf
eframe[.]googlesyndication[.]com Domain

81g6bk[.]csb[.]app Domain

5sfer[.]com Domain

24news[.]ge Domain

ddoshohlov[.]net Domain

ddos-ukrov[.]netlify[.]app Domain

help-ukraine-win[.]com Domain

fuckrf[.]ga Domain

feraquiziru[.]xyz Domain

notwar[.]ho[.]ua Domain

187[.]86[.]129[.]122 IPv4 Address

187[.]86[.]129[.]134 IPv4 Address

187[.]86[.]153[.]254 IPv4 Address
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187[.]87[.]189[.]252 IPv4 Address

187[.]87[.]19[.]186 IPv4 Address

187[.]87[.]198[.]250 IPv4 Address

187[.]87[.]200[.]106 IPv4 Address

187[.]92[.]132[.]14 IPv4 Address

187[.]94[.]16[.]59 IPv4 Address

187[.]94[.]209[.]246 IPv4 Address

187[.]94[.]211[.]60 IPv4 Address

187[.]94[.]253[.]81 IPv4 Address

187[.]95[.]112[.]36 IPv4 Address

187[.]95[.]114[.]125 IPv4 Address

187[.]95[.]136[.]10 IPv4 Address

187[.]95[.]136[.]14 IPv4 Address

187[.]95[.]136[.]194 IPv4 Address

187[.]95[.]136[.]46 IPv4 Address

187[.]95[.]136[.]74 IPv4 Address

187[.]95[.]34[.]135 IPv4 Address

187[.]95[.]38[.]17 IPv4 Address

187[.]95[.]80[.]137 IPv4 Address

187[.]95[.]80[.]141 IPv4 Address

187[.]95[.]82[.]45 IPv4 Address

187[.]95[.]82[.]57 IPv4 Address

188[.]0[.]151[.]36 IPv4 Address

188[.]112[.]39[.]231 IPv4 Address

188[.]112[.]39[.]233 IPv4 Address

188[.]116[.]40[.]238 IPv4 Address

188[.]119[.]30[.]75 IPv4 Address

188[.]119[.]30[.]83 IPv4 Address

188[.]120[.]232[.]181 IPv4 Address

188[.]120[.]245[.]247 IPv4 Address

188[.]124[.]12[.]43 IPv4 Address

188[.]124[.]15[.]238 IPv4 Address

188[.]124[.]46[.]55 IPv4 Address

188[.]126[.]45[.]161 IPv4 Address

188[.]126[.]62[.]142 IPv4 Address
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188[.]127[.]249[.]9 IPv4 Address

188[.]127[.]250[.]62 IPv4 Address

188[.]130[.]138[.]12 IPv4 Address

188[.]131[.]233[.]175 IPv4 Address

188[.]132[.]241[.]162 IPv4 Address

188[.]133[.]137[.]9 IPv4 Address

188[.]133[.]138[.]197 IPv4 Address

188[.]133[.]139[.]219 IPv4 Address

188[.]133[.]152[.]125 IPv4 Address

188[.]133[.]152[.]247 IPv4 Address

188[.]133[.]152[.]25 IPv4 Address

188[.]133[.]153[.]143 IPv4 Address

188[.]133[.]153[.]161 IPv4 Address

188[.]133[.]153[.]187 IPv4 Address

188[.]133[.]157[.]61 IPv4 Address

188[.]133[.]158[.]145 IPv4 Address

188[.]133[.]158[.]27 IPv4 Address

188[.]133[.]158[.]51 IPv4 Address

188[.]133[.]158[.]80 IPv4 Address

188[.]133[.]160[.]22 IPv4 Address

188[.]133[.]173[.]21 IPv4 Address

188[.]134[.]1[.]49 IPv4 Address

188[.]134[.]88[.]222 IPv4 Address

188[.]134[.]9[.]40 IPv4 Address

188[.]136[.]162[.]204 IPv4 Address

188[.]136[.]162[.]30 IPv4 Address

188[.]136[.]167[.]33 IPv4 Address

188[.]136[.]216[.]201 IPv4 Address

188[.]137[.]82[.]179 IPv4 Address

188[.]138[.]139[.]216 IPv4 Address

188[.]138[.]179[.]13 IPv4 Address

188[.]138[.]205[.]242 IPv4 Address

188[.]138[.]254[.]218 IPv4 Address

188[.]143[.]235[.]128 IPv4 Address

188[.]143[.]235[.]130 IPv4 Address
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188[.]143[.]235[.]24 IPv4 Address

188[.]156[.]240[.]240 IPv4 Address

188[.]162[.]227[.]222 IPv4 Address

188[.]163[.]170[.]130 IPv4 Address

188[.]163[.]171[.]198 IPv4 Address

188[.]165[.]119[.]206 IPv4 Address

188[.]165[.]224[.]186 IPv4 Address

188[.]165[.]225[.]139 IPv4 Address

188[.]165[.]226[.]95 IPv4 Address

188[.]165[.]233[.]121 IPv4 Address

188[.]165[.]254[.]122 IPv4 Address
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8[.]42[.]71[.]226 IPv4 Address

8[.]42[.]71[.]5 IPv4 Address

8[.]44[.]216[.]242 IPv4 Address
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80[.]191[.]169[.]79 IPv4 Address
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80[.]241[.]251[.]54 IPv4 Address
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80[.]243[.]158[.]6 IPv4 Address
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122[.]200[.]150[.]233 IPv4 Address

122[.]200[.]150[.]249 IPv4 Address
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122[.]226[.]57[.]70 IPv4 Address
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122[.]228[.]145[.]126 IPv4 Address

122[.]247[.]86[.]4 IPv4 Address

122[.]248[.]197[.]121 IPv4 Address

122[.]248[.]46[.]253 IPv4 Address
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122[.]50[.]7[.]141 IPv4 Address

122[.]52[.]187[.]137 IPv4 Address

122[.]53[.]82[.]126 IPv4 Address
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123[.]207[.]26[.]92 IPv4 Address
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123[.]213[.]70[.]176 IPv4 Address
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123[.]231[.]141[.]61 IPv4 Address
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123[.]231[.]152[.]174 IPv4 Address
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103[.]216[.]82[.]22 IPv4 Address
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103[.]217[.]237[.]46 IPv4 Address
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103[.]217[.]73[.]73 IPv4 Address
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103[.]221[.]254[.]125 IPv4 Address
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103[.]225[.]89[.]54 IPv4 Address
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