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In-Depth Analysis on The Roles of Threat Actors and Attacks In The Ukraine-Russia War

Summary

The beginning of the Russia-Ukraine war dates back to Russia's annexation of
Crimea in 2014. The political tension that erupted in 2021-2022 was the last straw and
Russian forces took action on Putin's orders. Taking action on February 24, 2022, Russian
forces launched a large-scale invasion of Ukraine. Russian President Vladimir Putin claims
that this is not an invasion, but that Russia is protecting its geopolitical interests in the
region, its citizens and its deployed soldiers.

Cyber Wars in The Ukraine-Russia War

In 2014, Russia annexed Crimea, leading to conflict in the Donbass region and the
start of a cyber war between Ukraine and Russia. Since then, Ukraine has been a frequent
target of Russian cyber attacks, including ransomware, DDoS, and data manipulation. These
attacks have targeted critical sectors such as energy, finance, and communication.

One of the most notable cyber attacks on Ukraine occurred in 2015 when parts of the
country experienced power cuts. The attack was allegedly carried out by the pro-Russian
group Sandworm, which targeted the country's electricity grid. This cyber attack caused a
worldwide debate on cybersecurity and served as a wake-up call for Ukraine to take stronger
measures on cybersecurity.

Following the attack, Ukraine implemented several measures to enhance its cybersecurity
capabilities. The country established a National Coordination Center for Cybersecurity and
developed a national cybersecurity strategy. Additionally, the government introduced
legislation to strengthen cybersecurity regulations and established partnerships with
international organizations to share best practices and expertise.

Despite these efforts, Ukraine remains a target for cyber attacks from Russia. In 2017, the
country was hit by another cyber attack, the NotPetya ransomware attack, which caused
widespread disruption in Ukraine and other countries. The attack is believed to have been
carried out by Russian hackers and caused billions of dollars in damage.

Ukraine's experience highlights the growing threat of cyber attacks and the need for
countries to take cybersecurity seriously. As technology continues to advance, the risk of
cyber attacks is only going to increase. Therefore, countries must continue to invest in
cybersecurity measures to protect themselves from these threats.
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In-Depth Analysis on The Roles of Threat Actors and Attacks In The Ukraine-Russia War

Threat Actor Review: KillNet

Who is KillNet?

KiIlINET is a hacker group that emerged directly out of the Russia-Ukraine war. With
the merger of many different groups, the "KIlINET Hacker Group" was created to defend
Russia on the cyber front in the Ukraine war. Killnet announced that it has started a cyber
war by launching DDOS attacks against many anti-Russian countries, including Ukraine, all
countries that support Ukraine, NATO countries. In May 2022, Kilinet hackers attacked the
Romanian government, a NATO member state. The hackers targeted the Romanian
government after its statements of support for Ukraine, causing Romanian government
systems to experience days of outages.

In June 2022, they targeted Italy. The Italian attack started with a DDoS attack on several
websites. The attacks continued with events such as the hacking of the Italian Senate
website and the hacking of the Italian Automobile Club.

However, these attacks were not enough to satisfy KilINET because they did not make much
noise and did not strengthen Russia's hand militarily and intelligence-wise. KilINET then
issued a call for cyber mobilization.

It declared that other hacker groups should get involved and act in a much stronger way.
KilINET openly called on all hacker groups that had declared cyber war against Ukraine to
join its ranks.

Many famous hacker groups such as f-CkNet, Zarya, RaHDiT, DPR Joker, ZSecnet,
XaKNET, Beregini, CyberArmyRussia, Anonymous Russia and many others responded
positively to this call. KiINET was now one of the largest operational hacker armies in the
world.
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In-Depth Analysis on The Roles of Threat Actors and Attacks In The Ukraine-Russia War

What are the Activities of KilINet?

It carried out DDOS attacks on critical systems of many countries such as the USA,
France and Italy. NATO countries, especially the US, did not take KillNet seriously because
its first cyber attacks were DDoS attacks. There was no leakage of critical information. After
all, these attacks only caused interruptions.

However, the hacker group made some strategic changes within itself, divided into
sub-groups and this time joined the front line to carry out much more critical cyber attacks.
KillNet united a number of hacker groups, all Russian nationalists (LEGION, Russia
Anonymous, etc.), all of them closely allied with Russian intelligence, but also with units of
the Russian military, and they began to carry out direct targeted attacks.

Which Side They Supports?

It was created to defend Russia on the cyber front in the Ukrainian war.

What Types of Attacks Does KillNet Execute?

KIlINET hackers do not perform technically complex attacks. In fact, they usually
perform DDOS Attack attacks. Services known to conduct Brute-Force-Attacks attacks:
21 FTP, 80 HTTP, 443 HTTPS, 22 SSH

Which Industries Is KillNet Targeting?

KillNet attacked sectors such as government, health, defense and weapons,
technology, airports and more.
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In-Depth Analysis on The Roles of Threat Actors and Attacks In The Ukraine-Russia War

KillNet's Attacks

Lockheed Martin:

=

Skip to main content |

&) lockheedmartin.com/en-us/index.h @ A1

| ]

504 ERROR

Taggle navigation The request could not be satisfied.
Pong accounc Maintenance n
Account Maintenance CloudFront attempted to establish a
LOC%RLM@RTIN connection with the origin, but either the
FED LM Acc attempt failed or the origin closed the
i W S \{.L‘-hbl.\’ Account . .
SE gemenst connection. We can't connect to the server for
; S — this app or website at this time. There might
i — be too much traffic or a configuration error.

Try again later, or contact the app or website
owner.

If you provide content to customers through
CloudFront, you can find steps to troubleshoot
Lo‘n_,‘m!ﬂ"um;m,m'g i 5. and help prevent this error by reviewing the
customers and collegy CloudFront documentation.

request and manag

Jlyqwas B mupe cuctema 3auwmtbl Akamai orBanunacso
I oT Lockheed Martin. BO3MO>XHO OHW MOHANIN YTO He
HY>XHO nomMmoraTtb Teppopuctam!

By August 2022, the KIlINET hackers, now sufficiently powerful and strategically divided into
many sub-groups, carried out the first high-profile attack, which frightened the countries that
sided with Ukraine against Russia. Lockheed Martin, the largest defense and weapons
technology developer in the US and the world, was targeted. And this time it was not just a
DDoS attack. Many critical military technology information, Lockheed Martin employees'
information, and many information and documents belonging to the US Army were leaked.
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In-Depth Analysis on The Roles of Threat Actors and Attacks In The Ukraine-Russia War

Japan Goverment Websites and Systems:

[ o1 L

A OFFLINE

3NeKTpoHHOe NpaBuTenkLCTBO ANoHUK ([ocycnyri)

[NaeHeIA HanoroBwlA noptan AnoHuu (pabounii cton)

fWwWw.portal.e

In September 2022, this time they targeted Japan, which had declared support for Ukraine.
They hacked many Japanese government websites and systems.
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In-Depth Analysis on The Roles of Threat Actors and Attacks In The Ukraine-Russia War

NGA (National Geospatial Intelligence Agency):

Msas nonb3opaTens

MNpepcTaBnATE HAa pacCMOTREHWE

3abbin naponb

Btl NoNy4EETE QOCTYN K AHPOpMaLHoHHOA CMCTEME NPEEXTENLCTES CLUA, KOTOPER BXKNEIHEET 3TOT KOMNLIOTER, 3TY
KNk PHYHD CETh, BOE KOMNBIOTEDR, NOKKNEMEHHDE K 3TOA CETH, W BEE YETRORCTEA W/MAW HOCHTENW QAHHLIK, NERKNEMEHHDIS
CETH WK K KSMNBHTERY B 3TOR CETH, 3Ta MM

pa3| eHWA NpasnTenscTea CLUA. HecasLWoHMpoBaHHDe W HEHAONEHAEE BCNONLIDBAHKE ITOA CHCTEME MOMET

K QWCUMNAMHAPHEM BG CHAHMAM, 3 TAKKE MPOEiaHcKHM W Y ION0BHEIM COHKLWAM, MCRonsaye 377 esdopMalnoHHYIO ©

Bbl NOHHMBETE M COTNEILAETECE CO CAEOYIOWMKE ¥ BEC HET DaIYMHLIX OHHAEHAWA KOHDHASHUMANLROCTH B OTHOWEHMA N
COOBUIEHHA, NEpENIBAEMbIX YEDED ITY WHESDMaL® ¥ WETEMY, W BaHMbIX, XPOHAWMNER B 3TOR AH Ly b -
B megsboe BPEMA NPaBATENBETEO MOHET OTCNEHHBATh, NEpEXBATHIETh, HCXATH WHIH KOHPHCHEBLIBATH AAHHDIE, NEPElabdedble

WA paHALWECA B 3TO0H JI-$DPM3UI1DHHOH CHCTEME

MopaTe 3aABKY Ha YYETHYIO 3aNMCh

NFEQYNPEMIEHWE! Mcnonsz08aHWe OGWEROCTYNHELE KOMNEKTEPOE [Hanpyrep, GubnwoTer, asponopToe, Kadse, oTensd M T. §.)
ANA QOCTYNA K 3TOR WHEOPMALHOHHOR CHCTEME HE JONYCKAeTeA, TAKOA THN HCNONEI0BEA MOKET NPWBECTH K
HENEEAHAMEPEHHOMY PICNPOCTREHEHNI MHHOPMALHA HEYTIOAHOMOYEHHLIS NUUAM. JaHHEE MOPYT DCTATECA Ha 3T0M
KOMMBHITEDE, B PENYALTATE S0 CAEEYILMA YENoEer, BCNONLIYIOUHA ITOT KoMNEHITED, CMOMET NPOCMATHARITE DLW aHHE

By clicking the Sign in buttan, you agree to the
RIGSMET Tems of Liss

& ATaka Ha 3NeKTPOHHYK MHQPACTpyKTypy Pa3BeabiBaTeNBHOIO
AreHctea CLUA.

! "National Geospatial-Intelligence Agency, NGA)" —
npaeuTenbcTBeHHoe areHTcTBo CLUA, B 33341 KOTOpOro BXoauT
obecneyeHne BOBHHBIX, FOCYAAPCTBEHHBIX U MPaXAaHCKWX
nonb30BaTenei AaHHbLIMKU BUAOBOMR pa3Befikn U KapTorpaduyeckoi
WHGOopMaUmMeid. BxoauT B pa3eeabiBaTensHoe coobuectso CLUA.

In October 2022, they listed a number of targets against their main enemy, the United
States. They particularly wanted the attacks to have a "humanitarian dimension". On their
Telegram channel, they posted a video of the Statue of Liberty in the US being hit by a
nuclear bomb and shared a complete list of US states they said they were targeting. The list
was quite long. KilINET attacked airports in 23 US states, including Florida and Colorado.
These attacks disrupted airline traffic, delayed flights for days, and canceled many flights.
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In-Depth Analysis on The Roles of Threat Actors and Attacks In The Ukraine-Russia War

Latvia, USA And Multi Country Attacks:

In November 2022, KilINET targeted not just one country, but several. Latvia and the United
States were at the top of the list. The hacker group intercepted and published many secret
documents of the Latvian government. Immediately afterwards, it launched a series of
attacks on the White House. It carried out prolonged DDoS attacks on the White House
website.

Starlink Attack:

With the famous businessman Elon Musk's redirection of Starlink Satellite Systems over
Ukraine, StarLink also got its share from KilINET. The hacker group announced that they
took over the Starlink APl system and redirected the satellites. The Ukrainian military
stopped using Starlink satellites after this attack.

() @ authstarlinkcom/?Re  +

Error: Server Error

The server encountered a temporary error and could not complete your
request.

Please try again in 30 seconds.

() @ apistarlink.com/auth <+

Error: Server Error

The server encountered a temporary error and could not complete you
request.

Please try again in 30 seconds.

1053 § 435 dp 112 § 41 25 9 ®&4 A4
&3 3

WE ARE KILLNET
Pabbl MnoHa Macka BOCTaHOBWW aBTOPM3aLIMI0, HO HUKTO He
moxeT sanoruHuTcs @

2104 = & ) /3 46 @2 .
&2102 @509 $175 @73 Vi §21 415
15 12 &7 5

WE ARE KILLNET
(®Eaza aanHbix STARLINK - Offline

& 2162 § 502 % 107 49 ¢ §30 @1

And they claim to have infiltrated closed US military systems.
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Help
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In-Depth Analysis on The Roles of Threat Actors and Attacks In The Ukraine-Russia War

KillMilk has put up for sale 150 million passwords belonging to residents of Europe, America,
Ukraine and other unfriendly countries.

The data includes :

Bank account passwords

Credit and debit card information

Crypto diaries

Desktop access systems from 6,000 different organizations worldwide.
Government portals

And thousands of other accesses.

Kilimilk

INFINITY TEANI

MpuseT mown apyr!
Espona, AMepuka, YkpanHa n gpyrune HEAOcTpaHsb! pagsbl
Bam npeanoXXurtb cBou noru B pasmepe 150 mnH
naponewni n Apyrmx BKYCHbIX flaHHbIX!
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In-Depth Analysis on The Roles of Threat Actors and Attacks In The Ukraine-Russia War

DDoS Attack to German Federal Intelligence Agency:

Check website https://www.bnd.bund.de/ == Py

Permanent link to this check report | Share report on Twitter
Checked on Thu Feb 16 08:36:44 UTC 2023 | Check again
Location - Result Time Code IP address
= Austria, Vienna ;onnectmn

-------------------- timead out
= Brazil, Sao Paulo Clonnectlon

---------------------- timed out
= Bulgaria, Sofia Server error 5.312s5 403 (Forbidden) | r
lew Czechia, C.Budejovice Server error 7.170s 403 (Forbidden) =
= Finland, Helsinki onnection

---------------------- timead out
[ § France, Paris connection

----------------- timead out
[ ¥ France, Roubaix Clonnectlon

--------------------- timed out
= Germany, Frankfurt Server error 5.242s5 403 (Forbidden) l (wl mnel

Connection

------------------------ timead out

The German Federal Intelligence Agency was attacked by DDoS on February 16 and
the main domain could not be accessed for a certain period of time.
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Ignitis Attack:

3HepreTuvecKul XONQuHr B
NuTtee noaseprca KpynHelwedl
KubepaTake 3a 10 neTt

=Jo] <

X ignitis

Nograscarecn B JHAERC HOBOCTIA ) Telegram

B peayneTate kubepaTtan mapywewa pabota sef-calmon
Kosnanud Igaitis u ES0, orpaHusena AocTyYnMocTs
HEKTEOHHBK Yenyr

KoMmeHTapuK oT CnyxBkl Ge2onacHoCT "ESD”
"B HacToALWee EpeMA NPOBOAUTCA paboTa ¢ HauWoHansHEIM
LeHTpOoM KDepBe30nacHoCT U NPeANPUHWUMAKITCA BCe
BO3MOXHEIE LIAark 4nA BOCCTaHOBNEHWMA CUCTEM”, — FOBOPWTCA B
COODLLEHWN KOMOaHWW.

& Takum oBpazom 7 Byay NpogonxaTe BT W BUTE B CamMEle
fi0NbHEIE MECTE HALLWX BPAaroe.

CHOCUTE AeCATKW CAATOE BonkLUe He MHTepecHo. WeHa GonsLue
WHTepecyeT Korga OeElUs 041H 3 NajakoT ece. LA 3Toro
HeoBX0AMM 3HANWN3 1 MCCNEA0BaHNA YAZEVMEIX MECT Y HaLLWx
konner. TakWe ToueuHslA yaapel B @6ano ropazgo 3G hexTUEHE: 11
HaHocAT B 100 kpaT Gonblue ypoHa Yen paboTa Halwux
nogpaarensi.

VILNIUS, 9 July - Sputnik. Lithuanian state-owned energy company Ignitis groupé is
facing the biggest cyberattack of the decade by Killnet. Killnet stated that the attacks will

continue.

(!
\{{
ThreatMon

13



In-Depth Analysis on The Roles of Threat Actors and Attacks In The Ukraine-Russia War

Killnet Targeted Health Sector and Hospitals:

KillNet launched its attacks on companies focusing on the health sector, targeting
western companies on March 17, 2023. DHHS released an analyst note on KillNet's threats
to the healthcare industry, and the group talked about the hijacking of a US medical ship
sent by US army troops.

Indian Goverment Attack:

Phoenix did not approve of the actions of the Indian government. They were able to
access the hospital, its staff and chief physicians on March 17, 2023.

"We have nothing against you and your people. But any action you take will have irreversible

and devastating consequences for the situation you're in. Don't mess with Phoenix and the
KillNet fraternity guys." The explanation has come.

@umis g D= @

.......

latn LT ] Disdrict Bub-Diatrict LIFT L
— M- e .
th Block SubDdsen Fural er Urba
o [rrewneey Ehpc P sl Faciity Trsk FRa Faxinry Catigary
rarch e by iy EYepe rary ] Rt ok gy
o hansiby oy inpuiname - . - -
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In-Depth Analysis on The Roles of Threat Actors and Attacks In The Ukraine-Russia War

KilINet’'s Attack TTPs

Tactics Technique Technique ID
Resource Development Acquire Infrastructure T1583
Resource Development Compromise Infrastructure T1584
Credential Access Brute Force T1110
Impact Network Denial of Service T1498
Impact Service Stop T1489
Reconnaissance Active Scanning T1595
Reconnaissance Gather Victim Identity T1589
Information
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KillNet's Attack IOCs

10C Type l0C loC
IPv4 91[.]132[.]147[.]168 IPv4 195[.1206[.]105[.]1217
IPv4 81[]117[.]18[.162 IPv4 185[.183[.]214[.]69
IPv4 81L]117[.]18]58 IPv4 185[.167[.]182[.]114
IPv4 72[.]1167[.]47[.169 IPv4 185[.156[.180[.165
IPv4 5[12[.169[.150 IPv4 185[.1220[.]102[.]1253
IPv4 45[.1154[.]1255[.]139 IPv4 185[.1220[.]102[.]1243
IPv4 45[.1154[.]1255[.]138 IPv4 185[.1220[.]102[.]242
IPv4 45[.]153[.]160[.]139 IPv4 185[.1220[.]101[.]35
IPv4 45[.]153[.]160[.]132 IPv4 185[1220[.]101.]15
IPv4 23[]129[.164[.]219 IPv4 185[.1220[.]100[.]1252
IPv4 23[]1129[.164[.]218 IPv4 185[.]220[.]100[.]1250
IPv4 23[]129[.164[.]217 IPv4 185[.]220[.]100[.]1248
IPv4 23[]1129[.164[.]216 IPv4 185[.1220[.]100[.]1243
IPv4 23[]129[.164[.]213 IPv4 185[.1220[.]100[.]242
IPv4 23[]1129[.164[.]212 IPv4 185[.1220[.]100[.]1241
IPv4 23[]129[.164[.]210 IPv4 185[.]129[.161L.]9
IPv4 23[.]129[.164[.]149 IPv4 185[.]100.]87[.]202
IPv4 23[.]129[.164[.]148 IPv4 185[.]100[.187[.]133
IPv4 23[.]1129].164[]147 IPv4 171[.]125[.]193[.]78
IPv4 23[.]129].164[.]142 IPv4 171[.]25[.]193[.]125
IPv4 23[.]1129].164[.]139 IPv4 164[.]92[.1218[.]139
IPv4 23[.]129].164[.]137 IPv4 162[.]247[.J74[.]200
IPv4 23[.]129].164[.]134 IPv4 156[.]146[]34[.]1193
IPv4 23[.]129].164[.]133 IPv4 144[.]217[.186[.]109
IPv4 23[.]129].164[.]132 IPv4 173[.]212[]250[.]114
IPv4 23[.]129[.164[.]131 IPv4 92[.]255[.85[.]135
IPv4 23[.]1129[.164[.]130 IPv4 92[1255[.]85[.1237
IPv4 209[.]141[.]58[.]146 IPv4 209[.[141[.]57[.]148
IPv4 205[.]185[.]115[.]33 IPv4 45[.]227[.]72[.]150
IPv4 199[.1249[.]230[.]87 IPv4 185[.]220[.]100[.]1255
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