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Summary
The beginning of the Russia-Ukraine war dates back to Russia's annexation of

Crimea in 2014. The political tension that erupted in 2021-2022 was the last straw and
Russian forces took action on Putin's orders. Taking action on February 24, 2022, Russian
forces launched a large-scale invasion of Ukraine. Russian President Vladimir Putin claims
that this is not an invasion, but that Russia is protecting its geopolitical interests in the
region, its citizens and its deployed soldiers.

This report is the 2nd Report in a series of investigations on threat actors playing an active
role in the Ukraine-Russia war, based on the KillNet report shared by ThreatMon earlier.

Cyber Wars in The Ukraine-Russia War
In 2014, Russia annexed Crimea, leading to conflict in the Donbass region and the

start of a cyber war between Ukraine and Russia. Since then, Ukraine has been a frequent
target of Russian cyber attacks, including ransomware, DDoS, and data manipulation. These
attacks have targeted critical sectors such as energy, finance, and communication.

One of the most notable cyber attacks on Ukraine occurred in 2015 when parts of the
country experienced power cuts. The attack was allegedly carried out by the pro-Russian
group Sandworm, which targeted the country's electricity grid. This cyber attack caused a
worldwide debate on cybersecurity and served as a wake-up call for Ukraine to take stronger
measures on cybersecurity.

Following the attack, Ukraine implemented several measures to enhance its cybersecurity
capabilities. The country established a National Coordination Center for Cybersecurity and
developed a national cybersecurity strategy. Additionally, the government introduced
legislation to strengthen cybersecurity regulations and established partnerships with
international organizations to share best practices and expertise.

Despite these efforts, Ukraine remains a target for cyber attacks from Russia. In 2017, the
country was hit by another cyber attack, the NotPetya ransomware attack, which caused
widespread disruption in Ukraine and other countries. The attack is believed to have been
carried out by Russian hackers and caused billions of dollars in damage.

Ukraine's experience highlights the growing threat of cyber attacks and the need for
countries to take cybersecurity seriously. As technology continues to advance, the risk of
cyber attacks is only going to increase. Therefore, countries must continue to invest in
cybersecurity measures to protect themselves from these threats.
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Threat Actor Review: Noname057(16)

Who is Noname057(16)?
Self-proclaimed in March 2022, hacker group NoName057(16) is a notorious

pro-Russian cybercriminal organization that conducts distributed denial-of-service (DDoS)
attacks on Ukraine and NATO-affiliated countries. Reacting to the evolving political situation,
it targets pro-Ukrainian companies and institutions in Ukraine and neighboring countries
such as Estonia, Lithuania, Norway and Poland.

The group, which has more than 32,000 followers on Telegram, first began appearing in the
media in early August 2022 after successfully attacking the Finnish and Polish parliaments.

Additionally, the group had a GitHub presence, according to some research firms.
NoName057 used the GitHub platform to perform DDoS attacks on targets in various NATO
countries and host the code used in their attacks. GitHub then disabled accounts belonging
to the group. The two GitHub profiles the group uses are dddosia and kintechi341.
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What are the Activities of Noname057(16)?

NoName057(16) specifically performs DDoS attacks. It uses public Telegram
channels, a volunteer-based DDoS payment program, to carry out its attacks.

NoName057(16) uses Telegram to take responsibility for their attacks, make fun of targets,
make threats and justify their actions as a group.

The group's targets include government organizations and critical infrastructures, where the
hacking group has launched a project called DDOSIA and invited volunteers to participate in
activities to launch DDoS attacks on targets they find "anti-Russian".

DDOSIA is a multi-threaded application that performs denial-of-service attacks against target
sites by repeatedly issuing network requests. DDOSIA issues requests as instructed by a
configuration file that the malware receives from a C2 server when it launches.

The group only reports successful DDoS attacks.
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Which Side They Supports?
NoName057 is a Russian-affiliated hacking group that has been observed operating

since March 2022.

What Types of Attacks Does Noname057(16) Execute?
Distributed Denial of Service (DDoS) is the group's most commonly used attack

method.In September, they launched their DDoS service Project DDoSia, aiming to reach
more people with the project and continue their activities.

Which Industries Is Noname057(16) Targeting?
The group targets Ukraine and NATO countries. (Ukraine, Latvia, Poland, Estonia,

Finland, Germany, Japan etc.)
It appears that they have organized attacks on a wide range of sectors.
These sectors are :

● Journalism - News
● Law
● National Security and International Relations
● Telecommunications
● Banking
● Public Administration
● Transportation and Storage
● Finance and insurance
● Delivery Services and more.
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Noname057(16)'s Attacks

49000.com.ua Attack:

In March-April 2022, mainly the newspaper and media sector was targeted. DDOS attacks
were organized on all newspaper websites that they thought were engaged in propaganda.
In mid-April, they stated, "We carry out DDOS attacks not only on Ukrainian media websites,
but also on the resources of Russophobic MPs."
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Passazieru Villciens Attack:

On June 2, 2022, the Latvian website Passazieru villciens (passenger train) was taken
down. Due to a DDOS attack by the NoName057(16) team, online ticket sales were not
possible for a long time.
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Latvian Seimas Attack:

"We killed the online portal for remote support and cooperation on the website of the Latvian
🇱🇻 Seimas, which recognizes Russia as a "sponsor of terrorism"," they explained their
actions in a statement. They carried out successive attacks on the same day.
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Lithuanian Ministry of Foreign Affairs Attack:,

To attract attention, they attacked the digital infrastructure of the Lithuanian Ministry of
Foreign Affairs, mocking their systems after the attack.
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Poland Attack:

Another sector they target is law. In places where they claim there is no law, they have found
the solution in DDOS attacks on websites. They reported that Poland's main courts will
attack 16 websites.
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Europe Attack:

They excitedly continued their DDoS attacks. They targeted Ministry websites. The attacked
websites included Luxembourg, North Macedonia, Slovakia, Slovenia, Hungary and Europe.
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Noname057(16)'s Announcement:

They also provide the people who follow them with information on how to ensure digital
security. They also announce important developments related to Russia and new services in
IT systems.
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DDoSia Project:

They announced that they have increased the reward fund for participants in the DDoSia
Project to 1 million rubles. They say that they are offering daily rewards to all active cyber
warriors, in line with their goal to increase the number of volunteers.
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Czech Republic Attack:

The group targeted the presidential election of the Czech republic held in January 2023.
They attacked the websites of presidential candidates. They carried out these attacks using
Telegram channels, a distributed denial-of-service (DDoS) payment program managed by
volunteers, a multi-OS-supported toolkit, and GitHub.
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Noname057(16)’s Country Based Announcements:

Germany:

The group's recent announcements about Germany.

Japan:

The group's recent announcements about Japan.
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Poland:

The group also carried out DDOS attacks against Poland's internet infrastructure at different
times. They targeted the Polish government after the Sejm of the Republic of Poland
officially recognized Russia as a terror sponsor state in mid-December 2022.

Denmark:

The group targeted Danish financial institutions in January 2023 because of Denmark's
support for Ukraine. Ministry of Finance, Danske Bank, Danmarks Nationalbank.

Ukraine:

The group, which learned that the Ukrainian army was training at a base near Rome,
specialized in SAMP-T anti-aircraft missile systems, which France supplied to Kiev, carried
out numerous cyber attacks on Italy on March 20, 2023.
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Macedonia:

It was closed due to the DDOS attack on the Parliament of the Republic of North Macedonia
at 12:51:50 on March 21, 2023.

Italy:

NoName057, on March 22, 2023 It was rendered inaccessible as a result of a DDOS attack
on the Italian Transport Regulatory Authority.
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22 March 2023 Bologna airport was rendered unusable for a certain period of time as a
result of DDoS attacks.

Poland:

On March 23, 2023, the websites of the Polish High-Speed Railways became unavailable
due to DDoS attacks.
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Italy:

NoNameRus057(16) aimed to cause serious damage by attacking Italy's internet
infrastructure because of its support for Ukrainian neo-Nazis.

Japan:

March 23, 2023 Japan became the new target of NoName057(16) after the Japanese Prime
Minister visited Kiev. An attack on the reservation and ticket purchasing service for the
railway company East Japan Railway Co. crashes the system.
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Noname057(16)’s Attack TTPs

Tactics Technique Technique ID

Discovery System Network
Connections Discovery

T1049

Command and Control Application Layer Protocol T1071

Impact Network Denial of Service T1498

Impact Endpoint Denial of Service T1499

Persistence Boot or Logon Autostart
Execution

T1547

Discovery System Network
Connections Discovery

T1049

Command and Control Application Layer Protocol T1071
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Noname057(16)’s Attack IOCs

Indicator Description

94d7653ff2f4348ff38ff80098682242ece6c407 DDosia.py encoded installer

e786c3a60e591dec8f4c15571dbb536a44f861c5 DDosia.py encoded installer

c86ae9efcd838d7e0e6d5845908f7d09aa2c09f5 December 2022 DDosia PyInstaller

e78ac830ddc7105290af4c1610482a41771d753f December 2022 DDosia PyInstaller

09a3b689a5077bd89331acd157ebe621c8714a89 July 2022 DDosia PyInstaller

8f0b4a8c8829a9a944b8417e1609812b2a0ebbbd dosia_v2_macOSx64 – May 2022

717a034becc125e88dbc85de13e8d650bee907ea dosia_v2_macOSarm64 – May 2022

ef7b0c626f55e0b13fb1dcf8f6601068b75dc205 dosia_v2_linux_x64 – May 2022

b63ce73842e7662f3d48c5b6f60a47e7e2437a11 dosia_v2.0.1.exe – May 2022

5880d25a8fbe14fe7e20d2751c2b963c85c7d8aa dosia_v2.0.1 – May 2022

78248539792bfad732c57c4eec814531642e72a0 dosia_v2.exe – May 2022

1dfc6f6c35e76239a35bfaf0b5a9ec65f8f50522 dosia_win_x64.exe – January 2023

2[.]57[.]122[.]82 C2 Server – Overlaps with Avasts Bobik
findings

2[.]57[.]122[.]243 C2 Server – Overlaps with Avasts Bobik
findings

109[.]107[.]181[.]130 C2 Server – October 2022 and earlier.
Overlaps with Avasts Bobik findings

77[.]91[.]122[.]69 C2 Server – December 2022

31[.]13[.]195[.]87 C2 Server – Mid December to Present Day

tom56gaz6poh13f28[.]myftp.org C2 Domain

zig35m48zur14nel40[.]myftp.org C2 Domain

05716nnm@proton[.]me NoName057(16) Email Address
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hxxps://t[.]me/noname05716 NoName057(16) Primary Telegram
Channel (open group)

hxxps://t[.]me/nn05716chat NoName057(16) Secondary Telegram
Channel (closed group)

hxxps://github[.]com/dddosia Account hosting DDOSIA downloading
GitHub Pages site.

dddosia[.]github.io Official DDOSIA download site linked to on
actors telegram page.

hxxps://github[.]com/kintechi341 Contributor to the DDOSIA toolkit
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