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In-Depth Analysis on The Roles of Threat Actors and Attacks In The Ukraine-Russia War

Summary

The beginning of the Russia-Ukraine war dates back to Russia's annexation of
Crimea in 2014. The political tension that erupted in 2021-2022 was the last straw and
Russian forces took action on Putin's orders. Taking action on February 24, 2022, Russian
forces launched a large-scale invasion of Ukraine. Russian President Vladimir Putin claims
that this is not an invasion, but that Russia is protecting its geopolitical interests in the
region, its citizens and its deployed soldiers.

This report is the 2nd Report in a series of investigations on threat actors playing an active
role in the Ukraine-Russia war, based on the KillNet report shared by ThreatMon earlier.

Cyber Wars in The Ukraine-Russia War

In 2014, Russia annexed Crimea, leading to conflict in the Donbass region and the
start of a cyber war between Ukraine and Russia. Since then, Ukraine has been a frequent
target of Russian cyber attacks, including ransomware, DDoS, and data manipulation. These
attacks have targeted critical sectors such as energy, finance, and communication.

One of the most notable cyber attacks on Ukraine occurred in 2015 when parts of the
country experienced power cuts. The attack was allegedly carried out by the pro-Russian
group Sandworm, which targeted the country's electricity grid. This cyber attack caused a
worldwide debate on cybersecurity and served as a wake-up call for Ukraine to take stronger
measures on cybersecurity.

Following the attack, Ukraine implemented several measures to enhance its cybersecurity
capabilities. The country established a National Coordination Center for Cybersecurity and
developed a national cybersecurity strategy. Additionally, the government introduced
legislation to strengthen cybersecurity regulations and established partnerships with
international organizations to share best practices and expertise.

Despite these efforts, Ukraine remains a target for cyber attacks from Russia. In 2017, the
country was hit by another cyber attack, the NotPetya ransomware attack, which caused
widespread disruption in Ukraine and other countries. The attack is believed to have been
carried out by Russian hackers and caused billions of dollars in damage.

Ukraine's experience highlights the growing threat of cyber attacks and the need for
countries to take cybersecurity seriously. As technology continues to advance, the risk of
cyber attacks is only going to increase. Therefore, countries must continue to invest in
cybersecurity measures to protect themselves from these threats.
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In-Depth Analysis on The Roles of Threat Actors and Attacks In The Ukraine-Russia War

Threat Actor Review: Noname057(16)

Who is Noname057(16)?

Self-proclaimed in March 2022, hacker group NoName(057(16) is a notorious
pro-Russian cybercriminal organization that conducts distributed denial-of-service (DDoS)
attacks on Ukraine and NATO-affiliated countries. Reacting to the evolving political situation,
it targets pro-Ukrainian companies and institutions in Ukraine and neighboring countries
such as Estonia, Lithuania, Norway and Poland.

The group, which has more than 32,000 followers on Telegram, first began appearing in the
media in early August 2022 after successfully attacking the Finnish and Polish parliaments.

Additionally, the group had a GitHub presence, according to some research firms.
NoName057 used the GitHub platform to perform DDoS attacks on targets in various NATO
countries and host the code used in their attacks. GitHub then disabled accounts belonging
to the group. The two GitHub profiles the group uses are dddosia and kintechi341.
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In-Depth Analysis on The Roles of Threat Actors and Attacks In The Ukraine-Russia War

What are the Activities of Noname057(16)7?
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NoName057(16) specifically performs DDoS attacks. It uses public Telegram
channels, a volunteer-based DDoS payment program, to carry out its attacks.

NoName057(16) uses Telegram to take responsibility for their attacks, make fun of targets,
make threats and justify their actions as a group.

The group's targets include government organizations and critical infrastructures, where the
hacking group has launched a project called DDOSIA and invited volunteers to participate in
activities to launch DDoS attacks on targets they find "anti-Russian".

DDOSIA is a multi-threaded application that performs denial-of-service attacks against target
sites by repeatedly issuing network requests. DDOSIA issues requests as instructed by a
configuration file that the malware receives from a C2 server when it launches.

The group only reports successful DDoS attacks.
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In-Depth Analysis on The Roles of Threat Actors and Attacks In The Ukraine-Russia War

Which Side They Supports?

NoName057 is a Russian-affiliated hacking group that has been observed operating
since March 2022.

What Types of Attacks Does Noname(057(16) Execute?

Distributed Denial of Service (DDoS) is the group's most commonly used attack
method.In September, they launched their DDoS service Project DDoSia, aiming to reach
more people with the project and continue their activities.

Which Industries Is Noname057(16) Targeting?

The group targets Ukraine and NATO countries. (Ukraine, Latvia, Poland, Estonia,
Finland, Germany, Japan etc.)
It appears that they have organized attacks on a wide range of sectors.
These sectors are :

Journalism - News

Law

National Security and International Relations
Telecommunications

Banking

Public Administration

Transportation and Storage

Finance and insurance

Delivery Services and more.
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In-Depth Analysis on The Roles of Threat Actors and Attacks In The Ukraine-Russia War

Noname057(16)'s Attacks

49000.com.ua Attack:

BHumanme, DDoS-araku Ha yKpauHCKue caiTh!

CeroAHa yTPOM MHOTHE YKDAWMHCKME CaiThl (B TOM YWCNe i Hall) NoABepriMce DoS-arakam co
CTOROHB! POCCHM. M3-33 3TOMO CAHT MOXET HEKOTOPOE BDEMA PaboTaTh HECTAEMALHG, WA Xe He
paboTaTth coBCEM. TeXHWMYECKWE CeLMAaNMCTLl Ha OTPAKEHWEeM aTakK yxe pabaTtaT.

HToGk! Bl HE YNYCTWNW BAXHOA MHQOPMALWK, Y HAC PaBOTAKOT TAKXKE W COLCETH.
MognuceieaiTecs, 348Ck Bl CMOXETE Y2HATE BCE ONEPATUEHD W M3 NEPBEIX yCT.

0 HpaewrcA = KOMMeHTHpOBaTE 5 NogenvTuca

Hawwmmm cTapaHnsamm BbLN ynoxeH pacnpocTpaHnTent pycodgobun
Ha YkpawHe 4900 ua. OH, Kak 1 BCe Haluu gpyrve uenu,
3aHUMaeTCH He ':Ky[::Hanmcmnom, a OTKpOBEHHOW NponaraHgoin
npoTue Poccun. MNpryem, He rHyLLaeTcsa kK, npuberaer k
MaHUNYALMAM W pazxuraet pycogobuto.

Bnaro, nocne Halewn ataky genartk BCe 3T0 ero COTPYAHWKW-
nponaraHanCTel He MOIIK JONroe BpeMA, MOTOMY YTO CalT Bkin
HEAOCTYNMEH MOb30BaTeNAM.

OBpaTtnTe BHUMAHWE, YTO MHOMMM PecypcaM YKpawmHCKoM
nponaraHbl HEOHALUMCTCKOrO PexMa 3eNeHCKoro B ToT ,qem,
npuLAock Hecnagko. 06 3ToM NULLYT 1 COTPYAHMUKM 1
B CBOeM rnocrte o Hawei DDOS-artake.

In March-April 2022, mainly the newspaper and media sector was targeted. DDOS attacks
were organized on all newspaper websites that they thought were engaged in propaganda.
In mid-April, they stated, "We carry out DDOS attacks not only on Ukrainian media websites,
but also on the resources of Russophobic MPs."
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In-Depth Analysis on The Roles of Threat Actors and Attacks In The Ukraine-Russia War

Passazieru Villciens Attack:

BnexTpryka Ha cradyme Qybyntel. MnnocTparweioe doto

©OTO: Rebeka Zeire/LETA

B cpegy 6bina HapylweHa Toproena 6MneTaMn Ha caite PasazZieru vilciens,
B TOM 4YUCNe H B MOBUNBHOM NMPHNOMEHWH, EDOﬁLLI,aET KOMNaHWA B
Twitter. Beyepom Toprosna 6uneTtamu PasaZieru vilciens B WHTepHeTe

K COOGIRNOGE. B CPATY NGONE 008012 RPOMILIEN G B TODrIANE GHANIN

HA CRATE M B NN

Chers NEsearaTe D008 ara i, CRESOEHI C

A CTaEH A Hl v CHNaTa 3amniape

17500 W G T0FD WONEHTR 4HENG BANSO008 CEAT

waen PRI ROGOGMEAETEN (5 SHE NN, @ BIRAET =

«OiA, a KTo 370 cenan?» &

Buepa Mbl BelBENW 13 CTPOA NATBWMIACKWIA caidT PasaZieru vilciens
(«MNaccaxnpcknii noesg»). 310 eAMHCTBEHHAA NACCaXMPCKan
Kene3HoAOPOXHaA KOMMaHWA B J1aTBUW.

On June 2, 2022, the Latvian website Passazieru villciens (passenger train) was taken
down. Due to a DDOS attack by the NoName057(16) team, online ticket sales were not

possible for a long time.
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In-Depth Analysis on The Roles of Threat Actors and Attacks In The Ukraine-Russia War

Latvian Seimas Attack:

NoName057(16) Eng

s & haln saaima lv
hoxmuTe, wTobw nepedTi BNepen.
epEHBAATE, YTOOE NPOCMOTPETE MCTORPMKD,

™

He ynaeTtca nonyyiTb AOCTYN K CAUTY

[p ; JnaHwA oTEeTa oT canta help.saeima.lv.

epa v BpaHgmMayapa

We've killed the online portal for remote support and
collaboration on the website of the Latvian =— Seimas, which
today recognized Russia as a “sponsor of terrorism” on the orders
of their Western Russophobic masters:

"We killed the online portal for remote support and cooperation on the website of the Latvian
== Seimas, which recognizes Russia as a "sponsor of terrorism"," they explained their
actions in a statement. They carried out successive attacks on the same day.
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In-Depth Analysis on The Roles of Threat Actors and Attacks In The Ukraine-Russia War

Lithuanian Ministry of Foreign Affairs Attack:,

NoName057(16)
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Friends, for the sake of interest, we decided to see what is
happening with the digital infrastructure of the Lithuanian Ministry
of Foreign Affairs™ . And we've discovered an interesting thing -
they don't give a sh*t about their citizens!

And note that most of the domains are behind the dumbest
American antiDDoS system CloudFlare (which have been
constantly under our attack @ ). which means that any user who
enters the site and enters their data will instantly send a copy of it
to servers in the USAZE. This is yet another confirmation of the
complete and total control by the overseas feudal lords of their
Baltic overlords.

To the citizens of Lithuania™" - our condolences. Actually no,
suffer and obey!

To attract attention, they attacked the digital infrastructure of the Lithuanian Ministry of
Foreign Affairs, mocking their systems after the attack.
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In-Depth Analysis on The Roles of Threat Actors and Attacks In The Ukraine-Russia War

Poland Attack:
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We are sure that the opportunity to fairly judge and evaluate their
actions in a number of countries has been completely repulsed.
Accordingly, a reasonable question arises - why do the courts in
these countries still exist? Today will be something big and loud.
We will turn off the main courts of one notorious russophobic
country - Poland ==.

We saw how its president bowed before the graves of Hitler's
accomplices and laid a wreath at the burial place of these
collaborators from the UPA. And after such an egregious incident,
he and other russophobes are trying to reproach our country for
something? @

Today we will “hurt” the judicial system of Poland™® and carry out
attacks on 16 websites of the main courts of this country. There
are no courts - there is no court!

Forward! For Russia®™! Let's teach Polish russophobes a lesson!

[

Another sector they target is law. In places where they claim there is no law, they have found
the solution in DDOS attacks on websites. They reported that Poland's main courts will
attack 16 websites.
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In-Depth Analysis on The Roles of Threat Actors and Attacks In The Ukraine-Russia War

Europe Attack:

502 Bad Gate

ngmx

He yAaeTca NoOAYUUTb A0CTYyN K
IpeBoileHo Bpews ©x. v | ATa wWw

Monpoty

We continue our exciting DDoS-journey through the Ministries of Defense

of Foreign Affairs and Defense of Luxembourgs
f

They excitedly continued their DDoS attacks. They targeted Ministry websites. The attacked
websites included Luxembourg, North Macedonia, Slovakia, Slovenia, Hungary and Europe.

§,{i¢/ 12
ThreatMon



In-Depth Analysis on The Roles of Threat Actors and Attacks In The Ukraine-Russia War

Noname057(16)'s Announcement:

X

UudpoBas rurmeHa

Korga Bam npegnaraioT pekiamy Mo Tem 3arnpocam, KOTOpbIe Bbl HE
ryrAMnu, HO KOTopkle 0BCYKAanK C APY3bAMY, BO3HUKAHOT
onpefeneHHbIe BOMpOoCkl, He Tak n? Takue Xe Bornpock
BO2HMKAKT W TOTAa, KOTr4a HEOXMAAHHEIM 0Dpa3oM cekpeTHas
MHbOPMaLIMA O Bac BCNbIBAET rae-To B CeTu.

Lindpoeas rurieHa - 3To ceoj Npaews, ciefyn KOTOpPLIM, UeNoBek
obecneynBaeT cBOK COBCTBEHHYK MHGOPMAaLIMOHHYO
He3zonacHocTk. Ytobbl 310 paboTano HeobxogumMo YeTko
cobnaatk XoTA Bkl pAA OCHOBHLIX TpeboBaHWIA:

* Mcnonb3yiiTe nporpaMMHoe obecneyeHne, COXpaHsioLLee B
CeKpeTe BCK MHPOPMaLMIO.

* He xpaHuTe B «BUPTyanbHOM o6nake» ckaHbl NacrnopTa 1 Apyrix
BaXXHbIX JOKYMEHTOB.

» He genuteck ntoBbIMKA 3HaYNTENBHBEIMW AaHHLIMIK O cebe B
COLCETAX.

* He nogknioyaiteck k oblectBeHHbIM WI-Fl-cetam 6e3 ocTpoii
HeobX0AMMOCTH.

BaxHo: 3aKOHOAATENLCTEE O 3aLMTE NoNbL30BaTENEN B CETH

They also provide the people who follow them with information on how to ensure digital
security. They also announce important developments related to Russia and new services in
IT systems.
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In-Depth Analysis on The Roles of Threat Actors and Attacks In The Ukraine-Russia War

DDoSia Project:

Nol“»JarT'uﬂOS?r"Iﬁ'i
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,ﬂ.[_:}'BI:-FI, 9 net Hazaj - 18 mapTa 2014 roga, KpeIM BEpHYACA B
POAHYH raBaHbL ™=

JAnsa Hac 370 Bennkunii aeHs W MosTomy, Mbl pewmnnn yBenu4nThb
GOHA BO3HArpaxAeHWA ANA y4acTHUKOB Hawwero npoekta DDoSia
Project go 1 munnuoHa py6neii! fg

HanoMHuM, 4TO C NepexoAom Ha HOE
HaLUW aKTUEHLIe Knbepboiiusl Teneps

BO3HarpaxjeHWA.

BcrynaidTe B Hal NpPOeKT No CCbIfKe:
[ft.me/+fiTz615tQ N

Jla npubyaet c Hamu cunal ffg Cnasa Poccun! =

They announced that they have increased the reward fund for participants in the DDoSia
Project to 1 million rubles. They say that they are offering daily rewards to all active cyber
warriors, in line with their goal to increase the number of volunteers.
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In-Depth Analysis on The Roles of Threat Actors and Attacks In The Ukraine-Russia War

Czech Republic Attack:

We just found out that 4,000 Ukrainian soldiers will soon be trained
at the Libava military training ground in the Czech Republic. At the
same time, at the end of 2022, the first group of ukrowarriors has
already completed this process. It is clear that the Russian
authorities strongly condemn such practices on the territory of the
European Union. In addition, presidential elections will soon be held
in the Czech Republic and we decided to "participate” in them

¢} Today we crashed the website of one of the candidates - Tomas
Zima:

s

Subscrib
8 Join our

| Subscribe to

mm Victory will be ours!

The group targeted the presidential election of the Czech republic held in January 2023.
They attacked the websites of presidential candidates. They carried out these attacks using
Telegram channels, a distributed denial-of-service (DDoS) payment program managed by

volunteers, a multi-OS-supported toolkit, and GitHub.
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In-Depth Analysis on The Roles of Threat Actors and Attacks In The Ukraine-Russia War

Noname057(16)’s Country Based Announcements:

Germany:

T BOCTYR < €alTy

Error 503 Backend fetch failed

Backend fetch failed
Guru Meditation:

XID

Varnish cache server

We shut down the website of the Federal Ministry of Trans The portal of the Polish ource Center of the Armed
Digital Infrastructure of Germany @: borcesdichy veourat

Forbidden

| 504 Gateway Time-out

en, and financial tran
¥ The total amount of rovided by Japan in
connection with the conflict in Ukraine amounted to about 210
billion yen (about $1.6 billio

JapanER, meet us! We shut down another subdomain ofthejapanese railway

The service of booking and buy ckets for the railway crashed: company Japan Railway Co - a search service:

The group's recent announcements about Japan.
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In-Depth Analysis on The Roles of Threat Actors and Attacks In The Ukraine-Russia War

W Poland within the next f ks may transfer its MiG-
fighters to Ukraine, Prime isz Morawiecki said.

We forced the tax website on the portal of the Ministry of Finance
of Poland™® to close access to foreign ip:

We return to Poland™® and shut down the procurement portal f
the needs of the Warsaw metro:

The group also carried out DDOS attacks against Poland's internet infrastructure at different
times. They targeted the Polish government after the Sejm of the Republic of Poland
officially recognized Russia as a terror sponsor state in mid-December 2022.

Denmark:

The group targeted Danish financial institutions in January 2023 because of Denmark's
support for Ukraine. Ministry of Finance, Danske Bank, Danmarks Nationalbank.

Ukraine:

The group, which learned that the Ukrainian army was training at a base near Rome,
specialized in SAMP-T anti-aircraft missile systems, which France supplied to Kiev, carried
out numerous cyber attacks on Italy on March 20, 2023.

B-LAR o i o o - M) nwcpmcmirecs fow o Mocosesd i Teesnporpaes  Tensancre informazione. it

KnGepBesonachocrs: npopoccHickue akepsl ?
aaninn o6 arane wa cairt CSM KuGepbesonaciocTs | Mpopoccufickue Xakepsi 19042023 [§] v
' 3anenAlT 06 atake Ha cait CSM Boecrarsa

Kufepbesonacwoome, npopoccuions ravepe sawansiom off amane wa ced-caum CEM
MpopoccHionie Ee8pal Y
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In-Depth Analysis on The Roles of Threat Actors and Attacks In The Ukraine-Russia War

Macedonia:

It was closed due to the DDOS attack on the Parliament of the Republic of North Macedonia
at 12:51:50 on March 21, 2023.

MoMName057(16)_reserve

e ]
| esmeamms : s 0y semamy
84 1535 cE 8 1)

MpoxHynW nopTan Accambnen PecnybBnnkn CegepHan MakejoHWA:
Xh:ps:e‘e'check-hDs:.ne:fcheck-repar—.e“?ﬁ?cabka-’-c

o NMoanucelBaidTech Ha kKaHan MNolameDs7(16)

8 Barynaiite B Haw DDoS-npoekt

! MNoanwuceiBaTeck Ha pezepEHEIN KaHan
W Eng version

Italy:

NoName057, on March 22, 2023 It was rendered inaccessible as a result of a DDOS attack
on the Italian Transport Regulatory Authority.

NoMName057(16) Eng

The website of the Italian Transport Regulatory Authority was
slammed:
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In-Depth Analysis on The Roles of Threat Actors and Attacks In The Ukraine-Russia War

22 March 2023 Bologna airport was rendered unusable for a certain period of time as a
result of DDoS attacks.

NoMame057(16) Eng

Mon-flying weather today for the Bologna airport website:

Poland:

On March 23, 2023, the websites of the Polish High-Speed Railways became unavailable
due to DDoS attacks.

MoMNamed57(16)_reserve

e

He v BeTER 10 AYUMTE: SOCTYT = STy

OTnpaenn DDOS-pakeTel Ha WHHOPMAaLMOHHEIR NopTan calita
roOpOACKON CKOPOCTHOM Xene3Hol Jopori MofbWwn, TeNeps pecypc
AOCTYMeH TONLKO NO NONLCKAM ip:

19
ThreatMon



In-Depth Analysis on The Roles of Threat Actors and Attacks In The Ukraine-Russia War

Italy:

NoNameRus057(16) aimed to cause serious damage by attacking Italy's internet
infrastructure because of its support for Ukrainian neo-Nazis.

Name057 crosa nanoct yuap: @
€pCKAf ATAKA Ha Cail
ICTHTYIHOHHOTO CYI1A

IR

| The second day we are destroying the Internet infrastructure of
Italy == for the fact that its Russophobic authorities support
Ukrainian neo-Mazis @

Media and social media users write about our cyber attacks. Only

| the prosecutor of Rome, who is supposed to conduct an
investigation against us, is silent, the director of the Italian Mational
Cybersecurity Agency Frattasi, for whose activities are allocated
huge money. The Italian authorities are also silent.

Japan:

March 23, 2023 Japan became the new target of NoName057(16) after the Japanese Prime
Minister visited Kiev. An attack on the reservation and ticket purchasing service for the
railway company East Japan Railway Co. crashes the system.

NoMName057(16)

W Bnacti ANOHWK NPUHANK PELLEHWE BBIAENNTE YipauHe $470
MAH B bopmaTe Ge3B03Me3gHON NOMOLLKM Ha 3HEPTETIKY 11 APYTIe
Hy el elle $30 MAH — Ha HeneTalbHOe CHapAxeHWe, - coobLmn
MpeMbEp-MUHUCTP ANOHAM @YMUo KMCWAE No UTOraM BU3NTA B
Kues.

OTNpaEnAeMca B TPUM Mo ANOHM | @

TpoxHYN1 cepenc BPOHUPOBAHIA W NOKYNKW BANETOR Ha
JKENE3HYH J0pOory KomMnaHwwy East Japan Railway Co:

X‘TIGSJ.-'.-"C‘TEC k-host.net/check-report/fafe29cka 11
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In-Depth Analysis on The Roles of Threat Actors and Attacks In The Ukraine-Russia War

Noname057(16)’s Attack TTPs

Tactics Technique Technique ID

Discovery System Network T1049
Connections Discovery

Command and Control Application Layer Protocol T1071

Impact Network Denial of Service T1498

Impact Endpoint Denial of Service T1499

Persistence Boot or Logon Autostart T1547

Execution

Discovery System Network T1049
Connections Discovery

Command and Control Application Layer Protocol T1071
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In-Depth Analysis on The Roles of Threat Actors and Attacks In The Ukraine-Russia War

Noname057(16)’s Attack IOCs

Indicator Description

94d7653ff2f4348ff38ff80098682242ece6c407

DDosia.py encoded installer

e786¢c3a60e591dec8f4c15571dbb536a44f861¢c5

DDosia.py encoded installer

c86ae9%efcd838d7e0e6d5845908f7d09aa2c09f5

December 2022 DDosia Pylnstaller

e78ac830ddc7105290af4c1610482a41771d753f

December 2022 DDosia Pylnstaller

09a3b689a5077bd89331acd157ebe621c8714a89

July 2022 DDosia Pylnstaller

8f0b4a8c8829a9a944b8417e1609812b2alebbbd

dosia_v2_macOSx64 — May 2022

717a034becc125e88dbc85de13e8d650bee907ea

dosia_v2_macOSarm64 — May 2022

ef7b0c626f55e0b13fb1dcf8f6601068b75dc205

dosia_v2_linux_x64 — May 2022

b63ce73842e7662f3d48c5b6f60a47e7e2437a11

dosia_v2.0.1.exe — May 2022

5880d25a8fbe14fe7e20d2751¢c2b963c85c7d8aa

dosia_v2.0.1 — May 2022

78248539792bfad732c57c4eec814531642e72a0

dosia_v2.exe — May 2022

1dfc6f6c35e76239a35bfaf0b5a9ec65f8f50522

dosia_win_x64.exe — January 2023

2[.]157[.]122[.]182 C2 Server — Overlaps with Avasts Bobik
findings
2[.]57[.]122[.]243 C2 Server — Overlaps with Avasts Bobik

findings

109[.]107[.]181[.]130

C2 Server — October 2022 and earlier.
Overlaps with Avasts Bobik findings

77[.]91[.1122[.]69 C2 Server — December 2022
31[.]13[.]195][.]187 C2 Server — Mid December to Present Day
tom56gaz6poh13f28[.Jmyftp.org C2 Domain
zig35m48zur14nel40[.]Jmyftp.org C2 Domain

05716nnm@proton[.Jme

NoName057(16) Email Address
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In-Depth Analysis on The Roles of Threat Actors and Attacks In The Ukraine-Russia War

hxxps://t[.Jme/noname05716

NoName057(16) Primary Telegram
Channel (open group)

hxxps://t[.Jme/nn05716chat

NoName(057(16) Secondary  Telegram
Channel (closed group)

hxxps://github[.Jcom/dddosia

Account hosting DDOSIA downloading
GitHub Pages site.

dddosia[.]github.io

Official DDOSIA download site linked to on
actors telegram page.

hxxps://github[.Jcom/kintechi341

Contributor to the DDOSIA toolkit
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