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Summary 

Anonymous Sudan is a newly formed hacking group that has launched DDoS attacks 

on various organisations in Sweden, Denmark, France, Australia and Germany. The group 

claims to be retaliating against countries that oppose Sudan and expresses support for groups 

that support them. Anonymous Sudan has a pro-Russian stance and has taken responsibility 

for disrupting government operations, hospitals and airport services, with potentially serious 

consequences. The group has issued threats against a wide range of targets and has 

displayed a religious motivation in its attacks. 

 

This report covers the ideology of the Anonymous Sudan group and their attacks in the last 3 

months, which were covered by the ThreatMon team. 

Threat Actor Profiles: Anonymous Sudan 

Who is Anonymous Sudan 

Anonymous Sudan started on January 18, 2023, right after the Telegram Group was 

founded, with the announcement "We will launch a cyber attack on any country that is against 

Sudan". Just 5 days after its establishment, the group launched attacks against the burning of 

the Holy Quran in Stockholm, the capital of Sweden, and continued its attacks until March 

2023. They launched denial of service (DDoS) attacks on numerous organizations in Sweden. 

The sectors they attacked include Government, Education, Bank, Airport, Healthcare.  

Anonymous Sudan has made announcements that they will support groups that support them 

for a while. The group has launched a series of DDoS attacks, particularly against Sweden, 

Denmark, France, Australia and Germany in retaliation for hostile behavior by Muslims, 

suggesting that the group may be religious hackers. Anonymous Sudan's attacks are thought 

to have disrupted government operations, healthcare facilities and airport services with 

potentially serious consequences. The group has claimed responsibility for a number of 

attacks and issued threats against a wide range of targets. 

Anonymous Sudan Activities 

The group's first activity was to target the Swedish government and companies from 

different sectors in response to the burning of the Holy Quran in Stockholm. France was also 

targeted by Anonymous Sudan for its anti-Islamic actions. Sudanese hackers had previously 

expressed support for Russian hackers because of their support for Sudan, demonstrating a 

pro-Russian stance. The fact that Anonymous Sudan claimed to have assisted KillNet in its 

attack on the German Federal Intelligence Service (Bundesnachrichtendienst), which KillNet 

claimed to have supported for the first time, suggests that KillNet has a connection with 

Anonymous Sudan. 
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What Types of Attacks it Uses 

Anonymous Sudan is mostly involved in DDoS attacks and rarely in other types of 

attacks. Anonymous Sudan posts links to Check-host.net in its telegram group as evidence of 

attacks. 

 

Which Sectors are Targeted 

Anonymous Sudan has launched attacks against a wide range of sectors, including 

the Government, Education, Banks, Airports and Healthcare. The group has claimed 

responsibility for a number of attacks and issued threats against a wide range of targets. 
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Anonymous Sudan Attacks 

Country Based Attacks 

Sweden: 

Anonymous Sudan could not remain silent when a Danish-Swedish far right group 

burned the Quran in front of the Turkish Embassy in Stockholm on 21 January under the 

protection of Swedish police. Anonymous Sudan and its supporters targeted Sweden.  

 

Sweden, targeted by Anonymous Sudan, was attacked a total of 186 times. In this attack, 

many airlines, hospitals, schools and more were targeted. 

 

08 February 2023 Anonymous Sudan Sudan launched a DDoS attack on 21 airlines in 

Sweden. Airline websites became unavailable for a while. 
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10 February 2023, "Sweden's infrastructure health sector will be under attack due to the Quran 

burning, we hope Sweden will be prepared for this." After the announcement, 18 hospitals 

were victimised. 
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11 February 2023 Anonymous Sudan attacks 26 universities in Sweden. As a result of DDoS 

attacks on universities, education was disrupted for a while. 
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12 February 2023, Anonymous Sudan Sudan Sudan crashed the infrastructure of 16 banks in 

Sweden with DDoS attacks. Customers were left dissatisfied as they could not make 

transactions in the banks, causing a crisis in the banks. 
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Denmark: 

On 28 March 2023, Anonymous Sudan shared in a Telegram post that they will target 

Denmark after Sweden due to the burning of the Holy Quran. He stated that these attacks will 

have a great impact and that they will not stop attacking. 
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On 2 April 2023, Anonymous Sudan caused disruption of ticket purchases, check-in, etc. as a 

result of DDoS attacks on 11 airlines in Denmark. 
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Australia: 

24 March 2023, Australian fashion house Not A Man's Dream has become the new 

target of Anonymous Sudan for a provocative act against the feelings of Muslims by placing 

words containing the Arabic name "Allah" on designs of naked women during a fashion 

exhibition in Melbourne.   

 

They targeted many hospitals in Australia. 
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24 March 2023 Australian Airports DDoS attacks rendered their infrastructure unusable for a 

time. Traveller had to wait for a while and systems were down. 
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Starting on 24 March, the Australian attacks continued until Sunday 2 April 2023. During the 

process, they damaged critical infrastructures in attacks on different sectors.  

 

 

 

 

 

 

 

 

 

 

 

 

 

Hospitals in Australia were crippled by DDoS attacks, patients could not be cared for for a 

certain period of time and systems became unusable. 
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France:  

Anonymous Sudan could not remain silent about the publication in France of a 

magazine with cartoons depicting the Prophet Mohammed naked. To take revenge on France, 

the Muslim group launched numerous DDoS attacks, causing an infrastructure crisis in all 

areas. 

 

 

15 March 2023, Anonymous Sudan, the first attack against France was against airline 

companies. They caused 5 airline companies to collapse their infrastructure due to DDoS 

attacks, so flight operations had to be disrupted for a while. 
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16 March 2023, Anonymous Sudan caused damage to the infrastructure of 9 companies as a 

result of DDoS attacks on the French health sector. Thus, hospitals could not accept patients 

and people could not benefit from the health sector. 
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17 March 2023, Anonymous Sudan, which frequently makes DDoS attacks, targeted 

universities this time. Universities whose infrastructures collapsed were suspended for a while. 
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Israel: 

After the sad event, which was reacted in the world due to the uncontrolled violence of 

Israeli security forces against Al-Aqsa Mosque, Anonymous Sudan, Mysterious Team 

Bangladesh under the Muslim Cyber Army stated that they will continue their attacks until 7 

April and the main attack will be on 7 April. They said that they would carry out FreePalestine 

OPIsrael operations to defend Palestinian rights with DDoS attacks against many ministries, 

universities and security infrastructures affiliated to Israel. 
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Anonymous Sudan announced that it would attack Israel with great force on April 7th. It 

claimed to attack with 35 million requests per second on Layer7 and 4 TB UDP - 1.7 TB SYN 

on Layer4. After the announcement on 2 April 2023, the first victims were hospitals in Israel. 

As a result of DDoS attacks on hospitals, it became unusable for a while. 
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On 4 April 2023, Anonymous Sudan, who wanted to avenge what was done in Palestine, 

targeted schools. 
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CheckPoint, a software company established in Israel and known for its firewall and VPN 

products were targeted. Stating that the reason for this intense attack against Israel is because 

of what it has done to Palestine, Anonymous Sudan is not content with its own attacks, but 

warns people to "Attack", invites people to attack and attacks with great force. Among the 

sectors attacked; Airlines, Banks, Israeli National Intelligence Organization, Hospitals, 

Universities, Newspapers and many different institutions and organizations. It has been 

observed that other groups have not remained silent to these calls and that different groups 

and threat actors continue these attacks with different plans.  
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Indian: 

 

On 7 April 2023, Anonymous Sudan, which stated in a telegram that they would target 

"The reason we attack India because of what they do to Muslims and we will start our attacks 

on India in the next hour", first targeted airports. 
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10 April 2023, Indian Hospitals were targeted. As a result of DDoS attacks, the infrastructure 

of 10 hospitals was damaged and became unusable for a certain period of time.  
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They hacked 3 Indian e-commerce companies and leaked sensitive data. These .text files 

contain e-mail and passwords of customers. 
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United States of America: 

 

 The group shared a screenshot of Twitter's website on the Telegram channel with the 

message "This page is down" and stated that they sent a message to Elon Musk with this 

attack. 

 

Anonymous Sudan had requested Starlink for Sudan, whose infrastructure collapsed as a 

result of the military coup. 
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"The United States of America must be prepared, this will be a very big attack, as we did in 

Israel, we will soon do it in the United States," Anonymous Sudan said in a Telegram post. On 

25 April 2023, as a result of DDoS attacks on hospitals, the procedures became unusable for 

a while. 
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Germany: 

Anonymous Sudan has claimed that it is attacking various countries and sectors to 

show its support for Muslims, who often face hostility and rejection. Its new target is Germany, 

where DDoS attacks have been launched in many areas, claiming racism against Muslims. 
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On April 29, 2023, a post shared on Twitter led to a DDoS attack on the Federal Police website 

in response to the kidnapping of a Muslim family's children by German police. Shortly 

afterwards, the German bank Deutsche Bank AG was attacked for the same reason. 
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Overview of Attacks in the Last Three Months 

Countries Attacked in the Last Three Months 

 

The 11 countries targeted by Anonymous Sudan were subjected to a total of 445 DDoS 

attacks. 

 

 
 

 

Sectors Attacked in the Last Three Months 
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Support Groups 

List of supporters of the widespread group Anonymous Sudan: 

 

● PHOENIX 

● Infinity Hackers 

● Headquarters Scribe 

● Kill Delta 

● Killnet Team 

● Anonmyous Russia 

● Killnet Reservs 

● MistNet 

● User Sec 

● Turk Hack Team 

● AnonGhost Team 

● Anon Cyber VietNam 

● Ghost Clan 

● Your Anon Riots 

● Saudi Exile 

● Mysterious Team 

● Cyber Of Garuda 

● Gano Sec Team 

● Dragon Force Malaysia Official 

● Anon Ops United 

● Anonymous Palestine Freedom 

● Fighters 

● Anon Ops Revolt 2 

● Anon Ops Rise 
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IOC List 

As a result of DDoS attacks carried out by Anonymous Sudan and its supporters, 9,205 

IP addresses in IPv4 format were detected. According to the list below, 250 IP information has 

been shared.  

 

 

TYPE VALUE 

IP 
43[.]157[.]119[.]224 

IP 
5[.]189[.]195[.]117 

IP 
47[.]108[.]138[.]242 

IP 
1[.]10[.]226[.]106 

IP 
117[.]67[.]95[.]27 

IP 
115[.]153[.]131[.]118 

IP 
125[.]78[.]177[.]123 

IP 
119[.]42[.]107[.]124 

IP 
88[.]135[.]44[.]155 

IP 
60[.]166[.]129[.]62 

IP 
49[.]89[.]75[.]132 

IP 
180[.]243[.]113[.]30 

IP 
23[.]250[.]8[.]132 

IP 
141[.]0[.]11[.]253 

IP 
176[.]59[.]74[.]159 
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IP 
181[.]3[.]142[.]135 

IP 
47[.]100[.]174[.]47 

IP 
117[.]60[.]45[.]83 

IP 
177[.]126[.]210[.]8 

IP 
181[.]3[.]219[.]27 

IP 
115[.]148[.]27[.]117 

IP 
138[.]36[.]157[.]187 

IP 
168[.]205[.]217[.]45 

IP 
119[.]148[.]34[.]238 

IP 
185[.]8[.]41[.]32 

IP 
13[.]232[.]254[.]85 

IP 
27[.]72[.]240[.]251 

IP 
203[.]77[.]209[.]25 

IP 
36[.]89[.]180[.]29 

IP 
177[.]101[.]191[.]49 

IP 
200[.]106[.]116[.]201 

IP 
182[.]34[.]102[.]103 

IP 
113[.]128[.]29[.]245 

IP 
168[.]205[.]217[.]214 



Anonymous Sudan: In-Depth Analysis Beyond Hacktivist Attacks 

33 
 

IP 
78[.]212[.]27[.]227 

IP 
218[.]149[.]25[.]193 

IP 
103[.]36[.]48[.]191 

IP 
185[.]200[.]37[.]86 

IP 
181[.]101[.]98[.]146 

IP 
179[.]97[.]243[.]10 

IP 
110[.]171[.]84[.]180 

IP 
125[.]164[.]105[.]204 

IP 
183[.]163[.]235[.]224 

IP 
177[.]82[.]233[.]255 

IP 
104[.]129[.]200[.]130 

IP 
46[.]101[.]20[.]227 

IP 
104[.]227[.]101[.]53 

IP 
181[.]101[.]47[.]82 

IP 
45[.]228[.]178[.]7 

IP 
47[.]108[.]166[.]78 

IP 
182[.]52[.]229[.]152 

IP 
47[.]114[.]57[.]232 

IP 
61[.]7[.]168[.]66 
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IP 
144[.]126[.]133[.]250 

IP 
39[.]85[.]124[.]184 

IP 
222[.]190[.]198[.]91 

IP 
36[.]6[.]90[.]16 

IP 
139[.]224[.]199[.]43 

IP 
223[.]241[.]0[.]185 

IP 
118[.]175[.]174[.]96 

IP 
177[.]23[.]164[.]21 

IP 
112[.]65[.]53[.]11 

IP 
198[.]58[.]101[.]125 

IP 
178[.]253[.]58[.]242 

IP 
118[.]24[.]170[.]46 

IP 
94[.]240[.]60[.]190 

IP 
207[.]236[.]12[.]225 

IP 
58[.]244[.]197[.]164 

IP 
118[.]172[.]150[.]51 

IP 
110[.]137[.]149[.]45 

IP 
124[.]248[.]180[.]42 

IP 
114[.]104[.]140[.]134 
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IP 
182[.]34[.]192[.]165 

IP 
115[.]219[.]132[.]19 

IP 
186[.]126[.]205[.]230 

IP 
60[.]168[.]37[.]75 

IP 
125[.]27[.]39[.]86 

IP 
117[.]91[.]130[.]87 

IP 
117[.]44[.]25[.]225 

IP 
181[.]101[.]105[.]150 

IP 
20[.]71[.]185[.]34 

IP 
111[.]225[.]152[.]26 

IP 
115[.]151[.]2[.]143 

IP 
181[.]102[.]50[.]199 

IP 
118[.]172[.]144[.]160 

IP 
181[.]102[.]196[.]37 

IP 
115[.]209[.]115[.]224 

IP 
1[.]2[.]129[.]15 

IP 
36[.]89[.]165[.]13 

IP 
172[.]58[.]3[.]103 

IP 
60[.]189[.]105[.]92 
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IP 
117[.]28[.]60[.]143 

IP 
117[.]67[.]93[.]41 

IP 
125[.]126[.]223[.]188 

IP 
181[.]101[.]105[.]193 

IP 
72[.]36[.]155[.]130 

IP 
115[.]209[.]112[.]42 

IP 
59[.]63[.]112[.]58 

IP 
140[.]255[.]151[.]101 

IP 
94[.]137[.]9[.]246 

IP 
103[.]7[.]115[.]113 

IP 
131[.]196[.]141[.]234 

IP 
84[.]40[.]106[.]154 

IP 
191[.]97[.]44[.]109 

IP 
114[.]101[.]62[.]191 

IP 
181[.]4[.]2[.]238 

IP 
223[.]247[.]95[.]24 

IP 
223[.]215[.]170[.]115 

IP 
206[.]81[.]17[.]232 

IP 
60[.]189[.]108[.]136 
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IP 
15[.]228[.]145[.]145 

IP 
162[.]247[.]46[.]223 

IP 
198[.]144[.]120[.]224 

IP 
182[.]46[.]110[.]135 

IP 
116[.]232[.]34[.]73 

IP 
79[.]137[.]96[.]188 

IP 
177[.]93[.]96[.]147 

IP 
119[.]165[.]117[.]190 

IP 
181[.]3[.]109[.]238 

IP 
163[.]204[.]220[.]76 

IP 
130[.]185[.]120[.]150 

IP 
103[.]215[.]157[.]125 

IP 
181[.]102[.]191[.]53 

IP 
209[.]53[.]17[.]185 

IP 
47[.]113[.]188[.]210 

IP 
123[.]182[.]59[.]10 

IP 
112[.]87[.]89[.]10 

IP 
116[.]22[.]31[.]114 

IP 
182[.]107[.]232[.]54 
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IP 
77[.]50[.]60[.]6 

IP 
139[.]180[.]194[.]87 

IP 
188[.]166[.]30[.]24 

IP 
103[.]248[.]218[.]10 

IP 
39[.]225[.]234[.]241 

IP 
87[.]237[.]65[.]178 

IP 
181[.]209[.]72[.]234 

IP 
185[.]220[.]101[.]14 

IP 
101[.]108[.]197[.]5 

IP 
177[.]101[.]190[.]63 

IP 
183[.]166[.]162[.]125 

IP 
186[.]126[.]250[.]88 

IP 
117[.]93[.]118[.]193 

IP 
183[.]148[.]152[.]129 

IP 
49[.]88[.]112[.]17 

IP 
124[.]112[.]71[.]246 

IP 
14[.]20[.]183[.]191 

IP 
181[.]101[.]161[.]80 

IP 
101[.]51[.]105[.]134 
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IP 
147[.]135[.]112[.]147 

IP 
115[.]223[.]159[.]153 

IP 
14[.]242[.]211[.]56 

IP 
192[.]246[.]205[.]199 

IP 
188[.]6[.]37[.]220 

IP 
174[.]75[.]238[.]76 

IP 
128[.]199[.]155[.]16 

IP 
163[.]204[.]222[.]172 

IP 
107[.]173[.]222[.]196 

IP 
107[.]183[.]64[.]109 

IP 
114[.]25[.]68[.]77 

IP 
125[.]87[.]82[.]208 

IP 
156[.]135[.]170[.]45 

IP 
117[.]26[.]228[.]114 

IP 
138[.]25[.]153[.]242 

IP 
91[.]92[.]78[.]201 

IP 
165[.]192[.]76[.]148 

IP 
182[.]253[.]235[.]152 

IP 
47[.]106[.]187[.]166 
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IP 
64[.]118[.]87[.]36 

IP 
183[.]163[.]120[.]92 

IP 
64[.]90[.]48[.]164 

IP 
181[.]101[.]18[.]225 

IP 
119[.]165[.]112[.]109 

IP 
125[.]87[.]101[.]90 

IP 
51[.]159[.]21[.]239 

IP 
63[.]250[.]32[.]243 

IP 
88[.]135[.]44[.]232 

IP 
175[.]155[.]139[.]181 

IP 
36[.]57[.]87[.]189 

IP 
223[.]247[.]94[.]63 

IP 
5[.]202[.]241[.]44 

IP 
119[.]42[.]118[.]102 

IP 
112[.]78[.]165[.]194 

IP 
177[.]126[.]215[.]25 

IP 
181[.]101[.]215[.]69 

IP 
119[.]42[.]121[.]5 

IP 
47[.]101[.]200[.]100 
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IP 
193[.]30[.]249[.]16 

IP 
220[.]89[.]201[.]47 

IP 
64[.]118[.]84[.]6 

IP 
49[.]89[.]32[.]5 

IP 
181[.]102[.]204[.]81 

IP 
47[.]110[.]56[.]196 

IP 
43[.]248[.]24[.]186 

IP 
47[.]94[.]33[.]119 

IP 
110[.]78[.]168[.]190 

IP 
95[.]179[.]143[.]244 

IP 
60[.]166[.]128[.]57 

IP 
117[.]65[.]98[.]139 

IP 
73[.]120[.]56[.]160 

IP 
181[.]5[.]240[.]83 

IP 
49[.]70[.]48[.]58 

IP 
78[.]157[.]21[.]159 

IP 
112[.]84[.]210[.]126 

IP 
59[.]66[.]173[.]42 

IP 
181[.]215[.]184[.]230 
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IP 
181[.]106[.]208[.]54 

IP 
177[.]125[.]161[.]88 

IP 
168[.]195[.]196[.]14 

IP 
116[.]209[.]57[.]90 

IP 
104[.]248[.]117[.]133 

IP 
47[.]245[.]31[.]57 

IP 
113[.]221[.]47[.]195 

IP 
176[.]235[.]144[.]146 

IP 
186[.]126[.]133[.]177 

IP 
113[.]195[.]165[.]63 

IP 
27[.]22[.]76[.]216 

IP 
185[.]129[.]118[.]36 

IP 
176[.]56[.]107[.]157 

IP 
37[.]32[.]10[.]215 

IP 
106[.]6[.]202[.]207 

IP 
178[.]253[.]61[.]70 

IP 
181[.]3[.]57[.]70 

IP 
178[.]253[.]42[.]246 

IP 
165[.]3[.]69[.]210 
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IP 
47[.]111[.]114[.]106 

IP 
36[.]69[.]88[.]223 

IP 
81[.]16[.]8[.]177 

IP 
45[.]70[.]59[.]170 

IP 
181[.]101[.]33[.]209 

IP 
222[.]133[.]169[.]72 

IP 
165[.]22[.]162[.]120 

IP 
109[.]94[.]220[.]158 

IP 
181[.]7[.]220[.]136 

IP 
83[.]219[.]153[.]255 

IP 
36[.]57[.]40[.]52 

IP 
60[.]182[.]231[.]74 

IP 
221[.]199[.]195[.]19 

IP 
154[.]86[.]11[.]151 

IP 
124[.]113[.]217[.]157 

IP 
47[.]113[.]219[.]111 

IP 
179[.]83[.]160[.]172 

IP 
223[.]243[.]4[.]233 

IP 
134[.]73[.]173[.]142 
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IP 
181[.]4[.]54[.]224 

IP 
41[.]33[.]229[.]210 

IP 
42[.]249[.]163[.]139 

IP 
181[.]102[.]212[.]91 

IP 
177[.]129[.]89[.]33 

IP 
193[.]202[.]11[.]214 

IP 
176[.]56[.]107[.]248 
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